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O AT d K A B www.zzbaike.com) #FE 4 HIE

CONFIG TP NF TARGET LOG - 4 iptables #ihn LOG (H &) #4E. it e,
AU RS H BRSO Lo i A, IXFERRAT A T RS L RAETH A
XA T RA MM Zze A i 2. PR BAS R 55 B 2 T 1

CONFIG_IP_NF_TARGET_TCPMSS — iXAMIEII AI LG A — L BH % TCMP 43 B A5 5
ISP (HRAFHRMLRT ) BRARSs. AT TOMP/Y BE s B, S8Rt K pEcimid,
BAR/ANMIBAERT L, 8, fEETF5EM )5, sshi] iHsepANEE TAE. AT LA
TCPMSSHR# YL IX AN 1) JE, w2 AHMSS (Maximum Segment Size) #¢4HH| T-PMTU (Path
Maximum Transmit Unit) o XANJ7VERTDIALBERNet il ter JF A E AN T/E N L AL &
T FRYE “criminally brain—dead ISPs or servers” [f)n] /i,

CONFIG_TP NF COMPAT TPCHAINS - ipchains [#), XM 2k AZM 2. 2
P24 MR, ES7E 2.6 HMIER.

CONFIG IP NF COMPAT IPFWADM - [d] I, iXHJ & ipfwadm (11787 IS 45 FH 1K) 3

AR

R, EEANE TR Z LD, XN 2.4.9 . BEEEEZN
I, BRZE Netfilter FHF patch-o-matic. 7EAFHL, A —SLLkIm.
POM FTBESSHEINB A AZ L, MARIAEEEA . EHRZIRE, i, EARE,
Linus Torvalds ¥ #] 5 BB RAFEAX LA T IO EWR AL, B BEATIESE
S

FE LA e I0 2 6 0E A A% i P AR, e Firewall. txtA BEAEM

o CONFIG PACKET

o CONFIG NETFILTER

o CONFIG IP NF CONNTRACK
o CONFIG IP NF FTP

« CONFIG IP NF IRC

o CONFIG IP NF IPTABLES
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o CONFIG IP NF FILTER

o CONFIG IP NF NAT

o CONFIG IP NF MATCH STATE

o CONFIG IP NF TARGET LOG

o CONFIG IP NF MATCH LIMIT

o CONFIG IP NF TARGET MASQUERADE

LA EZNORIE re. firewall. txtiEH AR M7 2 (0 B (I TH o FARBIAS 75
TR, AEA N R RAE W . HAT, AR R 2 XA A

2.3. miFL &k

N, ARG B WS 1% iptables. iptables IREZAMFHIRLE . 4 SE
HNIECE . G BRI, TR — mUR R . HELE Linux 7= 5 ke T
iptables, L4 Red Hat, {HJE'ERJBREBCEZEAT M iptables (. Ja XAl
SAGUIEHE, BANH— T HAL Linux /=551 iptables 1H.

2.3.1. Zmi%

L EM ) iptables 8. XH, FKH iptables 1.2.6a i1 (FEFE:
TEIRBHEER, BThA &2 1.2.9, Hrp XA T ADMEE, B4 72 bug,
B T JLAS match F1 target. ) o #i72 bzip2 —cd iptables—1. 2. 6a. tar. bz2 |
tar —xvf — CYRW A LLA] tar —xjvf iptables-1. 2. 6a. tar. bz2, {HiX/ s
A RERS —HEZ R ) tar AEH] O KR R4 % H ok iptables—1. 2. 6a,
[¥) INSTALL SCPFARZ X 4 it s HIfE B -

Ko, PRRICE. 2 LEUANIREER, Rl DL AR N 23T . B
X HUE R A 22 BRI WAL AR AE AN T 8%, T2 (AR S S b
Beigh T, DAEREAT FLAR I LA I A 2 F 21
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AL TR AE SRR B SEEAIR 238 EAR AN
Bo X2b, RSBRIRZ T BRI LA Bt K3, H

I8 IEAESES

Eil

ot

T X, IATEAE iptables Y H A 240 —

9

make pending-patches KERNEL DIR=/usr/src/linux/

AR FKERNEL_DIRFR [n] P AZ JEI I LS ik 12, — RIS OL R, AR
Jusr/src/linux/ , (HEESA—FE, XEFEIRFTHFILinux™ 5 T .

B, RARLEAN T g2 S IMA WA, 1 Netfilter [
RN RKE AN B IMA N, (RiEEE S T
A REME] o IR RIX IR, U] NI A4

make most—of-pom KERNEL DIR=/usr/src/linux/

XA A S w44y patch-o-matic (netfilter AN T IIFRIT) , 2
WA 1) 2 A AR (R R — 3840, BIATT T RS R A A% s ™ T AR IR o AR S
AN TIVERT, BT e AT DN AR JERS (R 52, I AEAEARIE 2 T, A Pdeos
NI A ] L R A F patch-o-matic (EEvE: — & B/NDLED .

make patch-o-matic KERNEL DIR=/usr/src/linux/

LA AR B TR SCIE, [MOGA7 2% patch-o-matic XHIAN
%, AT 28 FAl AN T AT R

PREEAFTH A patch-omatic (54N, LLEar&# A
&, EMAZLTER. A, RSG5 RERER T AHEB
RIBEE )L, XS AR 47
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AT patch-omatic, IENIZE R MwIFENAZ T, BN Ttk
T AHRE T EHACE WK, B IR E SO B RS IR TS R 2
SR, PR AT LLSCYmE iptables , FRRIMPEN#Z.

BN R0 m1E iptables T, R IHIX A& AL 1 fy 2
make KERNEL DIR=/usr/src/linux/

iptables N iZZmiFLF T, WHRAT, WIFHEHLEREEWIL, B
Netfilter mailing list, ASHEAEEH NREFEBIIR.

— VIR )G, FAi1iZ%2e%e iptables T, XJLPASA AR AT
AR IR i R SE X — 2

make install KERNEL DIR=/usr/src/linux/

MAERINE R T o« WHRARERTIHA A EHgmve. N, IEMEM T,
AR, PRI EAGET S BTG iptables. {F4FEH INSTALL ML, FSHL HIA
a2 2505 R

o

2.3.2. 7FRed Hat 7.1 223k

Red Hat 7. 14§/ 2. 4. x YNA%, 24 Netfilter Al iptables. Red Hat fi
BT A AR R e RO G S, RSV Y2 B
class=COMMAND>ipchains. “iptables MAFAAEER” R WK E &, T
FLEBATE R BT 5514 ipchains M2 iptables .

Red Hat 7.1 #iZEf] iptables lRAGLEE T, EMEHZHT, IR
AIREREEEAN BN, FH A9 — F N

WAV ERH] ipchains, I HARUFIEEBITEK, WX —R, ZHHEKL
Hak/ete/re. d/ N30/ F 44 . HIBLT fr 2 58 il
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chkconfig ——level 0123456 ipchains off

XA AR 4R /ete/re. d/init. d/ipchains PHGERE A A
K92ipchains. LS IFhEaR, 2R3N I IIAIZ T ILIIA . S0 KT
S, RN AERSS, BELEAE RN A 21T, X8, ipchains BURAS
FHLEZAT T

PO IEAEIBAT RS, BEH] service 2. 1l ipchains HRSS A2

=]
rE:

service ipchains stop

WAE, FATTLLAS) iptables fR%s T o 125G, @ AEMAEIT 2817,
— M 2, 3HI5, IXULEA AN AL

o 2. NAFNFS [Z P EREE, FZ 3 R HIANAE T A I 28 S 5
o 3. ZHIMEL, MR —MFEHIZE,
e 5. X11, KJES .

H R4 LIE iptables AEAF XL 2izfT:

chkconfig ——level 235 iptables on

PR ] LM XA i iptables AEfE HAl 21817, (HIRIXA L,
JZ2 1R, B B R A REAH: 2 6 FIRSCHITH SR,

Ja 3l iptables Hi:

service iptables start

TEJIA iptables Hb VA & XN, 7F Red Hat 7. 1 Hsn#L ) ik
T BN R /ete/re. d/init. d/iptables, ZEyEEALEH RPM JF2k
iptables i, CA MM RESHMER. 55— ATk sededatng, 485 H
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4 iptables—save ORI RAE 2 ST, PR H K re. d FRBIA
(/etc/rc.d/init. d/iptables) Hzh3E4,

A TSE R UL AR ]« BIUPRGIG R W

/etc/re.d/init. d/iptables. K T REAETFENLIES) iptables NG, "L
FERHAE “start) ” oA start O e FERE: WREMNBLE “start) ”
T, WAELE “start)” WHEIELT start O, EELi%E “stop) ” T, LUELAE
ML CHE N DMANTEE iptables ()2, BIAZIE WTALEE . I8 RAS 7
“restart” Tl “condrestart” MWE . — @B R, WA KB ETH
% iptables B A RESSHEMIBR, TWAVE il Red Hat W% HBITHILE ] RPM
T+

NS R IE: RSN A, BUEAEH] iptables fiv 4 ALK
. BOELE & B ORI, S 78— M RAA RS, #AEYZE, 1§
Hlfir% iptables—save KARAF M. —RH] iptables—save >
/etc/sysconfig/iptables " RARAFHINII LA /ete/sysconfig/iptables,
AL service iptables save, ‘& HEIUEIN A Sh{FAELE
/etc/sysconfig/iptables "o ZHUHSHMURABIN, re.d FHIBEACK &
iptables—restore M HIXN3CA, Miumh Bz E TR,

LB PR R S i AN BRI, A AN [R5 SO A s, B 524
1975 K A3 PR B0 TE K

Z I, A DUMIERTIC ) ipchains Al iptables T, JXA nJ LUIGE S 3t IH ARCAS K
iptables Z Ao, HSZ, HA IRy, A EX e, (H—K
KU, A BUEANRZ W 8, U ET rpm AR AME T IR R B2y H 5K
TR FH A iy 4> 2

rpm —e iptables

BESRANH] ipchains AT A BLARFEWE? AHNE ! iy 200 F
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rpm —e ipchains

DA, MR TRERT . IR IR 23 iptables T . YL
PR 2R D4 A S

Chapter 3. FH%:

X — B A RIS B G2 LA 207 o] 28N R (I BE RN L V. B
TEARE CE RN, e fiEX M2 2 A EZ. 842 iptables 5§
WAZILH I, betn, B bRk, TREENX — R R E N, LR R
iptables MR KA 010 6 FHIN o X255 Bh AR 5% B (1 300 40 2 ol LS A4 4
R, — NI 72 DNAT Al SNAT, ANBERS T TOS [I1EHT .

3. 1. Mtk

A LB KRN, 4R MAC H3IEAT 5, 2 A% FEAR N IR Bk Bl R
Bl Waaad —RINERAE, NIREZIORGAMIFE, R A4 HoAl
Ly, R AR A

BAVERE ALY H IR, E A LU DB e 2158 2
EIFER

NP AN mangle, FSAEBRAUBUT A GEREDRRE XA A, HE
AR ST R ZE | AR IR MR S Hok . XA RIA R, S ddE e
() — e R MEE T8 2, 7E mangle &P RVFAYHRAE 2 TOS. TTL. MARK. 3t
S, A JE HEERRAT W BIE A1 g B e I VE AT T .
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Table 3-1. UUAH G B GRERMNBSHITT) WA

Step (30 Table  Chain (%) Comment CVERE)

LY ()

1 FELR G P AL (L, Internet)

2 HAEO (Hbdn,  eth0)

3 mangle  PREROUTING IXANEEHI K mangle $df e, Hoineds
TOS %%

4 nat PREROUTING IXANEE T LR DNAT . AN EEAE X AN
MO FEERAE, UM FELEAE DL il
%o

5 E A, e, AR R AL, IR
SN o

6 mangle |INPUT TR G, BOREARHFR P T,
mangle £(4fi 0.

7 filter | INPUT JITA AAS I O H B ) A e
HE, AEEATIRILAK, XX Leq it
IEAAT AR

8 FEAMARF T (i, MR peE
FE17)

VER, MLERAET G wi&FE ipchain) BUZEERE B2 i INPUT #Eid,
M ANJE FORWARD 8% . IXFERAT 5124 . NI B L nREAKUFBEAR, (EAT-40ARAE 5
e NRAYNGET P

PAE ARG B WL A% (10 00 B Le Wik 280 3R
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Step Table
1

2

3 mangle
4 nat

5 filter
6 mangle
7 nat

8

9

Table 3-2. DAAHL AIEIIE

Chain

OUTPUT

OUTPUT

OUTPUT

POSTROUTING

POSTROUTING

Comment
AHFET (Lban, MRSFEFEE PR
BEAIWT, TR YR, AR,

AT Fopth — 2545 R

7EiX )L LA mangle o S UCANEAEIX )L
O IE, W REAT IR FH

AR MBI KA B R kAT

DNAT #4% o

X A R H IR AL g

XAHE AR AL DNAT 2 )5 (BB 1E
B HEIX— K DNAT FRAESERR I 6 1, EAR
FERTTHAE — KB . XA, —
HEE R, sl e i i fh AR 1) A
L, AHXACEARBE L, 2 NAT
RIS AEF 2 J5 A RERIE « T LLEIXFRAE
SRR . ), BITAHIZ HT, W
mangle. APIMASETIXE, Bk
e ARG P2 AL, S K )
(@

£EIX FLAM SNAT . (HARZEAE X B g,
DR RIVER, i HAT St 2T 2
(17, RIAEARH T DROP S .

BFEz O (Lkln:  ethO)

TR AR (L, Internet)
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FERXA 7, A AN H RS Mg G Hl 7. k34
KE B XA IR

Table 3-3. #¥EKR KA

Step Table Chain Comment

1 e EAL S (L, Internet)

2 HEANBEDT (Hbdn,  eth0)

3 mangle |PREROUTING mangle #4lfl, , EEaneAs TOS 5.

4 nat PREROUTING IXANEE 2B R A DNAT . ANELAEIXANEE

o rERA, UM LG O R 2
%o FJA 2 SNAT,

5 BRI, tetn, SR RN, @
TR
6 mangle FORWARD FL RS K 3% 4 mangle (K] FORWARD

B, IXRARE R OLA S B
FEXHE, W mangle (G404 mangle
[ ) o X IR mangle K AAE AT
Wb I S, fElE - CE S H
M2 (PR Hid N ¥ FORWARD
HEATMY, ILLETRE, RS R
—L L) H fidh, EFAD

7 filter |FORWARD SEM R I% 4 IX 4% FORWARD 5. WA
T B R A 2B BIE R, JF B
X LS AT I R AR A X AT o T
TSR A 2 X, AR
BN 1 A I )3 A A B SR R o FE AR
H OB SR, % BRI,
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Step Table Chain

8 mangle |[POSTROUTING
9 nat POSTROUTING
10
11

Comment

IXANE R B 0 — LR R R T B (3
Tk ZFEF 64, FATTLURIL, 75
R AL, mangle RPN A H 704y
RN B o iX—2 mangle &L
S RCELI) H bk R E sE G e A
(1, AHIX AR EAH |,

IXAN B & F AR SNAT 1), MR A5
Masquerade (f§2%) . {HAZLEIX )L
TLuE, DA Ay et RS AN AL St &
BT (B etho)
NAEZe b P ARG 1 (bban, LAN)

HUANURPT LR, AEZ R Z DR, i H e AT DA R = AR AR — 45 L

o E AR T Ry . AT

LG iptables HIMES. VEE, XA

MR E, B AR R I BERIR . BT EE2 5 K/ it ae e e A Al 2

1 FORWARD %% .

6 BRI R, AEALE INPUT 58 FAGLyE . INPUT 251 1H
KAERAE LS DL FRATTIL T8 B bk (AL ir), eI A2l % i 31

EHIT

BUHE, BAPRBEEAUL=FEOLT, HI2 T WRLEANF 8. Bt
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Rout ing
dacizion

TFDEE;OII:—;T
LRE R LI, rTROXFES S A5 AR AL, AR AR A 1)

fl, A1 K e gL FORWARD 5. A0 H 2 A WS Wr i) 1P Muhil, FeAr]
e KL INPUT 5, )5 SiA A H .

EARERRE, (BB NAT b, RATR AL AL H Bk ol e oA
PREROUTING 4 FLAR A4 o IXAN AR AL S — BRI, BT AFE L IE e 52
I, AReEBATH . VERE, A A ssd BRI R
PRI —NE0 DNAT [HIE SR IR 9 2%, XM e Rl se AN Bk A B R IE, H
B e R Bl SRR 19 2%

MEHELHER, "fLLERre. test—iptables. txt , XA
ARG T — S8R0, ST AR RN L SRR I AN R AN EE Y
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3.2. mangle *
XANER EEH K mangle 4, ] LMY H mangle VGRS AL 1 TOS Z54FE o

5 AU WAR AN EAE XA R AL T JE, AVE & DANT, SNAT Y

# Masquerade.,

PLF 2 mangle K HNA LA ERAE:

e TOS
o TTL
o MARK

TOS A FH R e B w5 AR et B (10 Al 55 2R AR sk o 3 R o R 5 1) Kl
BT A SRS . TERIXMRMIFAE Y, AINEAPTE. B Internet
EIEAREM, M HAR 22 2% i gs ANV E R BN #Ag T, AN ERCERAT
InternetfJL, BRARITEMKIETOSKES H1, LLaniliproute2.

TTL A IR S Kot 0 (10 2R A7 IR TR, BT Tn] AL P Ay il A 37— My
PRI TTL. "ERAFAER — MR H, B2 JA TR EUR W — 22 ISP, 44
SR IARATIVE? OGN IAN S A FA I AN IR R LE TSP & &gk 5 il
TSN LR A AR TTL, I H ASEAE o R e 5 38 = AR s

MARK FH K450 1 BRI IIARIL . iproute2 REIRBIIXLERRIC, FHARHEAIR K
bRl (EGEAARIC) PRE AR H o XL hRac Bdl Tl DAY 56 BRI SE 115
R
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3.3. nat &

PERAUHI T NAT, gl S A U el H bt ik ERG,  UB BA T I ik
ffr, REWRAE DN SPEXAHEILAC, R s AP R A #E . S2bs
(R AE 73 ELR LR

e DNAT
e SNAT
o MASQUERADE

DNAT #AF T Z AL PG O, AR N EiA TP ik, EEHER P K b
(35 ) EE 5 ) BB IHL - b (el DMZ) o i, FRAT TSR 2 H b,
LI 0 RE i i 2 5 L

SNAT e A0 (R bk, SXAE M ORRR S b mT DARS IR R A i 09 26 538 DMZ 55
ARG A5 2 TATVENTE )7 B 1 A8 Mk, (FL0 250 XA b1k 425 0 A e Y 2%
Hudko A TIXAMRAE, Bkt aE B S G SNAT F1 De—SNAT (igf A2 S 1) 1)
SNAT), DA LAN e F22] Internet . AR A HZEALL 192, 168. 0. 0/24 X AL L,

JEAS M Internet fFRMTAT R[] o PRh TANA a2 SOXEERI 24 CEAT HAB)D K
AR, HBEHT LAN .

MASQUERADE [fJ/}: F Al MASQUERADE 5¢ 4= —#¥, FUZ tHEMLI S i T 2 — rii
DA A 0 RS VR AR £, MASQUERADE #BZEEAY $R W HIfY) TP Mk, 1fiAN%: SNAT T
IP M R RCE L. B8R, RXWALFAL, Wit LME A PPP. PPPOE.
SLIP 2545 55 8 bk, XS hhl vl & dy TSP f¥) DHCP BEHL AL o

3.4. Filter &

filter MK IEEIAL, AT CAZEATA N ICRC B Il ue eAl. A
A A AE IR B AR s A0 ) PN 286 f0 A DROP B, ACCEPT ). 244K, FeAi 1t ] LA S A8 3
A3 7 e gE, HRXANRA R RILIEN . JL P A target 0T LA
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FERX U o KR AR A AAE Ja T, BUAE PR B SnIE I g AR £ 2R AEX L8
JRIAT T o

Chapter 4. JIRAEHLE

ARFREVEAN S GRS HUE o AT, JREPIRESHLHZ T AR A A4
LTI T AT — L2 7R T U PR N S Bk HH B RARR o

4.1. ik

BN iptables FRRFIRI—EE7r, HSCEARAZMRSHLR], Ho4'E
S PR o (HoE, RZ ANANRPRESHLRIXA 427 SOh bk
D XA 44 TR FERR R AT R R . XA NAZ S DA AR AL .
IR AT AL Net £ ter KB EERLNPRGS 121 E BRI K B KB K
PEATA RSO B KA, LR SRR RAS B ki o ARZS B s EEARARES B ok B
B, N SCVFBAN 0 S 3™ 5 AR o

1F iptables W, AU & MIHEREAER I VUFRASRPIR A ) e AT 42 NEW,
ESTABLISHED, RELATED A1 INVALID. J&[HIFA TSR ISR —ARE.
—state VLHCHAE, FRATREIR A Myt “HEnlf A Re R HHIS1E” o

A AENEZ T Netfilter FRHRE & HESLM 1) R EAFRAE conntrack (P
VE: Bt JE connection tracking M FB4ES) o conntrack A LL/E Btz s,
WA WAL — 873 o RIBIM IGO0 T, FRATTARSE, 5 22 S PR A ()3 e R
RIEAHEL T-B 45 ) conntrack M 35 o PR I, conntrack A VF 2 kAL TCP,
UDP Bl ICMP PRSI X e e Bt L P 3 IR A 0 L oiE— 15 5., PRl
RE DR B — B UL Y R B o X845 BB 35 S conntrack it 24 /T HPIRA . 9140,
UDP i — M e At AT H il o S5kl 1 sty R 11—

FECAET I N RZ I, AT DT e I B Dhg. 4T, HEAM iptables fll
Netfilter, JUHOEERREEHIGIANZ, XA EDSHHEGE T BOIEA RN
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B, ERIREHARIE Y T/F. IAEEH LS AN conntrack, JFHAE
conntrack JAZIN HEE 3. ANESCPHTEAINRE, BRAFRESC &R ES

B T AHb = AL IR0 B OUTPUT BEALBEAL, P e PR 4R & 7 PREROUTING
B HEATACRE), BEME,  iptables £ 7E PREROUTING % LM HT 510143 1
W& WRBAVEE MRV, RS LE OUTPUT #5 B9k ¥ &4 NEW,
MEATICEN RN A, IR B4 #E PREROUTING 4 HL 4% 15 % >4 ESTABLISHED.
R — MR A= AE Y, AR5t 44E PREROUTING % HLBY 15 &k NEW IRZ&
gi b, ARSI SR A A AE nat F P (1) PREROUTING BEHF1 OUTPUT 4 HL5¢
JE T o

4. 2. conntrackit

AP HREF EFEIEL/proc/net/ip conntrack H ) conntrack 03, iX
SEIC SRR RS M AT ER R 3 . WSR2 T ip_conntrack 5k, cat

/proc/net/ip conntrack M) ~2L:

tep 6 117 SYN_SENT src=192. 168. 1. 6 dst=192. 168. 1. 9 sport=32775

dport=22 [UNREPLIED] src=192.168. 1.9 dst=192. 168. 1.6 sport=22

dport=32775 use=2

conntrack BEHRAES I I A5 BAREL & AR AN 1o T, al e A Tt nl A
AR E AL T2 RES . HAE BRI, XHE tep, HH LT
Tl 6 CPEETE: tep MPMBCRAMRILZ 6) o« 251 117 21X 4 conntrack id
SKIEAEIT (], &2 A A FE, H BB ER M E 2 . B, X
AME 23 B 1k 2 B TEAS RS I 28 {8 o T SR AR IR AN FEHEAE 2 A I ] AR
Ao LHIRIBF XA AEIR A SYN_SENT, IXAME 2 iptables IR, LA
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TEFRATEF BRAR, 10 N5 IO RS AT AN o SYN_ SENT 15 B FoAl T 1 28 W82 (1) X i
FRAE—A T RIE T — TCP SYN A, 5 &bl H pysthhk, P A H
(K3 11 o PP AR R K] 3R] UNREPLIED, i B IX AN EREE A W BT B o I
Jo s ey B N B AL S, AT bk R g )RR TR 2 AR I

HEREER AT AR B 1P 0 55 BB SO R AN ), A7 A L PR {4
7630 1inux/include/netfilter—ipv4/ip_conntrack#. h /15 S ff). IP. TCP.
UDP. ICMP thill (B4 (H A LE 1inux/include/netfilter—ipv4/ip_conntrack. h
B X BARME T LLE B A NI B G, (HBATX BB EAT, BRIk
#HAE conntrack W . BEEIRSIIEE, RN 2.

B patch-o-matic BAT—ANBrAh 17, wf LG L1k 21
NI T B R G A i, IXAEBRATT R RE N 1 AR G2 N I A e AT Y
B LG, FRATHIAD N T AR X S M A N AL T

XUEn[IE o /proc/sys/net/ipv4/netfilter FIF—Y8k0E 1) &
LA KRMAE . [FYEFE /proc/sys/net/ipvd/netfilter/ip ct *
HL AR R

B NERAEPIA T ) BRI, conntrack 125 R [UNREPLIED]

SRR HE N, TEEBINERRIRI, RASHMIERI, %A [ASSURED] ff1d 34t
TEGMIBR . IR R e RN 2 Dl sl — AR HI, e B AT
ip— sysctl BB E . BROIMEBIRTARKINAE RN, 128MB 7] DA 8192 4% H
3K, 256MB & 16376 5. IR ALAFE /proc/sys/net/ipv4/ip_conntrack max
HAE. BHE.
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4.3. FWEEH P TEFPRE

ST U, B PR SAKTE TP AT & I A Rl T A ], (B A% AR,
W 25 a3, A 4 FiefkZA5: NEW, ESTABLISHED, RELATED i1 INVALID.
AT EZERRZSICEC — &R o N iy E A 44 LR X JLRIR A

Table 4-1. HHEGAEM - ZRKRE

State CIRZA) Explanation ()

NEW NEW §t X A2 A TR 2R — M. R, X2
conntrack BRF BRI HEAER S — MU, & RIHFEHILES T . tetn,
WAVER] A SIN 4, AT B — A, L
Bl MU TTREASE SYN 1, (HEEgl h & NEW IR .
e L2 e SRl ARt G TP IR ERO S VW R SE RN R T
i, FEFRATIARM S K4 M ILAR RIS K 8 25 SR IR H I, B A
BRI, HSERR EIFEAR S

ESTABLISHED ESTABLISHED [yt i 2 WAy 1) b Bt A&, iy Hox 4kt
DC X AN FE 40, o 40 T ESTABLISHED R 25 (103 42 1 AR5 25 5 PR AR
(Hro REERIEI RN, HEF /2 ESTABLISHED [1) T o —ANi%$z
I NEW 4224 ESTABLISHED, M 243 WA R], AEIXA
FERAL BT KGR, 2T By K R . TCMP FR RS DR AT HL 5 [7)
(5 VL G 1 & ESTABLISHED, HZEEATERMIFT A HIME &
IR

RELATED RELATED &> LRI IRAS o 2B — MR R O AL T
ESTABLISHED JR A HEHA <RI, Wil /& RELATED () 1. #t
PG, —ANERE AL RELATED 1), B 4G%54 —/> ESTABLISHED

B4 o IXAS ESTABLISHED B4z /™ AE — AN e e 2 AR de, iX

ASHTIE B2 RELATED 17, 48R AT # /& conntrack FEHELfEH
fi# RELATED. ftp ZAMBUFHIBIT, FIP-data R
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State CIRZA) Explanation ()

FTP-control 47 RELATED . &4 HARMKIH 1, teln, @ik IRC 1
DCC %, H TIXIRA, 1CMP 2. FTP A&%ir. DCC 254 Rgz it

915 KA T A R, KBS 2r 87— 4% UDP B SRR L
XLEPBURAR 241, BAHEERAE B B o 8, Jf HE2KIX
BB REAR IE A BE A

INVALID INVALID i F 040 60 AN BEAS U Unll Js T WA 1 B s AT AT AR
& AT R R BUS AR IR G B0, b, AAFi . AR
TURANERL R ICMP HiR{E R — s, A7) DROP XAMIRAHIAE:
(EF NP

RS LA, DUV ACEo o 3Kl AAEBATT AR 5 K s A o
MR LR, AW ATIT 1024 DL B s RISAT M 25 8 . IUAE,
A VARSI BT FERE T o DO BATRT BURIFBOIS £ A7 b 25 K (1 5 11
HABRIH T LA . R 222 T

4.4, TCP %EE:

AFTFIR AL, TATREA SR LRE, DLAAETCP. UDPHITCMPIX =
FRIEA I HR R EREERAE ST 8%, A THE AL B BUR TS B . BATIE 2 A TCP
ANF, B EARGHE— DM HRRE WP I HEARZ G T iptablestRAHLH]
IBREEEP S

—/™ TCP i R4 — IR IET Wi i85 A @Ak i A S —A
SYN &L 4f, RG24 SYN/ACK &, ffaf—A> ACK AL, Ui, SiEA #a7
Ty, B8 RIBEHE o BN W) EAE T B R R SRR X AN I R o LS AR TR A,

RN O T, R ENEREA BT I A R  RIRE R . B N 1 1

B, AT AR AR B W2 A T ARSI s iR G 2011,

IR AR A2 A A R B R TCPEE A S M RE ) o JERRER R — &
WHE L 5 B RIS B R http://www.zzbaike.com
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FISYNGL,  HEA KX ERENEWIRGS, — & 2R [B[ISYN/ACKEL, Bl &2
ESTABLISHEDIR Ao SR ARATFAUARARSS 20, PDOZREHMENAT 4. A1 TP
AbFE, NEWANESTABLISHEDG AL AT LAAIE A 2%, H A ESTABLISHED % 4%
A REAT [T REAR R o G SRAT AN ST T B 1) A b A i 1) B (0 S VENEW, T84
=R T A ERENEWIRAS 1), SXAEFATT R AN RE BH 28 S5 21 A< 3 104 2% 1) 3%
BT PR RIEERE NS R A, Rl I B R NEWIRZS IR, T B T
MRS IE B L%, oA IAIEAS SCVENEWIR A (AR [F I FHE B K dif . B 5 241
&, EFXSTCPIER WAZATH TIRZ WIDIRAS, eMIE XAE RFC 793 —
Transmission Control Protocolff] 21-23 W . BIFAEIRATLEH 7 25 i) A S
JE T FRAT T2 PRI LA SR IX L Py 25

Client Firewall Server
SYN
NEW
‘uja SYN/ACK
| ESTABLISHED
ACK -

IEMRE R, U W ARG, ORI . (52, NNERMESE
—Hudf MR . BATRE M. INEHE—FE
/proc/net/ip_conntrack B, PR E WA AR 1 o

tep 6 117 SYN_SENT src=192. 168. 1. 5 dst=192. 168. 1. 35 sport=1031 \

dport=23 [UNREPLIED] src=192. 168. 1. 35 dst=192. 168. 1. 5 sport=23 \

dport=1031 use=1

M FE 3 rT PLE H, SYN SENT RASHRE T, XUHER LK —
AN SYN £, HNZIEBRIETLR, X1 MW IUNREPLIED 1 #rEF H .
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tep 6 57 SYN RECV src=192. 168. 1. 5 dst=192. 168. 1. 35 sport=1031 \
dport=23 src=192. 168. 1. 35 dst=192. 168. 1. 5 sport=23 dport=1031 \
use=1

IAETRAT SR T AHN K SYN/ACK £, JRAEAR 4 SYN RECV, X B &
W19 HU SYN AL OV IE A%, IF H. SYN/ACK AL ik T B kil . X pt kG 7
R T A B AL, DRI T DA WA 5 ) B AR R Y . 2448R, IX

BB o
tep 6 431999 ESTABLISHED src=192.168.1.5 dst=192. 168. 1. 35 \
sport=1031 dport=23 src=192.168. 1.35 dst=192.168. 1.5 \
sport=23 dport=1031 use=1

BHEBATR W T =2 FEda— M, RACK A, HEHEBHEEA
ESTABLISHED AR 1o FRAL ALKt te, Ml & [ASSURED] ) T

IS EH TCP A I AL R (FARES

FIN/ACK |-
_ | ESTABLISH
T ED

ACK
ESTABLISH
ED

CLOSED

FIN/ACK
| ESTABLISH
ED

ACK
CLOSED

- CLOSED
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n B, AfER )G — A ACK 2R, H% (FEPIANTID A KA.
TR, R B Ol R ] DUE I AR ], X HIAES R4 — %
(KI5 RST WAIEZ A, B FUCBOE R BUN 8], A BEW

HERIRMA » HEN TIME_WATT RZ, $RAE IS 2 204h . 2 BT LA IX AN ],
KN T ik EE A RE S8 Al R AR R A A, o T e R R (1 % e
LT NITEEIb e E FEiof: 18

ARIERE M RST WHE Y, WUH AN CLOSE 1o IXFIRAE AE K M 21 A
17 10 BN 8] o RST RN ZEINNY, B HREOCHIIER. #1X TCP
%, A HAL - 2RIRSRATEA R FIg > 58 BERPIRES P R AR I AR .

Table 4-2. WERE
State Timeout value

NONE 30 minutes

ESTABLISHED 5 days

SYN SENT 2 minutes
SYN RECV 60 seconds
FIN WAIT 2 minutes
TIME WAIT 2 minutes
CLOSE 10 seconds
CLOSE_WAIT 12 hours

LAST ACK 30 seconds
LISTEN> 2 minutes

XL ALY, A ABES WAL BT A2 4k, tnl Dk
/proc/sys/net/ipv4/netfilter/ip ct tecp *[HJAR & B 05, X SL BRI\ AH HLS AL 40k
SEERRTIG I . A EA R jiffies (A2 —F) , FrLh 3000 At 30 5,
REE 215 BiE W RIEK AR http://www.zzbaike.com
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TR LR H 23 (8] BB 73 A B A/ TCPAL ARG AL ()
E)t%i}‘éTCPﬁ%XﬂLEﬁﬁ%mfﬁfﬁE@) o WTRTRATTAELENEWR 25 1) £ 10
BTk, SR ENEWIRAS, FRATRE AR AINEWIR A (1) 2 2 FiaSYN
f, Al Ziptables NAAEXLEFREN . XHUE R TAE. FLE%
A BB SYNSRACK ) A, 2B VENEWIRAS (1) o XAEI R n] e 40
ROTKEGFH R, ARX G A5 KBS 2 RARE (A BE2 1
Bekide) o MBFATEREA BEAZIZFE AL R 5E e 2 AR AT LU A
K ESINHINEWA A € BRI %o I —DNINE, SR 2%
patch-o—maticH [fjtcp-window—trackingd FEIhRE, ‘&l LAMHERS K
o BE MR8 TCP Y — bR A R BEA T IR ER R

4.5. UDP%3E

UDP JERGETCIRAS 0, DU & A AR R LA OGP R, g HOK 2y
FETCFP AT 1Ko DASEAN R AL 21 1) 7 A R 0 4 ek s e AT TR & e e 11 {HL
PWAZ TSR AT LUK UDP B4R EORES o AT IR B2 Wl BRER UDP 34211, LA
conntrack [FAHK L

| Client Firewall Server
UDP Packet .

. UDP Packet

_ ESTABLISHED

M EETTCLES, UMM E, UDP &M E LTS5 TCP 1—FF.
HAR conntrack 17 B A RRKE S UAFE, EAF B2 —FEm. FTHEIEKESR
H—> UDP % H )5 i) conntrack it 3% .

udp 17 20 src=192. 168. 1. 2 dst=192. 168. 1. 5 sport=137 dport=1025 \
FREUE 25 BiE T R ERL: http://www.zzbaike.com
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[UNREPLIED] src=192.168.1.5 dst=192. 168. 1.2 sport=1025 \
dport=137 use=1

MATHEAME T, X2 —N UDP £ SE— AP HR, 35 AN
Ty BEAMEIUIRASHIEAEE, BRI 30 FPe TR, H bbb A
C, S W2 T el R s . H kAN 1. [UNREPLIEDT 512 B AR e 2]
[

udp 17 170 src=192.168. 1.2 dst=192. 168. 1.5 sport=137 \
dport=1025 src=192. 168. 1.5 dst=192. 168. 1. 2 sport=1025 \

dport=137 use=1

— HS RS — AR A,  [UNREPLIED] ARGt e RS, SRl b i
ESTABLISHED [¥), {HZEIC 3% B3 7% ESTABLISHED #ic. AHMHE, SRS
IR AR S 180 2 1o fEABI, W 170 #7, 10 B)5, #ambh 160 7.
ANRVGEAT DN, AR ERESH AR, B RT3 (¥ [ASSURED] . %
ARy [ASSUREDDIRZS, 4 BB piAT ey it .

udp 17 175 src=192.168. 1.5 dst=195. 22. 79. 2 sport=1025 \
dport=53 src=195.22.79.2 dst=192. 168. 1.5 sport=53 \
dport=1025 [ASSURED] use=1

LA 2K, [ASSURED AR IAE s FIHT I (B 2 K720, BR T Fnid
[UNREPLIED] A% i [ASSURED] o W1 HLIXANEHAFLA T 180 #2, HSwhi 4t Wr. 180
PRI T UL, AR RIR A N8 T o HEE B AMER A7 I B kB,
I AE A 23 0 B BRUNE, T IRPIRES A IXFE 11 6
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4.6. ICMP %3z

ICMP B2 —Fh IR ML, B UL HIRAEHIT A % . ToMP AR
ZRM, HHRAWMEEANED, EATE R EIERANNY (Echo request and
reply) , WIAJERIESKFIN S (Timestamp request and reply) , 1 B i sKFIMN
% (Information request and reply) , A7 HihEH#ERD I SR FIN 2% (Address mask
request and reply) , XS PIFRAS, NEW FI ESTABLISHED . I al#kid sk
AE R ROCEERAH T, LG RE 2 H K, W ping fr2 it H I3,
HOHEHERS I SRAN K H AR TR IR T EAE . BA N, st
A BUKET fi# TCMP %3] NEW Al ESTABLISHED JR 245 T

Client Firewall Server
ICMP Echo |
| Reguest
_ _ NEW -
ICMP Echo
| Reply . ]
' Y ESTABLISHED .
.| Client
Processing

WEFT7R, EHLR HARARZE AN ERIEK, B KA X ML AL T NEW
o HARBIN—NEE N Z, B kA ok fL4b T ESTABLISHED T . 402 iF
K %N, ip conntrack LA XAEMICE T :

icmp 1 25 src=192.168.1.6 dst=192. 168. 1. 10 type=8 code=0 \

1d=33029 [UNREPLIED] src=192.168.1.10 dst=192.168. 1.6 \

type=0 code=0 1d=33029 use=1

AILAE 2, ICOMPJICsRMITCP UDPIRAT sUX A, BMAATR R IS IS B A
H LA A, ANFZALAET8A 1o, Mo 7 =958 type, code
Alide FBttypelii B ICMPHIZEAY , code it BHICMPIOARAD, X AR ALAE I} 3% ZCuP
REVE 245 BBV Mui K AR http://www.zzbaike.com
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BRI . 1dSEICMPELIFIID . FFASTOMPAL A A& 26 I 4 40 i —ANID, 3325
FEFEEERIID HCE AL, IXFER L T7 BE A AW SR I W 2

[UNREPLIED] [ & SCRUHT I —HF,  BERAE AL 4 Rk A — N7 b, ok
VAR EINZ . HEE, ENEORE. bk, EHHNE =SB, &
RN type Al code fEBEH N EMIA RN, id FUERE R —FE

FIHTTH—FF, N2 A8k & ESTABLISHED (1. X1, (ENZHEY G, XA
ICMP AN A Bntet 7o FTbL, —HNZEFL G kB, TCMP fER R
TN K K= Lo S

DL FhtE I, 1K HIA A NEW, W& & ESTABLISHED. #ef)ifiii, mt/eH
B KA B —ANE RGN, A ERAA T NEWARES, HENER, i
ESTABLISHED IR

@ R, NEWWARTE—EbniE, EEA G IAME
established [, RFMERIZEAYHSEIXHE

ICMP 8R4 R IN & 30 0, AILA7E
/proc/sys/net/ipv4/netfilter/ip ct icmp timeout F &M, XMMEAE LK H

W, S TRZ R

ICMP [ 575 — A AR LM VE A A&, 5% UDP TCP 3ERZBRIEAESS J) #1134
e RAET A4, KB IOMP &40k /& RELATED ). F AN i SA FH RY £5% AN 1] ik
LRI REERE ST AR PRGN T BT, %
P BT Bk 1 B s — 5 Bt At & (B BL L TOMP 5 5, 4113t /& RELATED 11,
LIRS
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Client Firewall Server
SYN
NEW o
., ICMP Net
~ | Unreachable
RELATED

Client
aborts

BATERIE T —A SYN LB He—Huhl, B KA AR & R NEW. (HE, H
FrMI28 A ) AT, 2% pH A8 2 IR 1] 9 28 AN T IA IR 45 5L, 3X 72 RELATED 1), 1%
PRIRER 2 XN R AR SR MBI RR 1Y, B R TP IR, ] I AR PR i sk M B 2
MBS .

2 UDP B B 0 @, [FIAESA AN TOMP 15 SR [E], MR EATHIRES
42 RELATED , tn FK:

Client Firewall Server
UDP Packet .
NEW _ _
., ICMP Net
" Prohibited
RELATED
Client
aborts

FATVRIE—> UDP A, IR NEW 1o (HUE, H AR 25— L85 K85 ek
FH A AR 1E o BRATTAAIBIT R 3t 2 038 D 8 2 0 b (1 B o 1917 K B R T 2 AT s A
CFTITHY UDP 3EBAHSCH, JIf HABIXAME . CIRASJE RELATED) K4a'e, [FI,
FEAHR PSR M BR o 2 7 LIS 9 2 2k L 1A L, R AR BT

4.7. BRERIERBRAE

I, conntrack HLIFFANGIIE Qi fa] AL PR EEANRERR WS, SCHZEE AT
A IX AN AN & W an ] TAERS, Eefn, NETBLT, MUX I&F5 EGP. IXFhiE it
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I, conntrack fFHBE IERAF . IXFPERIFIRGS UDP ERI#RAE, mi2sh 14
BYEAE NEW, )5 (1 A 25 55 Hdla 4  ESTABLISHED.

A BRI B B NE R —FEIY, 600 #5, /& 10 408k, 42K,
XAME AT L /proe/sys/net/ipv4d/netfilter/ip ct generic timeout Hf
o, DUMEIE VAR G &, JUHEAERN R Z . MEERKIEW T, i 1

.
A,

4.8. HIZRMBIUIEREER B

A LE P EE AR BB R 2%, 1X B R 28 (R R FRE R A LR AR ME 1E A b
PRESEA, LEhn, 1CQ. TRC MIFTP, EATIAR A Hcdh o X Al duk L 4511y HE L1 5L
XU B T LA IR . I, 5 S BERRIRI helper SRIERET AR

NI CAFTPAE R4l o FTPEIMSLSE v — A o R e ——F TP il 4516 . 3%
AT X AN R A A2, A At 2 1 UEAL S XA iy 56 (1) 4
o XECHERL L TNVEA R ERBNR . JeEH T3, FIP
B S A A% i VRN TP LA 45 Mk 55 S, ARG, 27 g TR Ao 1, g5 s
s e H G 20 3 I (FTP-Datadi %5 ) #3725 1X Ao H RIEHE, e inT LA
EHIXAER R IR I T (AR P BE G Ik 1: FlashFXP5LeapFTPI¥I{f
H#ERE . W RAREAL TR0 (1) T fRFTPR] AL
http://www. zzbaike. com/wiki/FTP) &

I AT B K S AN X LSRN I (AR Pl el =) » HyixLs
AR G S IN AR R A5 S AR DI B R A B Py T AN AE ) 23 A N i3k
o DL, B KA EIIE 2 AN 10X 28 MR 55 a8 215 T LI IE R R

FE R (R I He T B ER R AR I — AN R W he 1per, LA GEAST I 21 S £ 45
Rlo IXHFE, HBLE NFTPHR 25 4% B3 P WLV &R vl AR RS T, IRZSJERELATED,
SR /(1 I ) TPTR
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Client  Firewall  Server

S I ——— A Sm
RELATED +
SYN/ACK

"\ ESTABLISHED |

ez FTP LAEJ AT, data SERA@EEFRA A3 FTP 1A . & HLE
VRIS 48 T SRR, A 25 S st 4 M hE N LR [R5 % P WL, 2% 7 LA I £ 7
HERHZ R . WA FTP IR SSSRAERT KBS fETHT, SO F P BRI L™ 4%, A
SOVFABATIVT i) HTTP A1 ETP, fiydsh i) 1 HA BT B om 1, ) T ikAE Internet 2RI
FUOHLEEVS ) 2 FTP, B Z0 0 L4300 helper. FHZBEaIEEAT data 3%
e A

| Client Firewall Server |
SYN _
' RELATED )
| 4 SYN/ACK
_ ESTABLISHED
ACK '

ficonntrack helper DM S ENET, 1850 CHM, FTPAIIRCUAT
TAHN P conntrack helper. UIHRAEN#Z B BA VR E P helper, 1] LLE]
iptablesf] )" 2% 8] fpatch-o-matic H3x H&HH, MEAIRZKhelper, Hhnsl
XntalkelH. 323 MR AIAESE. GiiREHkE], A JLAESE: rTl A fiptables
¥ CVS, =i ARNetfilter—devel [ [ A BAHMRER] . AT, HARA
A5 T, BTSRRI X5, Rusty Russell’s Unreliable Netfilter
Hacking HOW-TO, EREIBAE M B AL 4l 25 I il it
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Conntrack helper B R DA#EE A g e 0t A%, W ml DAE yidl, (HEH]
I THI R iy A 2

modprobe ip_conntrack_ *

VEROE IR B RN BE NAT, DA 6 2 50 NAT 5075 208 AR 1 s
Eeln, VRAR NAT JfERER FTP 38z, BR T FTP [RAHN ALY, IS NAT fIMtHe, fr
A1) NAT helper ZF#2LL ip nat FF3LH, X2 AN 4 =) : FTP NAT helper
Ny ip nat ftp, IRC PUAHMNAREEEZ ip nat irc. conntrack helper M4
tHIEIE—REM S8 £F%) IRC 1 conntrack helper MY ip conntrack irc, FTP

FINU4E ip conntrack ftp.

Chapter 5. MNP RFSKE

iptables $24it T AMRA H I T H A RAABEKHINEE:  iptables—save Fll
iptables—restore, CAT THERUMIAE N — A5 AR AEAACHD A 4043508 0 IR ik ks
A, BN E R,

5.1. W

1§ J1] iptables—save f/l iptables-restore [l — /Mg B 5 AE, EA1RE
TEA R FAR ke ORAT RN TR 82 o Aot R0 A S SO i ol A, e B
ANMNHER Lz 4 iptables, MK iptables, ‘B H /EEA Netfilter
PR 2 () P RS RN SRS R R, SRS A AN BRI, BUMCEAR I 43,
J5, FEAEET AR AR B IR N A7 2 R N B AR (] e IR AR 2R AR Z ]

N T PSS R, AT A4 iptables—save Al restore .
iptables—save H AT CRAT7 B — AMRF RS S SCARSCLERL, T
iptables—restore Jit FHSRIIXA SCAF FRHN WAL IX P 2 e i 11
M7 AR R g T LA R CR A7 R 6., 11 AN S A v A5 A ) 408 22 40—
X iptables. iptables—save JBAT— Ul AT LASEEEAN KU G2 M P A% FLER L HE K,
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FFORAF B SCA R, 1M iptables—restore BRI M. #AJuhid, X T
MRS, SR BACR B, X LRl 2 S S B R Ml A, %
PARZ UG, M BATHLAE ] LA AR — RO A7 oK, 2R g — kA
R, KRN TORRENINTE .

UERARI AR G2 — BRI, XA TRV B ER. MR, &
A AL ZAL, N2 TR U .

5.2. restorefIA B2 Ab

iptables-restore fERANITAT AR B E RN 2 A, BIBLAEN 1IEAMT,
R AT REFKIZHEAAT o iptables—restore 3 EEA L A BET RAMIZ A RN .
Blhn, BAVELETH SR SN SRBOERL MBS B TP ik, SR%J5 HIAERIA B .
X—xi, M iptables—restore KSLHL, BN Z s/ & AR HEN

AR RN S A MEASR IR A 1P ik, I
iptables-restore VIR ESCHE B BHIRE MISCR S, AR5 FISRIRAY 1P (%
BOeHET . AT LU SR RSP B IS rE, Fa
iptables-restore fliflE. AMXAWRML S, ¥ LAAHE
iptables-save FARAF M AP IO E SO ILIEBE.

AR iptables—restore SCMF, FHELT —AMEEE KA )
AN . HS2, XM EAKMR T, iptables-restore JAIE G T H
A IP Wb, W ARAR AR E O B SO B 2 R S BN [R] R 25K
iptables—restore AN H

iptables-restore fll iptables—save i8f7 — AL, HLAATNREALTT4.
BRI AR R Z, PRI BN A L, A7 4% match
N target B5 N IEAME, KXATRELs HILBATHURZ AMIAT h . SRS AEAE
X LG i L, P S R EL AR BT, DR e AT D0 T 2 R B AR 134 2
Ry, SUBEAE ) S35 S 6 F AN S 4 1Y) mateh F targets
FKIEZAE RIE VT K AR http://www.zzbaike.com
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h.3. iptables—save

iptables—save FHRAE M4BT HIENIAEN — DA LL#S iptables—restore
. e R R, HANADNSE

iptables—save [-c] [-t table]

ZH—c WAERH A BRI MBS W E . X n] DAERATTAE 5 B ks s
ANE RSB FEH G iii—c S50 iptables—save iy 24 5 B K B& 1 A
FRT S BRI N AT RE o XN S ECER D 2 ANE Y .

-t e ERATINER, BRI T A IR . T gy RS ST AR
HITEOL T iptables—save H%iH »

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:17 2002
*filter

: INPUT ACCEPT [404:19766]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [530:43376]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:17 2002
*mangle

:PREROUTING ACCEPT [451:22060]

: INPUT ACCEPT [451:22060]
FREUHE {5 BiE VT Mui K B Rl http://www.zzbaike.com
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:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [594:47151]

:POSTROUTING ACCEPT [594:47151]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:17 2002

*nat

:PREROUTING ACCEPT [0:0]

:POSTROUTING ACCEPT [3:450]

:OUTPUT ACCEPT [3:450]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

FAT R AR — N IX A A% 2 85 T 1 2 TR - KB BA*< table—name> FF 1A,
Bl in#mangle. REAFACEFERMN, FERTEA BV Z : <chain—name>
<chain—policy> [<packet—counter>:<byte—counter>]. ¥, BEHI% T2
PREROUTING, (W& & ACCEPT, ARJ& & Bl #as Mo vk 8, XA vh s A
iptables —L —v faythi B MTHEGE —FE . BEANRAVRIR AT LLSCHE 7 COMMIT 45
W, EVITEX — R, BRI AN LT .

R R R A, AR AR B Ul & L, s A
e NI IAE Iptables—save ruleset. iptables—savef 5wl

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:55 2002
REE 215 BiE W RIEK AR http://www.zzbaike.com
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*filter

: INPUT DROP [1:229]

:FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

—A INPUT -m state ——state RELATED, ESTABLISHED —j ACCEPT

—A FORWARD —i ethO —m state ——state RELATED, ESTABLISHED -j ACCEPT

—A FORWARD -i ethl —-m state ——state NEW, RELATED, ESTABLISHED —j ACCEPT

—A OUTPUT —m state ——state NEW, RELATED, ESTABLISHED -j ACCEPT

COMMIT

# Completed on Wed Apr 24 10:19:55 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:55 2002

*mangle

:PREROUTING ACCEPT [658:32445]

: INPUT ACCEPT [658:32445]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [891:68234]

:POSTROUTING ACCEPT [891:68234]

COMMIT
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# Completed on Wed Apr 24 10:19:55 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:55 2002
*nat

:PREROUTING ACCEPT [1:229]

:POSTROUTING ACCEPT [3:450]

:OUTPUT ACCEPT [3:450]

—A POSTROUTING —o ethO —j SNAT ——to—source 195.233.192.1

COMMIT

# Completed on Wed Apr 24 10:19:55 2002

BN AU RAT TS, KU T e 8. B AT
FLA 1 R B0 1) AR A o DDA (19 1) A 1 AT Bl 1 ORA7 RIS o AR ]
BEARAEH] Tinux, R IZESURNE 1, HHE R0

iptables—save —c > /etc/iptables—save

XA AE R /ete/iptables—save |, T HiAF 11H58% .
b.4. iptables—restore

iptables—restore M k354 i iptables—save ffAEKIFLNEE . ANZEM I,
‘BB MR A BSZ N, A BEMN A2 . NIl E Tk

iptables-restore [-c] [-n]

S8 TN NBM T Eds . WRAIRH] iptables—save fRAF 11144,

AT BN, X NS SRR K TE & —counters.
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Z40-n 5 7F iptables-restore AN 5t CVA IR BER A FIHLN . BRI
FENG BRI CAERE) . XA S EI KT X JE—nof lush.

H iptables—restore ZAMMIA 47 JLFH vk, TAVKERE G R, &K
i 2

CRE R B IE e N W AZ T IE S AT T o WERAT Il 8L, Ut ZERR T T .

Chapter 6. HHNJ2an{] 2k

ARERVEA S IR EIR B SRR B2 e bR, fE—4c8E B,
XA R RE R AN A L B ZE s SR VP AT R T Ak o Sl ANBERE AT A S — 4
e FATE T IRFEAN) matche ML, B KR SHFEN target, LA
HALFATH AW target (Heln, — AT .

6.1. Ak

BATC LR TA 22N, FENRLE R, A P dn e Ak B — A 1Y)
W) R MR I I 5AF IR & matche THA)) , A IwliztT target
o jump 5. R M TE A% 2 .

iptables [-t tabl/e] command [match] [target/jump]

T IEANNEBAT AU, A target IR WAERIG. I T 4L,
AT MR L o B, ARs L3 (18 K 20 MR U AR 2 F XM TR S5 1) DAL,

WARRE BN RN, ARAR AT Be e AU I 2 XM RE, AR A o) B
iR AR LEREI T

WRARAN bR UEN R, i EAE [table] kiR K . — ML R 8 %22
FRE MR, KDY iptables BRIMVEH] filter ZKPATHIA RIS, HEH
DEAMHEIX AR E R A, b EILP Al AR s . 498, ERAAETT
AAk O 2R A E R I bR o
WHE L 5 B RIS B R http://www.zzbaike.com
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RUE A BRIk, s & HEER A 5 1, BAIE T 8% B3R
JRAEME )L 2152 command 5 FFEFZMMAT 4, Loan: FA—"NEUN, S AERE
AR AN, S MBR— N, NS A4 .

match NEGFE T UREARF R, DU eI . X
L, AT AR E SRS TP ki, PSR, dm i, PRSCRAY, B HAbA
o NHIFATR2E 2IVFZ A F K match.

»

BRI s A8 A5 AT match, WAZHIH] target
KALPE, BHEBICAKAE target. Hoan, FATAIDALE NI A AR B 21T E
AL EE CrrgeledAl A Cann) , BE g E XM uims At a s,
o ) SR R PEANFFIRIN N B o N A R FTHE

6. 2. Tables

HEI—t kg e A WA L, &l Do R A B R AT —A, BRIAT
& filterf. JER, NI R T LR 5L

Table 6-1. Tables

Table Explanation (H:B)
(R%)
nat nat KM FE TS W bE#E e, B Network Address
Translation, 45 NAT. fHid NAT #4E 10 %t G it otk mh i 24
ART AR SR R AR FRAT R BEA T I o JE T AN R

WA XANER IR AR — MR SCVF NAT BE Masqueraded,
AR T2 B A MO F R 2 il, & N IaARs

SN E, AN NAT, T2 A8 R, X3k
AR AT A A AR IX A P T o P I 2, X — 1, S5
T 2547 S INPEAR (19316 . PREROUTING B f¥I4E HI & £ 40 W M1 215A B
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Table Explanation (3R)
(R%)

KBS SR E I H b, R UE . OUTPUT 4 e A% A i =
AL H (k. POSTROUT ING B 70 A0 5k 2 B9 B k% 2 A i 4
oY HbHE

mangle XA FEEHIK mangle Fi A . FRATTAT DASCAS ] (160, 2
Sk 2R, Hedn TTL, TOS ok MARK. v MARK J£¥:A FLIE B
A, wURTE NIRRT —AMrid e B ks N i LA
MBS (it te) mT A IR i o 0 A 73 D B v 2 1
XANEH TAWEKSE:  PREROUTING, POSTROUTING, — OUTPUT,
INPUT ' FORWARD. PREROUTING {EEHE N K32 J5i « % eI 2
BT, POSTROUTING 5EAE A ws hHIWr 2 Je o OUTPUTHER €
AL H 2 BT s . INPUT AR i i B A 2 )5, {HAE ]
JrAX R R P B AT . FORWARD {F S5 0) 1) %t A i 2
Ja~ BeE RS H 2 BT mangle £, ER, mangle #ANfE
AR NAT, & 2 OB HH ) TTL, TOS B¢ MARK, 1A & iR
HHihk. NAT J&7F nat RAERAIEM

filter filter AL LUEEN, WE=AME, W LI A
{347 DROP. LOG. ACCEPT F1 REJECT “5384F. FORWARD %53t vk Fie
AA A A 1) I HH A R A CFT A A2 By K 7
(e, 1f ZIVPUT ISP BT IR LS H M2 AW 6. OUTPUT J&HK
S8 BT AR b A LT

FHAA T =AA R R B BIEA RN A RN FE EN AL H] H 584
ANIF], BTG R RE SRBEMAEH]  WRARAS T F, B0nT RESAERT K BRI
mNLLAI IRz L. AETET LHAE H, BATCTEAHTHE 7KL 045 1 (R A o
W AR AR S8 A B AR A e B I X B3R L ML, PO UOURIR] i Sk 25 P 40
Ao
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6. 3. Commands

TR, BATEEN R command UL E A&, command 558
iptables X FATHEAT RN BEAGAT A FEMRHRAE . IXLEERAE R] BE 2 705N 2 Y
INEER —LE R VE, B UL 4. BAUR A& iptables AT command (£
HR, WA, BOARIZ filter £. D -

Table 6-2. Commands

Command -A, —-append

Example iptables -A INPUT ...

Explanation| — {EPTIEFEMBEARAS AN . 2t bk o 5 bl it A4 7
1A ip bl R TE AU, 351X 84 7 ] DA AT o 2 A
Hihl, UK SR 23 R0 T R R I 4 4

Command -D, —-delete

Example iptables -D INPUT ——dport 80 —j DROP &% iptables -D
INPUT 1

Explanation MBI BE R ERAE o A7 PR 7 g s ZEMIER . —
TR 58 56 HERE M 5 R, P A A48 R MU AE TR B v 1)
T CRERBERI AR BN 1 85D o

Command -R, ——replace

Example iptables —R INPUT 1 -s 192.168.0.1 —j DROP

Explanation R E vh R AR e (AT b CRESRRER RS EAN 1 B
G ) B e B ARSI AN R (R . Yt ht
B H UL LA AN ip ik R U, 27 i e 4
TR LA AR AT 0 2 AN Mk, WX 4% command 23 2RI

Command -1, —insert
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Example iptables —I INPUT 1 ——dport 80 —j ACCEPT
Explanation MR 25 B TR R U] -5 1 B e B A AR tn SR 5 4 1,
PRI 2> e Al AR AR S, FESERIA R S5 3 1o

Command -L, —list

Example iptables -L INPUT

Explanation BN PR PRI . R B TR E i, W B oR IR ek
FIPT AR WORAT A BB TR €, s BRI B
Kt 2 e SHogm, W-n f-v 28, FHahAH.

Command -F, ——flush

Example iptables —-F INPUT

Explanation BRI, WRKETREEE, WiETReERP 1A
Bk MARATAHBATRE, WEEBOAERIA . %, 1
AR5 — 4, {HHIXAS command 23R4S,

Command -7, ——zero

Example iptables —Z INPUT

Explanation fefee st CaRfee, WO EPTEED Fr A 8Es A

Command -N, ——new—-chain

Example iptables —-N allowed

Explanation AR I 8 € 44 T SR B . BT RIS T A
% allowed 1%k . VER, T4 FABEM A IEE. target
CEZR

Command —-X, ——delete—chain

Example iptables —X allowed

Explanation MRFE E T B e SCBE . XML A G I, ik
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eI, AEMER 2 HU PR 2N B B i 55 2 AT SRR . 2
REAENSH, XSRS MBREAR AT AE N k.
Command —P, —policy
Example iptables —P INPUT DROP

Explanation MEEVCE BN target (RJHI¥) & DROP 1 ACCEPT, 4
Pl H, EEFRD XA target MRAESNE.
AT ANEE G R0 ) S i AT FH XA SR o AT R (R A T
LU FH R o AF A IR RERT 7 B SCRER AN R A S S s A
M, B2 RARESIXFEMIH: iptables —P INPUT allowed
CERAE 2 W EED

Command -E, ——rename—chain

Example iptables -E allowed disallowed

Explanation X E & BRI T a4, BRI FAERT, T8 e .
b, gt allowed UK disalloweds IXAVAN A& AR HET]
BT WEEANRBIGM . TAERA AT 0,

{EAfi ] iptables W), WIS AL T %, Batmas
H— SR (E R A UMRTT R ST 5% . iptables MEI-v KR
iptables [ARRA, ~h 45 HiBVEMITIAE UL . o T IHPRGEEA 29 (0 3k A2 30 2 B 00,
AT EATAER .

Table 6-3. Options

Option (3% -v, ——verbose (FEZHH))
i)

AJ FH ek I ——1ist, ——append, ——insert, ——delete, ——replace
fafiises

Explanation XAV RS B ek, W S5—1ist EH. 5—-1list &
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QD) FHISE, A RS 0 24 1 (gl . B RTAE I TOS #ERH
MG TS, s 2 RLKL ML 6 GXELATRYE 10
(R T AN A 2 ) M) g BT ) o SRARURHIE B A 22 D0
Z /Dy, B BRI -x, N 4. iik-v M-—append.
—insert. —delete {—replace 4 H], iptables &
AN HAE B VRURBE 2 W R AR ) L A5 A A N 5545
Option -x, —exact CREHANI)D

Commands —list

used with

Explanation fi——1list % 0T Eas WosHER A fE, mAH K M.
G &AM . TR RN ——11st .

Option -n, —numeric (FfH)

Commands —list

used with

Explanation it b i TP ik A O UESE R B s, A 2B
WA T, N4 Wad . RP4A8E. TRt
REFI——list EH] .

Option ——line—numbers
Commands —list
used with

Explanation Mot HBEM-——1ist B BRI, 1F & Woas A

FUMAEA N P ) o IXREAR AT LARIEFP 5 T, 3XRHE AR

FMAR A F K
Option —-c, ——set—counters
Commands ——insert, ——append, ——replace

used with
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Explanation FEB B SO 152 B RS, TR
——set—counters 20 4000, &1z TR 20,
O£ AR 1 4000,

Option ——modprobe
Commands All
used with

Explanation UERE I F iptables $RWIJTREAEAT FH MR, X2 E
WATHM—ANEIR, Ji— modprobe iy &AM R KA, Wt
LR T . A TG, EREU, BT — A
BB AR 4, |, iptables BANEHRB XK,

6. 4. Matches

XY, AT VEANT I8 L% matche, A ST N H 2K H—FIE generic
matches CHANIVEAD) » TR T A MR 56 —2K& TCP matches, W44
X, XHBER T TPt 3= UDP matches, 45%°E HBEHAE UDP LT 5
SVURE TCUP matches , EUXF TCHPELIN; 35 TLRLLARRRR, EEXFIR2RAE
(state) , FT# Cowner) FIVFR) AT (1init) 45, EAICEH 3
RN, RECN AR TR . oAy I L — PR K #2585y LA

[552%.
6.4.1. WHILAL

TACTA LR E TR, thAVE BATICN T ULEC A (T Bl FE, 38 HI UL
FCHAE ml F IR i, EA TRl UERAEH], ATy 24 A 46 1F, fE)a 10
ReFE R, AIRZ ILRCHRAE 2 F5 AR A UL RS A 5 i o
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Table 6-4. Generic matches

Match -p, ——protocol
Example iptables —A INPUT -p tcp
Explanation VCFCHR E il FaE M ERAG LT JLF:

1. %45, A KNG, [BWIIELE /ete/protocol s 5E
M.

2. A DME R E AN R . lhn, TCMP HME 2 1,
TCP & 6, UDP & 17.

3. BRAVWCE, ALL, MMNEUEZ 0, {HE REX AR
BEETCP. UDP. ICMP, TiANAE: fete/protocol s sE XA WML o

4. W LURIMAIER, PLSeSCE S 7 R4, fi: udp, tep

L

5+ A LALE VST N 0% SC I 5 R n U, VE TR 7
. ——protocol ! tep T nAE tep WX, HimtsE UDP 1 ICMP,
A LU HH X AN B (P9 [ A& TCP UDP A TCMP

Match —-s, ——Src, ——source
Example iptables —A INPUT -s 192.168.1.1

Explanation DL IP YR HBHEVCHC AL . Hohk T

L. BaANMhE, 40 792 168. 1. 1, W5 E
192, 168. 1. 1/255. 255, 255. 255 8%, 192. 168. 1. 1/32

2. ML, tn 192 168, 0. 0/24, Y,
192, 168, 0. 0/255. 255. 255. 0

3+ FEMBHETT NS SO SRR U, IERAH,
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—source ! 192.168.0.0/24 LRI HIEAME BT HuklE:

4. SRR P ik
Match -d, ——dst, ——destination
Example iptables —A INPUT -d 192.168.1.1

Explanation PLIP H fythhk VUi fe . sk g X —— source 564 —
Fo

Match -i, ——in-interface

Example iptables —A INPUT -i eth0

Explanation DA T NS 1 P A HH 1) 194 24 4 T R DL A o 83 X AN UL
BCHEAE HBEFH T INPUT, FORWARD R PREROUTING iX =A%,
FIAE AT AT 7 #R S PR AS 5 H . FRe e — N rik:

1. fRef 048K, . ethO. ppp0 25

2« fERERRY, B9y, EREFFETH. HH
M~ 'S, Bl iptables —A INPUT —i +&/RUCHFTH 1
AL, TAE S AN O X R B D BT A .
WAL AT DUBHE R — 8 S T, W ethvRoRPTH
Ethernet #2H, W2, VLACHTA M Ethernet 42T
i,

3y FEFE LRGN SO 5 F R UR , FEREZH, Wl -1 !
Match -0, ——out—interface

Example iptables —A FORWARD -o ethO

Explanation DAL B8 T A 1 B A FH 1) I 28 4 11 R DB A o A8 FH 113 [
ROk S-—in-interface 564 —*FF-.
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Match —-f, —fragment
Example iptables —A INPUT -f

Explanation FISRUEHE — 80 Fr AL IR 28 — sl & LUR R 73« IR
AN S E bl Bk TOMP R A5E(E B, oAl ) o8
RILHCEIE, PrUA AR ILECER A . SRR Bk, 1X
AR A DU S SO S R U, (HEE AL E, !
—f o BURI, Fan HBEVLEC R 0 7 A BCE 40 i
WIS AR, ORI AT . BUE LA 5635 (% 7
IR, T LB 7 oy, Bt DAAS LA T IS PR Eh e R B 1
PR IR AR SRR S, EARE BUEMTRE A,
AAEEA BB A A P T

6.4.2. BREILAC

XA UCHCERAE L E 2 B A ke N N AZ 1 o il AT 145 Fl —protocol
tep B, ANTE PR NAT AT AR VGl o] CAVCRC AT IP A 16— s i, IS —
R B VCECET A =R ASF R, BRI 7CP matches, UDP matches F ICHP
matches. "CANy ARG —£ & A -FAH N BRI 0 abr it . AT R T IRC (1
S IRUCHE, BN 1A F-m Bi—match #¢ W HHBRE 2, TSRS S B b BA S

o, F—TaNgR.
6.4.2.1. TCP matches

TCP matches HAEVLAD TCP Wy 4y, ‘e A1 245 —protocol tep 1E A
AP 41,
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Table 6-5. TCP matches

Match ——sport, ——source—port
Example iptables —A INPUT -p tcp ——sport 22

Explanation LT TCP ALy LR VCHC AL, I D e e e X T
1. AT, WK R FTE I,

2+ IS5 44 B 1, B4 P AAAURAE fete/services
HE UK, A iptables WIZKAN SO B A HAR I (135 H 5 o A
e LUA A S R AR — L, 8K, mlE
Ve 2228 T o AEEWERARAES — AN 200 25 BE 2 U )40
U8, AR ARid e 2 2 S S Y g 1 5, IR RSN B (A
— AR LT, R e 10 AR, HERE
1000 2. 10000 25Wg)

3. Al LM¥ FESL a1, . ——source—port 22:80 iX
Fon N 22 B 80 T A I, ALHE 22 1 80, HIERPEAN S AN
PR THE KR, W —source—port 80:22 iXF
——source-port 22:80 [KIR R —Ff,

——source-port :80 F /~M 0 F 80 HIFTA v 11 o

5. A LA IS S8 — A5, BRIA /& 65535, Wl ——source—port
22: R M 22 F| 65535 IR Ui

6+ FE 5 BT IO ORI S RoR U, FERASHE, W
——source-port ! 22 X[ 22 52 AN A v 11
—source—port ! 22:80 F£IRM 22 ) 80 (fLFE 22 F180)
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BT BITAT g 1

R XA VLECERAEARE AN ELE i L 512, -
——source-port ! 22, 36, 80 XFEMHRAE /G MK 2N
22 g VG CY SR 58 B o
Match ——dport, ——destination—port

Example iptables —A INPUT -p tcp ——dport 22

Explanation FET TCP A H I R UBHC RS, i 1§88 TE =0

—-—sport 56— Ff.
Match —tcp—flags

Example

Explanation DLRCHEE 1) TCP brid. AMIANSHL, BAHESIR, FI%
NS SC I E S AR BT, XA SR Z B k& 5 I o 5
— SR e RATER A IARE (TERMZHER , 42
Home “YE— IR LS sk s 1 CRMRES 2
FIIFHD 17 brid G HAR PR LB 0E 00 o
BUl, B ANSEIRMRETEH, B A SHER IR E
ZAF GIUEMREENE 1D o IXANVCECHEAE T LA LA R brid:
SYN, ACK, FIN, RST , URG, PSH. Y3AN&AT At w4,
e ALL AT NONE. Jiif4 J8 8L, ALL S48 Fra bsic, NONE
SEFRARIE T ATATFRIC o XA VLR P 7E S B0 0 9 ST 1 I 5
FoRIUR . Bl

1. iptables —p tcp —tcp—flags SYN, FIN, ACK SYN %
JNUCFR AR L SYN Fric 4 ¢ iy FIN A ACK Aric B s i,
RS AR C A —ANE S B %

2. ——tcp—flags ALL NONE ULECFrEAric AR E 1 M.
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3. iptables —p tcp —tcp—flags ! SYN, FIN, ACK SYN
FORVUECARBLE FIN Al ACK A i 4 5 B T SYN ARic A BB 1)
£, FEEAE 1 —T.

Match ——syn
Example iptables —p tcp ——syn

Explanation XANVCAL L % 5/ ipchains MBI, 2 B L
EOREE S, N T EaEE, WK T ERNITE iptables
Al ipchains [A]FE4, S ULECHSLE SYN FRid gt B &M ACK
RST ric %47 BB 4L, IXAl iptables —p tcp —tcp-flags
SYN, RST, ACK SYN H/E 20 4. XFERI 3 ZEHI7E TCP 3%
PEVIMRAET R SR o A RARBH L TIXRER AL, s LR T BT
A AN A A, XA e R B E T e (R
HMBRIERA S W, WA R 2 B iR A X — e L
AT S T A I 5% e 5 ke o — SR A, e TRERE AT 2
FEIBERERIRARIINL T, AN RRF AN o XANTLAC
AP S B, e ! ——syn JHORUCECARLE RSTER ACK
BRI, BA)uhul, wOIRE N TR LI AL

Match ——tcp-option

Example iptables —p tcp ——tcp—option 16

Explanation PRAEVEFC AL . TCPIETETCP Sk MR IR 4, 1 — /M
RIER7>o B> 8 AR RIE IR, 55 — A 8 A4 Rk
TR RS RN B AR IR AC L, ARANEL & SR 40
T, HELE S AR TCPIE U A X — B2 1D
= MR IR I AR T o R TG NARAE, FRATIAS LR
ATPAT (R T, ARFRATTR] LA BRI R AY, i A AT
SCREI, S HUR R B K AR T Bk s oy o X AR AR
P TR BEHIE R UL Y, et T DU DSOS BUR « B
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HEIRES O] LE Internet Engineering Task Forcef k%,

6.4.2.2. UDP matches

UDP matches J&{EF5 E——protocol UDP I} FZh3EA K. UDP & —FhJGiE b
B BTUAEEHT I SR MG R LLRAE R IEHI N AT 2 D hid B, E AT
TARMIRRIIA . B ERT, MERT (ALKRIE ICOWP #RE R « X
Wil W] UDP matches 2L TCP matches /0% [ HMi UDP I ICMP & JoiE & pisL,
ALK AT DAREF 0 TAE, #i% A TCP Lk, XAEHTHI L.

Table 6-6. UDP matches

Match ——sport, ——source—port
Example iptables —A INPUT —p udp ——sport 53

Explanation FLF- UDP A )yl I R DU A, i )48 2 L AR TCP
matches H1ffj—sport 54— FF,

Match ——dport, ——destination—port
Example iptables —A INPUT -p udp ——dport 53

Explanation FEF UDP APy H 1y R UGS AL, I R $8 2 JE R TCP
matches " [fJ——sport 584 —Ff.

6.4.2.3. ICMP matches

TCMP I AR TCIEFE N, ICMP R R &4 L, LLUDPIIEHL. TCMPHMSUA
S IPEIM SR & W i3, 1 & (R B 2, L 32 A FH 2 0 P B DRI 455 ) TOMP
ALIF) SR TP ARAR L, (H AR 22 AN XA U R S R A IR 2 28,
PAREXS AN A Ot e B, FRATIAR YT 1) — AN Gk vy I ik, sftos e 3] —A~ 1eup
host unreachablef5 &, EREEE FHICIERIA . 18K ICUPIEZ/HAT 0 HE 1)
ICMPRAIFFR . BIRAIX A2 KM, HEAT—4 ICMP matche, XHUEBEXA)E
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fiTT . XA matche & LR E—protocol ICMPHY HBIEEAN . 1R @ AL
FeHS AT LB, XA FRATT st o] LLUC RS ICMP AL YR, H ik

Table 6-7. ICMP matches

Match ——icmp—type
Example iptables —A INPUT —p icmp ——icmp—type 8

Explanation AR TCMPR A PL A, SRAY )9 5wl LA )+t Al 1 B
N4, BUEAERFCTI2 Ay g X, 47 r LU H]iptables
—protocol icmp —help &F, BETEM sk ICUPTEZIP AL,
XA VLA AT P S SO O, i ——icmp-type ! 8 gl
ANUCHCRR AL 8 2 AN BT AT ICMP A . B R L8 ICMP AU T
ZIRFAN T, 72l ge X Tl i ENLR A
57, A EATTRT BESE L L E W) SRR T

6.4.3. BAILHE

B A VT A0 H -m B—match 348, L WA FARZAS DTk 262504 FH —m
state. HUCIUALET ZHE M, FUATEE, LUnEBHRASMAZ, X
RS Z NEW GERHELLF IR S — M), ESTABLISHED (CLAEAZIVIERE,
Wk CAENAZ IS ) . RELATED (i C@AF7EIN. A T O mRasm
R RS, . A HIURUR AN E T R B, BE IR SN T
iptables [RS8 KBE )] . X ULHHASZITA VLA — TR a2 SE AR, (R RUE AR AT
RessHZlE. B iptables HIMUAMIRAN, S LML E T H. Ko ULa
A A UCHC B R D gt A2 — 2 ER B M UL C B B3, — A b ke
(¥,
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6.4.3.1. Limit match

XAV AR LA -m Limit WIRGSRE A REMET . A T BRI, Lk
T E FRE ) H S BCE n BLRR ], USRS B KB ek . b, AT
FHoBOE AMEE, SRS RN AR EEA DL e, gl BE T, 8
AR T o FRATTAT AR 4 AU — B T P ROV C (KR (Uit A2 mT LADL E
BIECRD , XFEEAE IR DoS syn flood Brdi KM . X e 1 EEAE M,
AR, AR Z IR G otn, XTI BeAN i R R 25 T LA PRl 42
Kok, LA sg i LA ) o Limit match 0 m] AR S SCBICS B, 41: —m Limit !
—limit 5/s FoR{EECR B EME S, I AR ILAC .

CPEFE: O T A PRARIX A UL ACERAE,  JRATTE I — A EE ke — .
JE SO T 2R AR B, (B FRBEAF XS T AN G B, SORSR AT ) 1imit match
W CAE D R — AR T IR 2, A N BEHENI, 75 22 4R Ath 7 PR AT IIE
HE YR, fRe TR E B EATIE, SR— DA, kA, BATIE
M5e)a, BERNSEAL T, EMIIASSE, M2y % (FF iptables
B, AT DRSS RN, Jies d s i R RAL BE, an SR AT &
B SRS AL FD o (B E, BB — BN TR OR 2 i 88 A — AN B (8 AT
WEe XK, SR NGERETIA L, Wil A2 T Gl Aok, REAT
TERLER B R, ARG o W —EH B K, AT AT IR B st e n 1
EAE LR RN, 2 WEteNITFn N F BAE WA . Bt i, Wi
JHAGIY, AT UER B A R A, ERERE — BN [ gt B AT IE AT o 1imit
match A AN S HO A ROX R B, ——1imit-burst 35 5EWITFUA A 2 D@47k
A, —limit 5 BERE 2 KN R 4 RS A — AN BN IIEATIE . ZEE RS, FiX
BRI ) AR ASBTIREATIE” , XALL iptables A B ER . EARH
CERNE, SN MELE, W, f/¥eE T--1linit 3/minute
—limit-burst 5 , BEEEFFLARIA 5 AMEATUE, H5EZ G820 B8 in—4 (X
MM iptables WA R K], ZRUMP MRS, SEHUER—2ohin=

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

ANEREBR B R BETE AN AREL R AHEE 20 08Pt —A, HEEE i——1imit 3/hour
——1limit-burst 5, HLmtE U REEHEIN ) BT 22 B3 Y o

Table 6-8. Limit match options

Match —limit

Example iptables —A INPUT -m limit —limit 3/hour

Explanation 7y limit match BB A AFIYICHCTHR, W2 A7 [H]
P limit match B PADEECJLANEL . BB 02— AN EdEm—A4
I IE) Bf7, T LLSE/second /minute /hour /day . BRIMEE
B/NEE3 0 PR B 3/hour , gt &4 20 43—
X (iptables fA¥) .

Match —limit-burst

Example iptables —A INPUT -m limit —limit-burst 5

Explanation XHE X Elimit matchffIEME, Ht27EfArmE GX
AN B ——limit485E ) W2 ATULAC LA CHrtbmT
W, —=limit-burstf{EZ —1imitK) « BRINMERL 5. N
T CRAT TAERT, ARmT LR B “ A — 4 A
K7 Limit—match. txt, X5 AR TR R RG . AIEAN A2
HMping i, XA, WRLIREIY echo repliesshin] L&
HILTEAT .

6.4.3.2. MAC match

FEF ) MAC Y5 b E VURC AL o 351X e R, IXAS match I8 — & B i Gt
S U REULE MAC P EDS) , EAEESHARE, SEERHT.

@ R, XA match & H-m mac ZEA], A Z L8 NAE Y AR 1)
—-m mac—source, J& & A AEHTE LD,
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Table 6-9. MAC match options

Match ——mac—source

Example iptables —A INPUT —-m mac ——mac—source

00:00:00:00:00:01

Explanation FET I MAC Y HEVURC AL, Huhbag X H BE 2
XXX XX XX XXX, 48R e n] DU 9 SRS s,
——mac— source ! 00:00:00:00:00:01, &R T, M
Btz AR E S T A2 . VR, KON MAC addresses W,
T Ethernet BRI F ML, FrLLIX S match HEEH T Ethernet
B, 1 H, B HABELE PREROUTING, FORWARD F INPUT %
BAEH

6. 4. 3.3. Mark match

DAL R K mark SRICHCAL, IXAME R BB AT . AT &4 30,
mark WECRFHR, AR EAE 5, 1 7R T EHLR R e A
S EC I ATE A SRIBR M — AN Bro e T e HR S B IR AR i Bk AR B R . I 224
H, 7 linux B H Mk R E mark, B iptables [ MARK target, LLA(
7F ipchains H/& FWMARK target. X2 A A7r @i BT ES ]
FWMARK [ Jit Al o mark 5B (MR — AN O S I35, 71 32 A7 R4 B K BLZ
4294967296 (it 2 [ 32 K77 , XAEBHKT )

Table 6-10. Mark match options

Match —mark
Example iptables —t mangle —A INPUT -m mark —mark 1
Explanation DL v B mark fERIVCECAL, IXAME S S B TRPR 2L
ITEAY MARK target SKIKEN, AT T P
[k Netrilter WBA A B — MK mark
KEUE L5 RiE T KB R http://www.zzbaike.com
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field . {HEYER mark {HW] ANEAEAEMEOL F A REREHI M,
e HBEAE I e S G LT BALHT, DDA e 0 th A A
WA L BE A RAT G LAS 71, AR TR, Brildk
MIABEAEANLZ A s EAEH o mark (4% 202 ——mark
value[/mask], W1 ETHi G5/ BEATHERS 1K), w5 AL ) 15~
——mark 1/1. WERFEE THEM, AT mark (ARG IBOZ M
5, SRJE AN mark {E .

6.4.3.4. Multiport match

2 it 1 DUPCY™ AL AT T BN AE — A U LA e AN SR (10 22 1, WIS
R RE, BATA e Fm 1R E RN 1o I SX RO e s UL RC IR 3 9 i 2S T
AT BATTAS 5 R B 5 A i 2

TR ANBELE— 2RI HL [ I 4at FH e ot 10 DL A0 22 3 11 DL

ﬁﬂ——sport 1024:63353 —-m multiport ——dport 21,23, 80. iX4<#i

WA ARG B IR A, BWARARELAE, iptables 2Aff
MDA AT, AKX 2 um L eSS 1)

Table 6-11. Multiport match options

Match ——source—port
Example iptables —A INPUT —p tcp —-m multiport ——source—port
22, 53,80, 110

Explanation PR I 2 L UGEE, 2] AR E 16 P, PAESCiE
S0, TEKREEK. YN SE-p tep Bi-p udp M

Pt
Match ——destination—port
Example iptables —A INPUT —p tcp —m multiport

—destination—port 22, 53,80, 110
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Explanation H 113 11 22 3 UG HEE, A 7 v R0 o 11 22 3 11 DL P —
K, ME— X A2 S UERC I A2 H 5

Match ——port
Example iptables —A INPUT —p tcp —m multiport ——port
22, 53,80, 110

Explanation [F) g 11 22 3 I VR, e JEL A 2 e DRI 1140 2 A Pt o 11 R0 H
()3 11 52 ) — oy 1P, Bl it 11 80 313k 11 80 14, 110
P 110 H5E. A 5 v s 11 22 i 1 DURS—FF

6.4.3.5. Owner match

STAMAERE (B REFaE, SFIEMAE, owner) 1 1D KITHAL,
owner W] DL shHERR A ¥ 1D, =H R BRAEi4iid 1D, SRR 1D, Biss
W) IDe XA REIRAIUE N T 4] iptables AT LMEAT4, IUAE A e 352 HIBY
BT . (HEVER, My R ovrPor e, SRS W BATLFEA AT fE
132 Rk AL ID AEATE R, B 7R AT I0IE H g Lok ) LA 2%
HRBAE OUTPUTHEW., IX WAL 120 AT 5E, UM SS R AT owner, LU 7CHP
responses, JTLLEATAASHIXAS match 13 )

Table 6-12. Owner match options

Match ——uid-owner
Example iptables —A OUTPUT —m owner —uid—owner 500
Explanation ARSI P 1D (UTD) SRUCHECAR AL . A XA

VCHC AT DA — 48, tedn, FHIEER root AMEIHT ™ 0] Bs K
AN SRR, sERHIEBR T http SMRAEAT AAE A HTTP S

Rk
Match ——gid—-owner
Example iptables —A OUTPUT —m owner ——gid—owner 0
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Explanation Y LR P TR AL 1D (GID) SRUTECAM H
an, AT LLHAEE T network ZHAH 7 I Internet, Tyk:
M PP ERANAT ;s B A YF http 4000 A B A HTTP o 1 3%
s

Match ——pid—-owner

Example iptables —A OUTPUT —m owner ——pid—owner 78

Explanation AR AL EERE M ID (GID) SRUCEAMH AL, totn, &
ITAT A ASVFPID A 94 RS ChttplEFE MR AN RE 2 2 4 FE
(K1) A I httpdm o XANVLECAE AR — i, BUOY IR
FIEMRRIID S o 8K, RIAT LS —ANINIIAS, % Mps
(Kot TP A BIPID, AR IAH R R, 3 LA A1

Pid-owner. txt,

Match ——sid—-owner
Example iptables —A OUTPUT —-m owner —sid-owner 100

Explanation AR AL SEID (SID) SRUCELAMH L. — AN HERE
PARCE I F IR B (Y 2 AN R R —ASSID. b, Jrfy
(RIHTTPDHERE IS IDANE (W S HERE—HF (IeWIff) HTTPDHERE)
RIAEHTTPD A2 2 2 1) (HLAE R0 A2 , LbiApache MTRoxen)
H—F. XEHANHASId-omner. txtn] LU HIX— 54,

6.4.3.6. State match

RASVEHCY FEZEAT WAL R R IE R ER BRI IR O 18, BRA) B AR R B AL )
TG B A EPIRAS T o IXFEFRATTHURT LA T AR IR I AL BPIRAS . &L T-E T i
s, AFEIRLETCRAS PR, G ICMPFIUDP. XA AN — AN 44 1R
INHE, G SRR I AR T XA, A TX AR I SR o5 IR ER R 1
R EHE R ER, Bl DOERM A HAAE T o X matchb AU -m stateff
NRTREA B o ARASHLE VRN N BAE T LS5
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Table 6-13. State matches

Match ——state

Example iptables —A INPUT -m state ——state

RELATED, ESTABLISHED

Explanation fi e LU AL BPIRAS, AT 4 FRRASFTH]: INVALID,
ESTABLISHED, NEWFIRELATED. INVALIDEMEFEIXMUEA E
FNIRECEE 2 ORI, T B B R 1 B Sk A ]
. ESTABLISHEDZ B2t 2 5e e A2, 1 H)g T —4 o
SEITERE, XA P L2 A B A% . NEWER R (ke
T OGN — AP ISR, B 2 IX AN — AN IE
15 P i 37 B A0 IR % o RELATED U B A IE R gt vy —
AR, XMERRM— A O @ ERA . e,
FTP data transfer, ICMP error F1—ANTCPERUDPIERAHIG,
TEENEWIR 25 I AR g 3 i #2 1) TCP A L R SYNFR i,
PRI e AN B A AN I 5t B 7 A — A7 KSR AN R T B
KEGZ BV BEAT AP 3y o HAR T A, Ut F G
G LA )

6.4.3.7. TOS match

R 70S FBRULHAL, AAUEfH-m tos 4 REHEAN . 70S & 1P Ski—¥B5%,
A 2 Type OF Service, W 8 NI, HFE—A 3 bit PR T
TR (MAECHZNE) , 4 bit () TOS FFBM 1 bit KM (LAE 0) o &
— R HRAE TR OSBRI R B IR S5 CLLt, SR NERT S KAt & 55D i
IV o F K ER AR A B OO0 IXAME PR AR BEAH ZZAROR, AT IRRAS AN 2, 1T
A s R B AL K
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Table 6-14. TOS matches

Match —tos
Example iptables —A INPUT -p tcp —m tos ——tos 0x16

Explanation W 705 F-BUCHC L . XA match &8 H K mark £, DA
5, BRIk 4, &b iproute2 24 t Th it — it
iR ERSHT LU 16 BEEIEL BT DU T3k fil%, k]
PLEFIN 47 (JH iptables —m tos —h fE&x %) . F|'HiX
FisCE S, ALLFSETH

Minimize-Delay 16 (0x10), B3R Hk—4% B4R ZE I 45 /N
—HEFRYER S telnet SSHy FTP—control Hhifs ZiX ANk I .

Maximize-Throughput 8 (0x08), Zi>Rik 4K REf 4
K, FRHEIRSS FTP-data g FH 23X A,

Maximize—Reliability 4 (0x04), ZFEsRFk—Si%ithefd
Al EEME R, A e B9 BOOTP Fil TFTP,

Minimize—Cost 2 (0x02), BsR 4k aefd o H &AL,
— ORI A 3N 358 TP A — SRS AR P, i RTSP

(Real Time Stream Control Protocol) .

Normal-Service 0 (0x00), —MHR%S, WA A4k E

6.4.3.8. TTL match

fRYE TP SLHL 770 (Time To Live, BIZEAAH) FBORVLELEL, LA 20 H-m
ttl BN, 770 field — AT (8 A HEfINL) , — BN —ANbHE 1) %
W, EREIRE 1 ERME. iz BUWAE A 0 N, ROCHBN A & A ] e
R, B E 70, IR TOMP HRSCIEEIYE FHL, A vl R RSO & 57
REVE 245 BBV Mui K AR http://www.zzbaike.com
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XA RGO, — AR R 2B A 8] O 0, ARHIZRAEY 11 A2 O 1) TCMP
W0 R AL A AF N TR O 0, AEFISRTEE 11 ACRS 7 1/ TCMP 3
o XA mateh FURMRAE 772 VeRCA, iR HAMEAET S, Br e e 2 e nl
MAEAT IR match.

Table 6-15. TTL matches

Match —ttl
Example iptables —A OUTPUT -m ttl —ttl 60

Explanation WA TTL ERILAC L, SEUWTEAT—Fl, sl ik
HEE . T DL FH SRR AR K s 9, LG anfig e LAN Py (% 3=
HLE Internet LR FHLAVIERLRE, 83 Trojan(Trojan)
HREMIA I o IXA match AT ARAHRAT IR, R & LS AR A
(K1, X BRG] T . Ll DU e R AR B LS TTL
HARRGE LT GX AT HERZ SEIL TCP/IP M DhRe A
FEFPAS G A 8, BRI E A D .

6.4.4. FXHEEE SRILA

R VLR AT S H, AT 2 A T ERIXNZE 25K
BAERI VLT, EAEEREEH TAER, XWAHLYEAIER K (unclean package,
FEPTIE PR s, R A KN . XA mateh 5] VU ACHR L4 52 i
JEEANIEH AL, PEan o KA s S A, 5555 . & W] BEHE JTI K DROP 4% )i
B MEAWIW, (HERNEX A ] RES T W SR IR .

6.5. Targets/Jumps

target/ jump YE A SATFMQEMTA L, HiEE—jump target oi-j

target. C(iFHE: A, JFRAIEET target 4150 AWK, Bl Target Al Jump.
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EATME— X )2 jump 1) H AR & — NER—ANR N IEE, 1 target [ H bR H
RIVEAE. ) AT MBI FEARN target, His& ACCEPT 1 DROP,

AP R A B XBEE M BN %o RIEAIE filter KP4

i tep_packets 1) :

iptables -N tcp packets

VR FHEEAEN jump [ H s

iptables —A INPUT —p tcp —j tcp_packets

XAEFAT 2 WNINPUTHEBE A tep_packetsfE, T 4671 tep_packets iR T .
W SR 2L T tep_packetsHEME . (g2 RYCEE T FAEFTUMLAD) , <R
FIINPUTHEI) T~ — 4 UGk 2 & I IRAT o W RAE 785 TP ACCEPT T, AR T
FES G HHEACCEPT T, A e e P2 ACHE AR o H 2 R IX A fg
WA R BEVLIC, WA F T AT,

target ¥R FA LN A B, HLhn DROP A1 ACCEPT, AR, FAT)G
SN H. AR target HARFMGE R, —L8 target A ILATR, hijid
T 2R 452 L A 24 i e v 1) AR R 0] A2 A% F AR S5 (461 sk & DROP
HIACCEPT, 1 53 4h—18 target {EXTEMMEEIRAE L T, A0IE 2 4R SR AR R A )
L, W LOG, ULOG A1 TOS. ‘EATIesAa#tATids% . mangle, RJ5ibtidd, L
fE VCFCIX 48 T I LA RN . A T AR target, FRATTE AT LK ] — A6 RE AR
B TTL XA S ) T0S. F 2L target DB HERIIIZEL (4N TOS 75 Eafi e
MEUED , ALEA L LAY, A RERA e BT Ll CnH S, hie
A, 2555 o RWRATSR TR AT A —A target. FIAETRA]
KB GG LM target.
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6. 5. 1. ACCEPT target

XA target WAHEMEIMSH, AATRART R, $7E-j ACCEPT B/,
— HAL L T IR VR4, w2 ACCEPT, I HLANS P 25 UUME 4 i 11
LA R0 B ] N P I AR RO, R e B e Al A ), T HLAEAR L]
EZ> T4 DROP B i AHEMHK .

6. 5. 2. DNAT target

XA target & FH A H R 2 bk 4], wlie S AL H U TPHbdiE . 4n ik
—ANMUBEICHL T, AR e & A AR T LS S b A sl A, AR5 mtn]
DLy % i 3 IEAA G EHLE N 4% . DNAT target/@dE %A HIM. o, FRIWebiigs
ZELELANNE, 1 H A Al fE Internet FAFH (LS IPHhE, A8 T BAAE H XA
target ik P KERATITAT 2 'S 5 CHT TP (¥ L5 R 25 LANA B L 1E 1 Web iR 4545 .
H bk AR al DU — AN R, KRR, DNATS 48— ANFRBEA LA e — ANk
PRI, FATTAT LA XA targe AR A S 20l 47 28 116 o

I, DANT target HAEHITE nat [ PREROUTING A1 OUTPUT #EHr, =34 &
B IX PR SRRV FH B L . (HIE ST R M2, % DANT target [BEARERBRILZ
AMEILAREE A, 4 POSTROUTING.

Table 6-16. DNAT target

Option ——to—destination

Example iptables -t nat —A PREROUTING —p tcp —d 15. 45. 23. 67
——dport 80 —j DNAT —to—destination
192. 168. 1. 1-192. 168. 1. 10

Explanation FREESG N IP LHhhl, Xt 00 B & B A T o
TR T R R T R AT L 15. 45. 23. 67 HALER S K F)
— B¢ LAN {8 FH (f) fA g Hhik b, B 192, 168. 1.1 #|
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192.168. 1. 10. WIFTHTIA, 7EXFEST, BT
YA B B L, AR AN LR A [l — N R
At T L RSG5 —A 1P Ml A S5, XFERTA 1AL #
R BN — WL o Tl T8 mT LALE bk 5 i @ — AN B—ANYE
(o3 1. Ebfn: —to-destination 192.168. 1.1:80 ok
——to-destination 192. 168. 1. 1:80-100. SNAT [KJiELAIXA
target I—FF, JUEHIMARSET . BVEE, HA%H
——protocol ¥&& T TCP 8% UDP #Mi, A Hefd FHim .

P52 DNAT ZEAAR 2 TAE, ProddeEsim PR — . Al — Mook K2
R — T e TAER . W, RALE Internet B R A RATIM LS, H
52 HTTP server EFATHIN M EL, T HIATDRSN AT —AEE0 TP, 2Bk
SAASKF AN TP——$INET_IP. [ KIiRA — NI ) IP——$LAN_IP, HTTP
server [f] IP Z$HITP_IP CIXHIREN MK 1) o A4 T sk vess, 24
(28— F U2 30T T A I A 7 B AR I N 2] nat ) PREROUTING

iptables —t nat —A PREROUTING ——dst $INET IP -p tcp ——dport 80 —j
DNAT \ ——to—destination $HTTP_IP

AR, P M Internet KM% BB KB 80 i F 25 A AR S i . (B
8% DNAT O ZI7E P9 W[ HTTP IRk %5 2% Lo WRARLE Internet kS —F, —1)
IEIE . FE AN R HLRSG — T, S8 ANRE A o XL SR B i A e A T AT
KUFUF A BT IZAN e 0 T3 5 B, AT TAEAESM b7 1) AT IR 55 s R 5 AL
TI¥ IP Huhlic 9 $EXT_BOX.

L. ALK $EXT_BOX HIALT-Hi%, EAEHhE N $INET _IP HIHL T

2. B0 BIK B K Kk o

3. Bk 4 DNAT (24 %) XA, 1 HA s 2 1R 22 HoAh i REAS 56 K
AbFE,

4. AL B TP K K% 5] SHTTP_IP Fi it
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5. WHIIL HTTP IR45-4%, MRS aemiosilid By ks LU, 48K, IX BRI
B K3 AE A HTTP ZIA$EXT_BOX I G, —MEEOL R, B KB HITP 4548
Ryeas 1 5C
6. 7 K P 0T IR [0 A Un-DNAT Ol 3G DNAT (1) 3R B sk Kl — ki)
XFELAAG T K 5 G TN K B AR 3 kA
R [HAL I R B 2 X A SR AR B e —FF [0 2$EXT_BOX.

BUE, ARG IER HTTP JR 554545 R — AR GXHELZSRIT AL T AT 2
2o b it b iy n] DUELRR B G ) (R 2%, AN T AR 55 S A1 5 P BLL o AEAN A
TR E U5 e kA A BATMBBcE S HLK TP 2 $LAN_BOX,
HABBE [ L.

1. AL B FF$LAN_BOX, Z:41:$INET IP.

2. AR Kk H o

3. G4 DNAT, 1fif Hid &> 23 Fob ity Ab 2 . (R B 20id SNAT [WALEE, B
DAL RAE S A CRYisbhl, st/ $LAN_BOX (. Xt 1P ALt ks

i, SUN B AN IR s B ik, (RAS IR A A ok 7 rp S0 i AR 22 i o 3817
bt A i £h At SO LY, BRARR AR AT IR HE I 25 . LS — 2D (1 b FER
KA AL AL B —FERR), FUANIE A AL el R A Tk, B DA BEAS A — T i
KD .

4. W B TTRs Kk, K HTTP kg5 s -

5. HTTP JIR 55 25 1 I [l S ax AN, e 70 8 b 508t P b o 3 A0 2ok A ) — N Y
I —GHLT, DR e S ] A A A i SR A (R (IR 2 [l S A
H k>, 5t & $LAN_BOX.

6. 1Bl AW FILZ L, (TSR IEE, B IXANEASE SR F e U ) 8 5 4L
o X, B EYERN R A “CHIE” S .

B IX A 1) U A T PR A e i, TRL kg X S, 0 gk N o) ok B, i HLeAT)
FFAT T2 DNAT A RERNIA (RIS Hhk, Bt DAFRATT R B2 kX s 4,4 SNAT FRAE R
Ao betn, FeAiIskFE R B E] T, e RS E B kB T HLE F A
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$HTTP_TP- ¥ 124y 80 )AL fi SNAT #df:, A XKLL af Gt MSLAN_TP RI¥1 T,
R, XA 5 U HE B SO SLAN TP 7o IXKE, HTTP RS Beit oIt nl & 4
R KKE, MG KRESF A Un-DNAT #:4F, IFHEARIZERE L. Rk
I 5L R RO U 2

iptables -t nat —A POSTROUTING —p tcp ——dst $HTTP_IP ——dport 80 —j
SNAT \ ——to—source $LAN IP

LAY, HBAT IS POSTROUTING B2 A7 b B fm — A, PRI 23K 0%
FHENS, Tl DNAT #8411, P LERATIAE LU HE 55T A I (0 ik $HTTP_ TP
CRLF) H D) SR PEHAC AL .

f il TATWIA S BIX A HN 20t H P2 AR, X g

nﬁﬁiiﬁiﬁ%ﬁﬁﬁ%ﬁﬁo Ik E Internet €751 Akt N 5L S5 4ok
T DNAT i1 SNAT 4bHE, A GEFNIE HTTP Aiss2s ( LmmEl 1> , Frik
HTTP 2% s 5t A A B By KRt AR ), T AN AT 2 L PR 5t S 2 oA
(¥ 1P, SXAE, MRS AE LN, BT U )i S s bk #82 B
KEEH) TP MAEEE MU U5 B T AR S X St 5%k T i v
DU AN T RE T o De BT AL “ i spInE” JEAR — AN
(PIEHE, (HERASE ] DU “ e vsin) 7 i, SRR % 82
H &

oA i AR S5 A 2 i) i, Len, AREE LAN Py #ES7. T SMTP ik
252, BRI B By kB U eSS K SMTP (KB IXFER 61
T —ANTFIE) SMTP H 4k i 252, b2 i R i w2 H G i )@t 1

OB ENERG XTI 1) R B BT ST DMZ BSRABAS,
R R, I EL AT U5 ] 1R 2 A 55 2 IR AR It bk o 57 G
BE: DO ST T DMZ, B MR S5 A A ) LS o AEAN R 1)
TEL, SN T X A R T o PR AT U ) B0 SR ANAE IR 55
A PTAE R L,y DLRliise 0 Ak SNAT 25 U8 o itk 17, AATiad
RN 5 BIF VT MK EH: http://www.zzbaike.com
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SABAEANE W T o TR R AT 1) 55 s 1K) P IR At
HUEBHE T

BT AR P IPL I8 R VRIE) LAN 75 A W A7 — & 5 DNS k55
i O IXRE, IMIRZE A ] 3t 44 7 1) HTTP IR 95 @8 1F, DNS
s AT LT R AT A A I ik o % b Ll ) A 25 U5 i) HTTP iR 454
(P R T, AT S 1 et 7 KR KB i HLA 1 Y e
A LA HTTP Al g5 i H A, st e B HE M@ 1. ),
BUE TGS DMZ 13 7 GX 2 f i pik, EAREAERM, Kb H]
&2 .

b BRI 5 NA% 2% S PR 2, BRAEIEAT AN 1) e i e, A2 B k4
CLEE7 ] HTTP IR S5 e 25 A AT 4, BEIE R VRl 2 JRu e ) AR AT, BRAE
(IR E I AT, AT AIARARE I (1 1 o FRATTIX LI PR A 0 A L U7 1) 179
S HTTP AR5 2% (AR s ik, (R IXAN A0 I bkl 2L Sl 2 By KB et o iy ik, BT LA
7 KBGO XA SRR, A VT e E e Bk BT HTTP JIRSS
WE PP SE BTN Z, AR AR CERBZR7EDNAT £,
SR HTTP %S, &7t L REICEIRT IR M5 8 T o AUTHISE HE BRI 2 it LAAS R
VEFH S DR R A K 35 Kt TR SR AN 2 0 A0 P 4t o SR 1079 B K B 1 Uk
AL R EENE - ) AT EEAE nat K OUTPUT S s i T T AR )

iptables -t nat —A OUTPUT ——dst $INET IP -p tcp ——dport 80 —j DNAT
\ —to-destination $HTTP_IP

AT HRJGXFEMN, —VIABIER T o NHTTP g5 ANE [F — A REIHL T fE
IEHVIRARSS T, AVEAE— DAL AT BLEF V5 R RS T, B KA G
REIEH VIS T, BT AR T« XMO, BH O K —aib,
e “WIRIGEF T o (AEBRRAFIEA 2/ IV D
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FRARR 5 V1% RE HH 1 I e R ) 50 B T 50 0 2 S e 1 >
DNAT H1SNAT H. BRIbZAh, 7E filter ik 75 B HAM AR C#F
FORWARD % HL) , PASC VY & I A AR e 48 31 11 11 5 1¥) (71 POSTROUTING
HEM OUTPUT B M. T HAZE T, ARLSAL7E 25 FORWARD
HE 2 B CL45/T. PREROUTING % HL4 DNAT 1b T, a2 v e A1 5 i)

Hd s, RS RN I S R R

6. 5.3. DROP target

BB, RG4S target gt e Ehd, Wt 2 U A
R AT R, ANSEREGE 2, SRS EgRLZE T, AR, XA
target X ERAMNPEE R, DI EARARIEE RIMEMG R, WA [
AR PME R, Xl RE S ATER I 5T [ sockets IREAERIFF T ) fERIX
AT RR R AL 1) IME LA H] REJECT target, (PFE: PUNELEEFFEAHI
B2 ) JORF R AMERAE R, XA TBEIE R A A , JUHGRAE L i
A TR S 2 1045 B, mT LB ko v gt (13 1 5555 GREBTE: DX
R I, R BATIR PSS, — e A 1 AR T T B B K di
ERAER T o EERER WG THEH L DROP T, B A EAE ERERBA
SEARETEE, AERAAESATRIC AR . B, At T .

6.5.4. LOG target

XA target LT THIRICR AT A B IXEE Bl e dRkm, T
ST EATRER B o LOG 23R [RIELI AT SCAY,  4n TP Sk 70 A0 A A7 R (1
Boo XANDIfe R N AZ I H & TSR, — o syslogd. &[RRI E W] H]
dmesg [, S LA A A syslogd I H &S, ] LLH LA 2 FE P
K& o LOG A AT AR R i By, AR AT DA B2 THREL . &0 1 A4 )
WAL EE, A ARERI AL BEAT 2 RE L, 8555 . HRTEA ™ IG5 4% LIS — DA
BCORAIE 100% 13 AR AR IR, T LOG 4% DROP J& HLBLAF i CH R4S BT,
R D) AL R T 5 BRI — AN/ NN Bl v] e | 7™ B (V) 1 1]
FKIEZAE RIE VT K AR http://www.zzbaike.com
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B, P AENOXHER . G SRR ARME B B E Y R H S TR, R BES X ULOG
target A EENR, [KhEnl AT HE HEOC k3] MySQL databases 8RR IIEL
PalEt,

5 Netfilter ({8, TMiZ syslogd MLE LM, XA MK
i /ete/syslog. confo F RIXA ) 14 B 245 B i A8 1 man
syslog. conf &% .

VR WERAEE T & 45 2 AR EARIREE, A iptables

LOG BLAEA 5 AL, -] LR EAN 195 € 7 XA BRI BB A H 1045 &
B S MBI P A o BT T

Table 6-17. LOG target options

Option —log-level
Example iptables —A FORWARD —p tcp —j LOG ——log—level debug

Explanation %1 iptables Al syslog ff FHMB/NMC KK . K554k
(PP BT LA G S syslog. conf, — ki LR LR,
EATHI L AR IR /& . debug, info, notice, warning, warn,
err, error, crit, alert, emerg, panic. HH', error fl
erry warn fll warning. panic fl emerg 43l & [ i, ok
S U 84— FER o T RIX =R ] AN e A 1, 4
PR, R AT EAT (BROEBERKR) o (5 BEn
B T ac s SIS R A I )™ R L i A S 2 Tl
WX ZhBERC KM, W2 v, SEAE3AT syslog. conf HL
% 'H kern.=info /var/log/iptables, RJGHibfrfacT
iptables [ LOG {5 BALH LA info, LRI LHEHTA K BAT
AN /var/log/iptables Wo Y%, Horptm] geasfy HAth )
FR, eNeNZHP I info IXANER AL /> = £ 1
ARHEWTEAEE, HEWIREF syslog M syslog. conf

KEELFBFTRBKER: http://www.zzbaike.com
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#58h, 4 HOWTO, 254%,

Option —log—prefix
Example iptables —A INPUT —p tcp —j LOG ——log—prefix “INPUT
packets”

Explanation U iptables fEIC MG B Z BN E45 € RIS . XA
AN grep BRHAD TR — A FH N sl 2 2 B RS 5E 1R 1), i HL
I E AT R A o AT 2 R 29 DN IESCFRF, X
C2e 2 H P AP IR AT 5 IS T

Option ——log—tcp—sequence

Example iptables —A INPUT -p tcp —j LOG ——log—tcp—sequence

Explanation TR TCP Fpa 5 A AR H AR B il P K. TCP
F ] DAME—ARIR— AN, AEE AN R ek e A
AL E . VER, XL e RKIak, oYXl
SKACRBBUI B RIRIE, W RES AR 150 2 iR &
Hto ML, AT iptables [fa 5 BaRHT N X ek, (%
ks BUE, BFRZIBE TH A “HE2ZRRT, AR UL

BEs” )
Option ——log—tcp—options
Example iptables —A FORWARD -p tcp —j LOG ——log—tcp—options

Explanation 13K TCP A S v ) BER AR IR T o 30— LB R4 &
REMER, B e rE R, nfCLAIEYE S nl fe i Es, B¢

TR O T
Option —log—ip—options
Example iptables —A FORWARD —p tcp —j LOG ——log—ip—options

Explanation LK TP ALK 1 BOR/ANAVAR R T, X0 — L8R 2
IRATOAEI, 3 n] DUR R ER BT e ik g 2
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6. 5.5. MARK target

FR B B mark{l, XA X BEAE A Mmang le R AL, ASAeHTE LA AT
M7, BN B AR B — WL T . B hmark LSRR, AR EAG 1
— B4y, MOEAER BT AL AR B A o BC I R e AR DI — N B
A DURIA HI IR e % B DO REIDE - DUSEAS [F) (R o e A AN R IR BB 25k, 46 4%
WMRARAE AL AR TP A X R DR, 162 FHTOS targetlt . A4 G4 i 1 3
258, WUAE Linux Advanced Routing and Traffic Control HOW-TO.

Table 6-18. MARK target options

Option ——set—mark

Example iptables —t mangle —A PREROUTING —p tcp ——dport 22
—-j MARK ——set—mark 2

Explanation BEE mark {5, XAMEZ DL T L. i, Al
X NREMEE S P A P R BCE T mark {H, #UA]
LA i 08 1 D REAS EA TREAT Uit A2 B S A 17

6. 5. 6. MASQUERADE target

XA~ target A SNAT target MIAEFRTE—FEM, XAELE EATEIRC
—to-source . MASQUERADE J&#% % [ Jix i1 H T- AR LEs &30 1P Huhik ()& #211),
tednr, $85 E®. DHCP 3E4:4% ., Wi AR [ 52 ) 1P Hidil:, 82 SNAT target
N,

Dy — AR, A B BNIRIBUM 24 L) 1P bk, i Al H
—to-source o 442145, MASQUERADE AN4-icAEARMiER:, XAEFMT kill
Prd N R AR KU o an RFRA M SNAT target, IEHZEREEMEE &R
BRI, i LR LR M, X AT Ay AR 2 AR R A AR . — R
DUT, XA E Dy O TR T BRI AR T AT gk a4
FKIEZAE RIE VT K AR http://www.zzbaike.com
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D o WERBAGO LS TR TR IR 1P, ANE SR CAT M AR 2
ZR, HEZE DL AT SEERAL SRR T R A, 2D

RId R i A0 1P, AT LL{# ] MASQUERADE, AN SNAT o Ak, XA
TR, U B A RBAMA T4, 1 LSBT Res 7 E, e i
SR A, AEiIA s

VEE, MASQUERADE F1 SNAT —#%, HAEH T nat &) POSTROUTING %%, 1y H.
BHREDEIT (ANEDLTFRD

Table 6-19. MASQUERADE target

Option ——to—ports

Example iptables -t nat —A POSTROUTING —p TCP —j MASQUERADE
——to—ports 1024-31000

Explanation 746 E TCPERUDP I 4 T, W& AN AR FH i 1, J7
X Je AN [, fii—to—ports 1025, By & L1 YEH, d1—to—
ports 1024-3000. V&, 7EfgEiuHm S HES 5. Xl
A7 SNATH 2 () H Ik, TENIE G SVAT target,

6.5.7. MIRROR target

XA target sESRAEN, wHRE MR, AEREHE, B
ARETEMEH, BRItz b, @l ESIE™ E M DoS. XA target KIFEHI2E Wi {H
IP Sk Y H ik, AR5 PR At o X2 S AR =R, — 025 e i U
fnr et 2 A SrIPL Y. Bk, XA target 2] DUAERATTHIHL 5 5 95
o) BATWERXSHLT A (1 80 % L4 H] T MIRROR, <A AATAWE? stk H
yahoo. com [JHL5 B AHZLVjja) A (1) HTTP k55, JBAtAG 34 & yahoo T 1T,
ik Je 2K B yahoo ().
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Y7, MIRROR HAEHIAE INPUT.  FORWARD. ~ PREROUTING HEANHE &A1 F )
o B IEEER, WURAME A 2] MIRROR target A, WA
N filtery nat B mangle RN MREALHLN, X 0T e EAGER AR ) &L
b, —&HLF RS —GRCE T MIRROR H. TTL {4 255 ML F R I%E— S8k
oy R (R A, [N X S LB B O, DU g ek
FSE=/MEH T MIRROR [WHL 1. IXHE, G AR R Z R, HE
TTL 24 0. WERM LT Z G — gy, XM Hiaiiiik 240-255 k. X
BRAAAL, XA, A ZE ARG AN 1500 15 18l (gl —
AN, T AR IR IR 380K 470 X TR ECE AR A N T CRE
HAHEAATFRAVEAT 20 Sk, X ] 2R EAR P 0 o

6.5.8. QUEUE target

XA~ target A 7 4% ) (R R s B FH P48 B BA A & Mliptables Z 4b
ORE e sl R R, G 2 o 2 T, e R A AR s g Y
AR . WHRRE R I B TASCIYE . RIS, REEAEIR 2 e, i H
FEIXRE— R S0 2 WU B eNet filterfliptablesfgifs. EARMIME R
A FENetfilter Hacking HOW-TO.

6.5.9. REDIRECT target

TR BT KB AERINL T A B e R R 2 55— o e, FoATTe] DB T
Z: 4T3 ITHTTPI¥) (4 REDIRECTZIHTTP proxy (fUlsquid:
http://www. zzbaike. com/wiki/Squid) , *4RIXH K ALERAT A CHIENLATL.
A RS B 127, 0. 0. 1. Hrgilhiiit, XA targetd U BAL K 1AM
H ik 05 A AT A CHL TP FATFEAOE DI (LANN P PRI A AT
FENE AT (LA AT AUIE R ERD I, XA target i A2 TR KAE 1.

VER, ‘& HAEHLE nat F[F PREROUTING. OUTPUT SR A1 A B & X
B 9., REDIRECT HA5—A1Ei.
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Table 6-20. REDIRECT target

Option ——to—ports

Example iptables —t nat —A PREROUTING -p tcp ——dport 80 —j
REDIRECT ——to—ports 8080

Explanation FEFRE TCP B UDP Ml MIATHE ~, & CH W 1, J7 =
I
I AMEAIXANEST, H fom DA SH R .

2. F8E—umH, W-—to—ports 8080

3. ¥ LYaE, f——to-ports 8080-8090

6.5.10. REJECT target

REJECT 1 DROP A —A4¥, XHIAETE kR T HHIEQZ Ab, I8 ) A IEH IR [ 5
WM B BUFE, M target 38 HUAEHIAE INPUT. FORWARD. OUTPUT ‘e A1 154 HL
ifi HAS 7 REJECT (8t L RE TR A, WA R R . & R — ANk,
J2 PR A IR Bl B R R A B IR 2R . AR IR Z R, (R AR TCP/IP J7
[T HERE AN, AR S B AT

Table 6-21. REJECT target

Option —reject-with
Example iptables —A FORWARD —-p TCP ——dport 22 —j REJECT

—reject-with tcp—reset

Explanation HYFREJECT targethV [n) AI&F IR ARG R. —H
B AL T BB AR, B AGEA N 15 B, R85 75 % DROP
S WP L e e O T S EapiC e P
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icmp—net—unreachable 2. icmp—host—unreachable 3.
icmp—port—unreachable 4. icmp—proto—unreachable 5.
icmp—net—-prohibited 6. icmp—host—prohibited . H:Hifk4&
[’]/&port-unreachable. R 0] LALERN 3% ZCUPFE /5 B HE 2 11
5 B B —2Al——echoreply, & HAEMILHL TCMP
pingWHIMWIEH] . Fo)m— P HAEtep-reset, (AR, H
BEHIFTCPHISO e MAE AL 5 YFREJECTIR [H]—NTCP RSTAY
CIXANM, DA SCHE ) 5 SOC PAITCPIE Y, A K e IVEAE AR RFC
793 — Transmission Control Protocol®.) %5 Kkik# . IEU
iptablesff) man page#iff), tep-reset 3 ARFHIE L 43R
APRER CH 113/ tep, 24 [m) SRR IR HIEAE EHL AR MBI IN, - 45
AN R, BEASEZIRNE)

6.5.11. RETURN target

A S, AR B, PR PR R B IR SR
BRI, o AUAE T4 A8 %) T RETURN, TR [FIAQ B4 1 N — 4% 0 I 4k &35 13k
AL, # e fEARE (PR F4E, Ll INPUT) %) T RETURN, #tZiyh
TR HERG (— Mt ACCEPT BY DROP) #4E T . (Fyd: XIRZR C B F ksl
CAEIEENDAT 2T,

A BREAA 7 UL — 1, s — Mk N T INPUT 4, VG T H4% target
Jy——jump EXAMPLE CHAIN KRNI, #RJS#EA T 1% EXAMPLE CHAIN. 7 f4Er

VURE T R4, 454715 target J&—— jump RETURN, FSALgtik[a] INPUT &5 7 . W15
78 INPUT % H 38 3] 7 — jump RETURN, ARIXAN0 5 BEAL F B4 10 SR ms R AL FE T

6. 5.12. SNAT target

XA target o2 HIDRMGE I 2% LR, B2 B AU TP k. 243 A7]
AILHLT I A Internet RN, BUEEHEIE 1. SEAENZEITIT ip ¥
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RIIGE, SRIGHEE A SNAT AU, 5 o] DASE T A7 DA 90 9% 1 25 14, F) 08l -
Bk Internet MEEEIIHIE T o U1 SR FRATTANRE AT A2 B B2 00 R AR LI [ B 1) 155
Internet EIIHLTEUAKIELEME ) LAENZ T, DRAAEAS I o) HLPRAT T — M il
(2 TANA ZHER L JHR @ (0 —Bedl, B2 ARETE Internet FAFHK. SNAT
target [/EF L LEITA MASHE I & R AR R Z N — LT A, X
BT M BT K B

SNAT HAEFIAE nat (1) POSTROUTING 55 . HEIERR S — N FE 41
A SNAT T, AN IER I HAR T A 2 B shHu g SNAT, 1y HLaX AN KL
A N IR ANE R BT R I BT A s £

Table 6-22. SNAT target

Option ——to—source

Example iptables —t nat —A POSTROUTING —p tcp —o ethO —j SNAT
——to—source 194. 236. 50. 155-194. 236. 50. 160:1024-32000

Explanation Fe PR bk fug 11, A LU LR T
L. PRl sl

—BOESE L, HLEFR N,
194. 236. 50. 155-194. 236. 50. 160, IXFF 1] LLSZHL 4728 P45 .

AN BRI A 1P, (EXS A AN R R —
AN TP,

3. 7EfRE-p tep BN —p udp [ETHE R, W LS & P 1
B, N 194. 236. 50. 155:1024-32000, IXFEAL 1Y 5T
B PR HEIZE 1024-32000 T,

WE, WHAIRE, iptables A Ae AR IEE G AT fr] 16 o 1 AR B,
A uE U, R RS A A SR P 0 . (H2 AR

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

P E BT A R (535 1, iptables ¥4t A1m L2
RGBS AN AN . W AR R s HYE L T
7F 512 LAV (Rt H 23 g W 21 512 LA IR 55— Ao, 512
F1 1023 Z 1A K 2 e s ) 1024 1, HA P47 2 fole e 5 39
KT EON T 1024 1 1, 5 1 A2 R0 Wi o 3 5
PR R E R D JE0G . BRIk, G R P AR K A
HITP 5545 HE R, E= AT FTP control JiTHH (¥
o

6.5.13. TOS target

TOS &Ik E 1P k¥ Type of Service FBIM. XANFEBK—AFT,
Al LA AL B RS UL B2 iproute2 KT RS0 LA BAE N FBLZ —.
(EHARERNAL, WA UL B KA A b, 1 HAE A E A AT T2 1) A
B SRR ARAL i A5 S, TOS JEME— R 7pidk. AT, MARK S ANfEHIokAL %
XPME B o AR AR T BN A B A i i i 5 S, sl 2 H] TOS 7B, et
ER XA IMTAIT A o

Internet EATIRZ ¥ l#S AEIX— Uy R IR M LAE, Dk, AR
B HE TOS BT AF A K AL o SRelf (M DU B MBS IRAS A B, IR 002
A R TOS ALBE, (HAGEHEF R, AR, WERARZEAE R WAN 5L
LAN H, 1y HARZ #hids, TOS it AR AN . BB, %7 T0S
25 00 AAN TR R s AN S H0E S v RERY,  BIVEEAE R 4 LU 2 BRI (T
RATANEFE-ZT) .

TOS H fitg FH >k v B FLAAR IR B 2 A TR GX LS TE SCMEAE
WAZIE RS ) inc lude LA Linux/ip. h"f) , JREZIRZ K, HA
EEAUL, WAEAT A RER R T R, AT A IME R

EANPRE, A — AN 44 AFTOSpatch, KW 7E HMatthew G.

Marsh4id ik & Paksecured Linux Kernel patchesf3%|e, {HE
FKIEZAE RIE VT K AR http://www.zzbaike.com
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ANOAEFIEE . BR T ARRRRIR . Am IS O, BT AN AZAE I TIE
SCELARMFIEL A o

R, X target HAEAE mangle RN H .

EEEE, fE—YERR (1.2.2 8RHAE) [ iptables HAU 2411
XA target fEWE T TOS Z ), ANoiHHA IR, iXFEa L
KRR IR ER TR . 1 H, XIE TR RECHE 21 mangle #

VE, MWIERANERTCE T, (FREE: aERINIEARS
RAZMIEA T )

TOS target KA —/ L.

Table 6-23. TOS target

Option ——set—tos

Example iptables —t mangle —A PREROUTING —-p TCP -—dport 22

—-j TOS ——set—tos 0x10

Explanation WA TOS I, BT T LR 44 5 B0 AR W ) Bl
(ke 16 BERIRD o —BFo0 T, BUUREEH 4 7 A
fTHEE R, A DUS IX SO E i T e s, 4 —
FBHE [ 52 10 TOS F-BEAT 8 A BB, T LAl fEE AL 0-255
(D B 0x00-0xFF (16 HEHD o WIHTHTE, R H
e HE, el

1. Minimize-Delay 16 (0x10), ZERH —FEEIDMIER
/N, —EEhRHERSS W telnety SSHy FTP- control mifs e

IXANIE I
2. Maximize—Throughput 8 (0x08), Z Rk —2%I%1EHE
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ffifEm i K, eSS FTP-data B8 $1iX 4,

3. Maximize—Reliability 4 (0x04), ZRK$k—4c1thHE
AT SE Py, A I BT BOOTP A TFTP.

4, Minimize—Cost 2 (0x02), HRHk—2cm12mefd 2 H
A%, — M LT X AN E TP A2 — e A S i,

RTSP (Real Time Stream Control Protocol) .

5. Normal-Service 0 (0x00), —MtHR%S, WA Ak
PR o XAME MR B I B

SERE AR ] LLE I iy 4 iptables —j TOS -h

8. AE 12,5 fRIN, EXAMFIRBCEZ 58 T, mH
SORFFARAC— B )

6.5.14. TTL target

X/~ target i Epatch-o-matic L84 A TTLHpatch, A] M _
http://www. netfilter. org3ffsd. Mk M HIFAQE JF 5%~ M iptables

FiNetfilter (Kl -HhJy.

TTL AT LMEL IP 3k Time To Live FBIIME. EAMRKMIEM, BATATLL
LA AN Time To Live {HARHSCY —FEHT, LB 64, XJE Linux AERIAE.
A8 TSP A ARVFRAT L 52 B (AT T LR TTL PR X A A EE Z AT
A —ANES , WURIRATE TTL #SCh —FEE,  MATEEA RE FR AR TTL
SRHNWT T

RPAEATBEELinux (W TTLERNE, 165 B sk A48 SRR I

ip-sysctl. txt,
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TTL HBEAE mangle XWAEH], BF 3 MNEI:

Table 6-24. TTL target

Option —ttl-set
Example iptables —t mangle —A PREROUTING -i ethO -j TTL
—ttl-set 64

Explanation WA TTL . XMEAZERK, WAZRN, KY) 64
HUARLF . (ARSI S, 1T HA mAEE, 2R
W2 SRAT L bl 3 G BN K IERA, BLIK TTL AR R, 8
EAT A AR IX S A AR AR 2 U0, EBRK, o FH I 5
BZ . XA target HinT A RIR BTG REE 21, — A
Hr 21 25 25 2 WL B 1135 DNS g5 4is o

Option —ttl-dec
Example iptables —t mangle —A PREROUTING —-i ethO —j TTL
—ttl-dec 1

Explanation e TTL ZE R (e, tin-—ttl-dec 3. & —/ik
KAL) TTL 5 53, WA EEIFRATZ A7, TTL ghAR
A9 T o AHAAE 50 2 AL BATX AP L, TIL A
Gk 1, B TTL target PRk 3, 4R B ILHUEE 4
T o A target AILARRS] “fEHIBATIRS A 7 &
FATEZ . e, H)7 SO EEBGI ) DNS, IR FRAT TS0 AT
DIKEBATTA DNS Jia g5 4t K& H M ALEAT JL -t tl-dec. (B
VE: R, FRATIUARLEFE B DNS R4S s — L 97 1) 3
TIRIRSS) 5%, F-—set—ttl ¥t T Jy Lk,

Option —ttl-inc
Example iptables —t mangle —A PREROUTING -i ethO -j TTL
—ttl-inc 1
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Explanation

VR TTLE M i,  teln—ttl-inc 4. & — bk
HIELTILE 53, ALK EEITEATXEN TN, TTLNZEZ
/WD g S 56, JR A Al —ttl-dec. ¥ FIXANLEIR Al UfTi Tk,
TR K A5 S Bk, 1 A trace—routes KB, J7 kit e %
BH-—ttl-inc 1. JRPFINAZIRER T, WAL &, TTL
AL A B 1, AHLEFRATHIPE KA XA 1 X B, gl
KU, TTLIEBAS, A trace-routesit el A FATINIBE Kk
WEAFAEN . Trace—routesik NS IR, BTN NTEE
Pt e N, ] DASS FRAT TSR B AT I ROAE B, A VR AT L
BTN IRER th T et T DA B 2 5% 2 HI R A H bRl
gkl Bafiieme? X BAMRFME T, WERA

Ttl-inc. txt.

6.5.15. ULOG target

ULOG AJ LAZE F 7 2% TR e s B D L PR A A5 L, Sk 2845 R A S S5l ik
netlink socket#Z#. NG, —MEREMH P ERIARRSEZ EA. A
iU, ULOGA S 4-iptablesfilNetfilter i i, foeBmMHE TR, 45
TRZHEH THHTERIESR. XA target il UE AT B % 2IMySQLEX,
HoA A FErh . GXFE, R RIS A AU AR T T T . kAT LALELLOGD
project page$ $FIULOGDH 2% W] [ 4 F o

Option

Example

Explanation

Table 6-25. ULOG target

——ulog—nlgroup
iptables —A INPUT -p TCP —-—dport 22 —j ULOG
—ulog—nlgroup 2

FEE MW netlink 4 k%€, HLUi—— ulog-nlgroup 5.
—MA 32 A netlink 41, AL H G S 1-32. BRIAME
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Option —ulog-prefix

Example iptables —A INPUT -p TCP ——dport 22 -j ULOG

”

—ulog—prefix “SSH connection attempt:
Explanation eI G RIS, U T X ANFIPE . 7%

1 LOG ¥ prefix —#f, FHIBK BN LLAR] 32 NEFF.
Option ——ulog—cprange

Example iptables —A INPUT -p TCP ——dport 22 -j ULOG

——ulog—cprange 100

Explanation fi e BN ELEE ] “ULOG E ] 7 28 [ ARER A IE 57
%7, ln--ulog-cprange 100, F/RAUHEALIHT 100 71545
DUBIH P AR e s Rk, Hoh e TNk, i — L5 a0
S8, BROIMESE 0, Ron#s VAN, NEEHZ K.

Option ——ulog—qthreshold

Example iptables —A INPUT -p TCP ——dport 22 —j ULOG

——ulog—qthreshold 10

Explanation TR ULOG AE r) I 23 () A A8 2 DLHEAC Sk 2 17, BEAE N
BEWEER ARG (PR RS , W
—ulog-qthreshold 10. IXE/RICAENIZEFE 10 M, 5
TWEATRIER 2 ) B, SBR[ —A netlink {5
B FUE I LB ARt 7. BRIMER 1, X220 T I 5
2, Y LR B RRCAS AN RE AR PR 73 BUIAE B

Chapter 7. B KIZHC B SEfre. firewall

FEAT L, JA PR SN APk, JF BRIyt 1 5 ik B
o AR, B R SRR A B, AR UM BRAE H A
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T LA A HRA RN BIRFE o IXAM1 7 A REAE R LT T 25 RS (AT B, L
s T ERANIRN R ) R CHARE I ZR TR ) 5 FR, AE ORI N 1
VEZ AT N A% A R Le A, 58 o XA Hh ) AR RSB 50wl nT REAE 5K B (14 X 2%
AT, AEANEE SR IXREA, DR A R FR 194 2 P B AN AT AT 1~ rP A P R0 55 100 P EAN
AR (B EARAT T IXAN A (B K A R A, AR R e D i n)
DFEEH F5E08 T .

M5, BT EAREAS NESRE R, RIAE AT 2 /D BASH JIAS AL (151

Ho

FREA GRS e T R SR, (H XA AIA S A S 1

7.1. xTFrc. firewall

Uf s BESRARRE M LA 20X )L, wl it B AR AU — DIHE A SR A A X AN A T
WY re. firewall. txt (AISFEMN K PUBIA T CAYR) ARK, BBAT 2 DIERE .
FEVRCREERENIAR, BAEIS, FRAFAMb AR R

7.2. rc.firewal 17£f#

7.2.1. SHIE

AN re. Lirewal I CIIRE .

re. firewall. txtff)5—/NTRACE R, A5 A E LR CEEMNE L,
CATEBEE IR M AR TR Eetn, SEAN I TPHLIE A —FE, BTl
FHEAEIX L. $SINET_IPI{E N %2 7F Internet EAEAFH KA W LA, W4k
$INET_IPHJiE. WA, RIEEE re. DHCP. firewall. txtiXFRCE VLT,
AR 2 A R4 VY. A8 $INET_IFACEN i% 35 3% #H: Internet (Y EL S 4%

tblinethO. ethl. pppO. tr0 ZF%%E,
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XA BHIAS B AT 44 5 A5 ] DHCP 5%, PPPOE (F3E 55, BT LUX P E4E M. H
bR RSy, WX R . 2 DM IR [, 2ok T RS IX 4pix L
SR R) T A AN R R A o i SRR TR X 28 4y, ] DAL AL A #S DI ke,
HAERACE T 1)

Local Area Network /D115 12 LAN A E E, Wi%EE:3] LAN i
(1) IP. LAN Bt F i btk B &g o

Localhost configuration /N5 HLIIME EAE 99%HI TG ML FAANE A, 4
BATRSEAEA 127. 0. 0. 1 fE K tbhl, B E2HEOH4A lo. BTG Z
[PTables Configuration, HLIIHRA—4kh, HI$IPTABLES. ‘i€ ML
iptables F2J7 IUEMIALE, WA A Ok 2eih, — R
/usr/local/sbin/iptables. {HE 2 R ATICHEREFEILE 53 AT, 4

/usr/sbin/iptables, Z§ZE,

7.2.2. HPERRERIIEEE;

B, A 1EAL 44 /sbin/depmod —a i module dependencies files fi
FERORT, RJE, TRRCHUMA T B IR . BATI I 1245 2Tt G NAS T L (MR,
AR AT RE, RTINS F B, BRARURE ST ZEA ] XA
TR T 224, BRI — ARSI T SR A 155 7 LIS s (0] G
WA S IR o bhln, WA RAR SRR LOG, REJECT A1 MASQUERADE target,
ANELHEAH Y Th Re i AR g e A%, BRATIAEFH B ROk 8 A

/sbin/insmod ipt LOG
/sbin/insmod ipt REJECT

/sbin/insmod ipt MASQUERADE
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VERE, A A BAIASHOE P S i 2 AR, IX AT AE2 5]
ERHCRN (ARG R B o JRBEZ TN, HanREEEA
Rt IR ISR, IS e K Rl S WO A A ke s 2 (1 L R A e
AR EBE AL T o B2 B B AT LA T MY S L i A

¥ AELLER, 1)

e FORIN—AT 38 ipt ownertidl, BIMVERZ « HAVHREE I/ O5E
FoE IR o XA, RS RS, AR Re R3] tn, Rl
RE L feFroot @A FTP FIHTTPE Vs Mredhat. com, iyt P #A T LL, FR b
A DU AR A CAE B T 44 Rilroot A fE VT Il Tnternet, SKFE I A S ARA 17,
EAR 1) 22 A PEAE L8 T TR 24T BB mn ik, LU, S04 24 478 S b 0t PR SRR 11 1 4L o
KTipt_ownerMIE A5, W LUGEH T MUAE Q17254175 (¥ Oner match .

FEIX ) LFAT I T LIAPRAS DUAC 22 4 RS o IR AS DT O A B B 1) I AT 9™
JEREH I 4 F#02IXRE):  ip_conntrack <l ip nat % . HEEEREEN helper
FEORR R, IE R EAE IR T AR EREIS M IR R R . AT I L
helper, WAZLEALBERF RSN, AT X B H L4 4 4V . NAT helper
HEIERIRES helper YR, EaEFNZEQERKMA 4 WTEHREA], X
FEERA REROE TAERK. tln,  FTP & — AN Mbhst, &R A A A st
PR oy R R IE AT B IR — & T NAT IOl (Rt b2t MLy
FE—AWMED 44 Internet LI¥ FTP 4548, ot &4 H ORI WK 1P Huhk i
FEAL B X Py ik 25, DU FTP 554 R H BIEAN skl . (HFAF Hbdik AN e
75 LAN SMEF,  FrLL FTP IR S5 ds ANFIE e fdt 4, R 2s Wi 7. FTP NAT
helper A58 X L e BT A (R 3 40 A%, DRIMG FTP 2% 24 s S s A e
JUET o [FIRERIFHEE R A7E DCC MSC R4 G AR R I%) AR F, A
TR, 1P Mtk R VAR TR BRI A IRC PR RO X kA%, iy LA
SEEEH T A . WATIXLE helper (3G, FTP Al IRC HAT &8 TAEZIEW 1, H
5y MRAR R TCIE A . i, ARe] U DCC Bl se i, HARANRER 1%
XA 0] 1 B BRI T DCC g ] @ S 45 ¥ o 24 DOC AR IESCATF I, 4345 rdieilie

FARERIE AT, IRk E mE EE R At . WM helper, XN DCC
IREUE £ 15 BiE W MK B R http://www.zzbaike.com



http://www.frozentux.net/iptables-tutorial/cn/iptables-tutorial-cn-1.1.19.html#COMMONPROBLEMS#COMMONPROBLEMS
http://www.frozentux.net/iptables-tutorial/cn/iptables-tutorial-cn-1.1.19.html#MODULEPROBLEMS#MODULEPROBLEMS
http://www.frozentux.net/iptables-tutorial/cn/iptables-tutorial-cn-1.1.19.html#HOWARULEISBUILT#HOWARULEISBUILT
http://www.frozentux.net/iptables-tutorial/cn/iptables-tutorial-cn-1.1.19.html#OWNERMATCH#OWNERMATCH

O AT d K A B www.zzbaike.com) #FE 4 HIE

TR AW, OB BRI A& N sl . XFE, e i bk iE+z
B, LSt BV LE R — N LT T o I AR AT DLERIRNE ? A A Rk 25
PRI LE Internet FAEF) IP Mkt CREMENL T, IRC ARG 28 A H 5L
IP Huhik) &

U AR AE T8 3k B K 34 FmIRC DCCH 3B 3] 1 ) 5, {HF1H A IRC
FPEARIES , BE M B GHFE R X mIRC DCCHT ]

AN

FERXAM T, oA IHEIX ) LB S FFFTP AT IRCHMSLUI B L . A S E FEER B AN
natTEANME B, WAE WK A& S RFE . {fEpatch-o—matic, &ATH. 323
conntrack helperfF HABGNAT helper B, Hh TR EAT, R ZAdH]
patch-o-maticfRHBEHIAN T, LT EMIENZL . VRIS B LA B 5 2
wIEE

TEE A T REXT FTP ORI IRC WSS 4 il e e, 5 22 4k
ip nat ftp Ml ip nat irc. 7E%ed NAT B2 AT, fRICEFAN
ip conntrack ftpfllip conntrack irc #H NAT FiHeFl conntrack
R DUAH R 77 =SB A (L NAT B A AT RE XS IX P AN B s
NAT.

7.2.3. procljiEZE

AR LA R s A FT IR 1P #: % DhEE (IP forwarding) :

echo ”“1” > /proc/sys/net/ipv4/ip_forward

f R, AT T TR DA &8 AT U U 5 R I — A

) f o AEASCT IR A, AR AR TP bk ds (AEASCH L

Jedi iptables B PRI Z BT I E B X 0] RE S EIXFE—Ri G

Dby BURAE—/NBRF A O] R B A AS () 52 2 R AL 11
FMELAERBEW MWK EHR: http://www.zzbaike.com
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PERE kAL, ATRERA =8, WaRa Kk~ . Bk
ot U] DVRRATAT AL CREATE: DX N I3 K et (K o DR I 35 A7 45
N o RO FECE AT, AP N T RESS
R 7 KRR FAT T W 255 o a2 Ud,  FRATDOZAE QN Iy
s K i (R RN 2 Ji5 FHT T TP # R Dhfig, BOXARMOEA TR IEPT
JAS A . GBI SRAAESEBR N ] A EE RO A
REANEIT TP H R DAED

J7—RAE AL SLIP. PPP B DHCP, gk /i B AR 250 A 3KHL TP 11y, iR
H NI4T ip_dynaddr:

echo ”1” > /proc/sys/net/ipv4/ip_dynaddr

UKL EAT T HAl FIproc B 3, 2 ISk, (BAT S LEIE T ) 1L
AR UAZATI A, V0] LUE B AN OG0 SCE o A8 M Sk Al 28R 7%
HUAT L8 8 T W proc RGEM R/ INRG T 1 3CF o WERIRAEA SO A B A
IR, ] AR o A8 25 T 1 LR AR BTGR I .

YEA SO A B 614 T A 46 4 Non—Required proc
configuration (I proc W) M. HAfH4 TR
GURFFARGIOTIE A TR, ATBGK LB, AL Ik
Il B BRI E B S 8 S R B AT .

7.2.4. ML E P

AR B A A T A A re. firewall. txt, FBUAIERE. (£ MM
BEREAN 9 SCRORE . TR R 1) — 2L B AR N IXAS SO A B PT RE R BRI, 3R
S X B DU 0] A AR AR AT IS T M o X LIRS BT AEAAE AT L ]
Jit, A ERRELA R — m JLERIE, DU OR e AR E S e T A AL AT S AT BE ) o
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h TR RE D HICPU, BATTC & it 7 A ANF ) o SCiE, 5 R,
FRAC T BLORE SIAE T R G 5tk o FAIETCPRL 2: 48 3 ICMP UDPAITCP
PR IGEAL, T W A B DL EC BT A I TCP AL, AR AEE 26— 5 U IRAT
AT AL B LD FTE RIS K. NI L@ R fENe tfiltert, b
R WA PEAR L) CRIRS T35 LRAHRAN T, XA BB 1) .
T Sk b1 AR AT I T ) B RE AL K S 1 S AN AR 1 H 10, TRAN 3
REAESG 0 LAY

. Routin \
Incoming —’ Decisin?l FORWARD Outgoing
Local
Process

FHXAETE, FA 0] LLIRE A H Ko HEAN AL T30 — ik,
B 1 — AR, —ANB K BE KA Internet ¥R, HAT —ANERA 1P Huhik (A
XTI AL, el FI 3% B2 DHCP. PPP. SLIP, Z52%) , BSARIERE k
B Internet BfR— & MRS AAKBATHALE ST . FAVFE AL, KL
AN BERH ZEATAT M3 % s R i A i o 3BT — A BRI g, 3T ey
TSl WAt U B Oy T DA 2 B R I o O T I — R, FRA T A A SR
A DROP. IXHE,  TBLEUEATHIIAbR Yk SO VF-E N IR HCHE sl #R B L 2E T

FE_ BT A Es R, JAT AL R M BE S U5 ) Internet. PAA sl M J2 45 5¢
EAFAEN,  FrUABAIRAZ SV R BRI 8 . H Internet Je& A
EAERT, PTLABRATARBHZE N Internet [ JRATT ) SRl R0 A (3 4% . MR I LTI )
P, BAK 182 BT AT A ATy ZA A UL RAT TR AT 4 .

FORWARD
POLICY: DROP

ACCEPT everything
ESTABLISHED or
RELATED
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e, BRI RSN ZE RIS B Internet (). ASFRAT Tk ZEXT BT
AT B B NAT $40, R A JRdal o9 pAY FROTL 705 e A7 B0 S 1) TP Miuhik. NAT S
PREROUTING fH SE BN, X A2 AN B J 6 2 RIS AN R U P A P o Xty
FA 06 Z5EEAT. FORWARD 4 rh (it & LA, 15 IFRAT Tk 2 Fu e I A7 SNSRI L 1 R g
SEATT I JEIE N T o PO BRATTSE A AT RN, BT LA S VR A i S ) 2
o HTEAMEE Internet bR HSAN T LAV 0 Jaidsl 9 4 IRIHLF, T LA 2RI
FETAT ER AN ) N IERE, (A G A SCBERERR AL, R e 2 Hk ]
S A D0 AN PR T, T AN S S S 0F P I PR

INPUT
POLICY: DROP

: udpincoming_ Localhost ESTABLISHED,
icmp_packets —’ tep_packets _’ packets —’| Localnet _’RELATED

W T BB, FRATIBT Kt SR T R LIRSS HTTP. FTP. SSH
FVIDENTD. DRI, FRATTEEAE INPUTHE S AVPX S SCl L, IEELAE OUTPUTEE R A
VIR Bt o FATBR T 58 5T R, 15 1T Loopback FI'E I IPHLHL,
D] A AT T AH L PR DU R SR VF T A7 K R 9 R L oopback A il it o fH /2 3K,
IS RVF— Sk ekl i, A% Internet FRE—BIPHIVI ).
tetn, BB 10.0. 0. 0/8 3 0 R AR B 0, — Rkl AT SRVER HEAN
RN, A IXAE )AL Q0% FH R BEAT IR U (1) . ANid, 7R SEILIX bt 1T,
EEEE R AN, A — LU TSPAEAATT I 19 28 FRLAE R PR G 1 el A I e b
1N 53 2 L 1] 5 1 25 B A 3 A T e — 2D B

DRk BRAT I B K di IS AT FTP RS, i FLARRE A28 g de /D AR, iy LA 4t
AbPE established Ml related IRAS AR S INPUTHE R TTEE B 1 AR £ J5L AL
FRAT T I L] 3 1) o XA, B T DU R Ml g R, AT A BT
L A] DL 25 (R TUAR

TEXA AR, BAMKIEAF M (i 7P, (DPEL 100P) 4E453 37

BEAP . HISRUGED 7CPRLIFEENIAN tep packets, & n] AUGHEE BT Fe A1 R ram o (1)
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TCP 3 VFA-F- 1L Clt FTP, HTTP 55) o AL — 40 allowed W14k,
DAMEAEFLIESR S “ IS SRR A 3mSR Vs il Bl K B& 1K) 7CP AL 22815, X EATHEAT
Bk . 2T 1aiPts, BERME icmp packets [WEERACEE, 7EYE W]
ELIXAEER, B BB RBATFREAL R 100P QW RISEBANANS, Biscfy 162
XFEAMB MR, P HEESZ eAI8AT 7. B, UDP A i AL FEE? 4
RE udp packets T WIRAEISF ARV AR, MEEBAT T .

AR BRATTI I 25 AR /0N, T CART K B AR N TAE SR A o Xl SR FRATTEE Ao
VF— SRR P P BE AN B I8, tLin speak freely Fi1 1CQ.

OUTPUT
POLICY: DROP

ACCEPT everything ACCEPT eventhing ACCEPT everything
from 127.0.0.1 _’frr:nm 1892168.1.2 from 194.236.50.155

PAE, AR &5 1 OUTPUT 4. DAOMARMSAERS Kb,  BrbABA 1 e L
P BT e s, sy BLEEAR A AT (HEA TR AL AN AN &
BLFEAT TP 1, DAIE3ATT AT AL MBI K S AR B (1) TP et e 7 5B
X, AR AT REAE ACCEPT S I AL —Z B a2 i 7 K s ) TP
R, WUBAT, AW, EATE S OUTPUT B d & A DROP fi

7.2.5. RERIEHIRE
FETFUG S HAR KU 2 /i, FRATI G BT 1 8 ) 8 N7 A 1 SR -
iptables [-P {chain} {policy}]

KR Z B SRS A FH R AL BEIS LU AR AR . 1) B BL AU DERC R A ot
Yl WA SR BRI A P AT UGS, I8 SR A s e T
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SR v B AR L BE R S, U eI E PR g
(¥, Xmie] RS EARPERMAT N R L

7.2.6. HiEXEEREE

BUAE, RS FATIIB KN 2 T MRS EN S, 03 TR, L3l
ANnArzl, AT EAR N B o X F AT E N O Ar gl s QU T A X
BEABE A (X R o

WHTATIR, FATEEIX LA A E XE: femp packets. tep packets.
udp packets Mallowed, H:hallowedd & tep packetsFEWRIM . FraHEAN
$INET_IFACE[W ICMPEL# & i 7 B femp_packetstl, TCPELIEE] tep packets
B, JSUDPH H AR & udp_packetsHE T, VEANIMFREHRAE_INPUT chaint . 6%
5 SCRE M Ay 2380 A 2 AR, B EI-N , s m 4 /i)
(NS T, B rIsEss 2D, wr:

iptables [-N chain]

FE N EUT R, AT TR R A4 L G ke — 4588, LUEIR TR eq]
(At BTSN SR /(A E

7.2.6.1. bad tcp packets %%

XA A A HEA AL (incoming packet) R SKIE AN IE 8
BEATFAR o) L, BT A R AL B . (RS B, FRA A e Rk T R
FEIRIAL: WA E SYN 7 {H & NEW ARAS Y TCP 44, b APLE I E T SYN/ACK
(AR A A A2 NEW AR ZS 1) TCP AU o 3% 45 ] LU KA 7 i ml RE I AS—BU 4R V8,
bt BT 0 B XMAS port—scans 4. FATTE AT EA2h INVALID ARZS [ A3 b —
R o
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WHERRAR 524 T fRTCSYNALIINEWIR 2 (NEW not SYND , nJ RLZLPf % 47 4 /i)

G E R TG AR K ESINIINEWAZS C—15, "EAr 4 T R B SYNFINEWIRZS

FABROU RO FEHELERE R AT LA AR VFIX AP ELIE T, H 99% TG B2 Al 1A
Mk e B, BATSE XA, G AT,

FATTHE 45 SYN/ ACK L ANEWIR A5 N 1) 52 DRI A2 A5 a7 SR, SR N B 10 W A Bt
S 2L ) L E BRI NEWR S HISYN/ACK 6] B . FEAR b, FeAT TR REANOR i Tk
M EHLI U, AR T AABATIT0RE T 415 Tl B (sequence number

prediction) o

7.2.6.2. allowed %

L A0 2 JNSINET _IFACE #E K, 1 HAZE TCP 4, IR e st B4 tep packets
BEIPIRTIS o G RIXANIER 0L MIE B R VFIE L ) 5 R 1), FRAT I8 B e AT —
oG Ay, DI RS B B2 e, IXEE “He S ) AR allowed BE BT
171,

HE, BATEEXANEEE R SYN L, Wi, SRR gm s
B, ATHREZ T WRAE, A F 0L 15K H 5~ ESTABLISHED H{
RELATED IR &Rz, MG, w452 . ESTABLISHED R 7% [ 52 A2 A0 Fh A6 w5 4
J7 ) A R AR . IR A, XA — b T2
ESTABLISHED ARASHT, KA AT TEAE REE 21X, BT LARTH e 3] 1 AH Y. )
SYN fo # ) — M KE DROP firfy Foh i)t e a0 Bk e Jr X 4], it JLF
RS PTG X ASH, Mg il, ARSI SIVE. ik
B EE SYN A TFA B SRR, At 25 8 BX AN . AN SYV AL ST B
A2 SEBR AL, 249K, i DR SRR A . SRR AE I S, RS AT A
KA TCP IPFEFF A SYNVELLAAMIRKRAT HF—A TOPIE#E . ML, 84T
TEHOIXREIRIAL DROP 451, FRAT 99%HE 8 Ui e A 12 3 486 FH 10
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7.2.6.3. Ab¥ TCP )8

tep packets FEFRE T MPLLS 1] A Internet Vi) o AHIRATTI 6T HE AT
R Z ke, Kk, BANBEERS B AR R BRI allowed B,

-A tep_packets it iptables ZEFEMIRARHEH G AN, RIS i e
WA . —p TCP 48 ZILALK 2 7CP AL, —s 0/0 15 B ZEUTHC (K Hhtik i M 9 2%
FEf5 2 0..0.0.0 Bk 0. 0. 0. 0 JFUREY, #AJIEUL, HUEHTA KL, 1X92hs b
SEBRME, o R HR SRR W] . ——dport 21 ¥85& H Mo H, 5t
SV AR R AR 21 (¥, SRS ULAC. R AR HERRILAC T, 2
WiEAE allowed Bt

TCP ¥y 21 5 FAH G SR VDT IR 1Y), AR F7P Il 1, e n] LAES ] FTP
B, BIEAR R, AL RVFFT AT RELATED IR (R T . IXkE, FATTmtnT
DU PASSIVE (3l 1 ACTIVE (#3h) BIERE T, 48K, ZEHededk
ip conntrack ftp k. WURIRATAAL LMt FTPIRSS, HLEIE
ip conntrack ftpBid, FFIE$IPTABLES -A tep_packets —p TCP —s 0/0 —dport
21 -j allowed X —AT MM rc. firewall. txt B,

22 T e SSHAEI o W RAR SR VFAMA B ] AR EIEIS telnet (fEH]
23 S D) PR ARMBL T, RIS SSHE, B L et IR E . TR,
PRIRAE (2T KA, SCARMIT AL BCZE BR R B D AN NI EAT 20
77 K S e W 12 R DI B R

80 J& HTTPi I, B2 U ARAE B Kb 13g4r 17 I R SSo SRARANGE AL A
OGS UK 2 e

B R BRA VAL T IDENTD R4S, i 142 1130 IXAARESS S L sl & 25 20
(1], 41 IRCo yERL, WIRAR VAT —LefE W B NG, RAF oidentd tHAETT
—H, BESI IDENTD R 4kes I B IEARIIAL T
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IR EA VKSR — 2, QS HEX R tep packets BERISCHE,
FARALE KB tep packets FERIIB SR FTAE R RE . W RARAEST I 58 2 (1) 3 11
XS tep packets B P HTAT AT “EHI R RVE” , BB Tim K
SHIA],

7.2.6.4. A4b¥E UDP K%k

WRBAIAE INPUT BB R T 0P, e RIE R udp packets B . T8
B, AT oppty, FrLlE R -p UDP SRIREAHIMNIEMN . TATEZ K BT
ik )AL, Wi -s 0/0, XL R PR R BRAE, (224 T W4, Ik
ATERATE T LK 7o suAh, FATRIEZ R AT Ay 58 i AL, X880 E AT TAR
X Internet JFIBIK o VERR, FRATANT B A2k i (1 Yo oK Pog &R 4T 3
AN, XA TAE A HARSHLBI 7 e . W SR BRATRISATHAME R 0DP i 11
W45 Cln DNS)  FUEETF O g 11, FCA iR o LU TR 4T IF . RLE4b T
ESTABLISHED R 1F 76 HE B KOG 6 75 Bk fil 4 —state
ESTABLISHED, RELATED [ FN) (GX A& INPUTBEHLITEE “LhBESK H Internet HIA
R iR s — 4D Z RS2 T

PAIARESZ SR LA 53 Fim H 0 H I 0P, Wt id, IR
HRRIK) DNS Bt LSS, MINEZL 54T, IV EMERE 7. DRI
B K5 A — & FLVF Internet Vil () DNS k55, MSslACHERAT 5 4,

AN S, HHTIT 123 ShmH, EXN A PIOE network time
protocol, TEFKNIP o AT LIAHEX A B35 58 & B ATRG i I 18] (101 ) i 55
FR, DABCEANURIN ] o FRATH A RHR 2 nl REFI A 2B, Pr A3t e
R T, BARECZLSH TR,

FATIF T 2074 T 1, E LN (1 2GR N HTRE A (1o Ll speak
freely , PRATLLHIXANREFEA F4H . 22 70 R H 2 55 TAl N HEAT S I AR
WARARATTZE,  wACIX AR .
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Ui 11 4000 FHR PR BLE 76O, mr 1CQ AF A, 5L FAE A B iz (IR
PP —, “HIBRAN#EIE” o Linux L2/ 2-3 ORI 10Q ke, FRAAR
WM A A BT OXAN R O T, R E P2 AR FER, L2 QQ
(3 1 80000 , IAEXA T UC (i 3001) 4. )

U RAR IEAE L8 D) H IR IR 10, 3 LA PSSR m DU, *44%,
KRR A AT T o BATTIX HLR R — 4% FU <% BHZE H (35 1 135 £
139 W) #k L. KiEf7> Microsoft I HI 2| NetBI10S 56 SHB, T e AT Tm AL H]
XKLL FR AL . XL AT DABH 26 T A7 467 1 A I IR I £ Microsoft Network /A= 11
JURRAL, BATR H SRR T LA L T B AU R e S L, A
P G AR T, X RN ) DHCP 253 . U SRR K AR 0 AR RS e g LK
W R, ER LA WL A] LU DHCP 433 TP Mk, Mm@ t, AR
SR Z DHCP &) R4, At a A 4 J e .

AR, BACEFXPSN TR T, B SN AR
%ffaééﬂ@ia%o WMRRIES ] “HiEHERLZ” R, ikidE
FERLeE . s, AE INPUTHET, AR P4 5% HAE R 2

(IR ey BTGPV

7.2.6.5. Ab¥E ICMP HI%E

DUAE, TA1iZ ke vl LLBEAZ R EE TP 2RI T o AE INPUTBE, Wit 1omp
M eth0  (RIAEIH) Internet 1) BEARY, FATTHEZEHTE HE 0] 5]
icmp_packets ff CAjIHHEEIL) , DA M2 MRE. Hij, A
$5% =B ICMP £:  ICMP Echo requests, TTL equals O during transitF TTL
equals 0 during reassembly. ERNANESZ HABATAT ICMP KB R A2, JLF
JIT A JoAh 2R R ) TOMP A #87& RELATED IR A (Y, gl 2 Bt e AT 1 2s e b P RELATED
RSN TEAT o

G —ANICMPAY 2 SR [PINY. “ B AfFAE el ” i), e mt
&5 IBELRAT ), W, ERPRAZERELATED. #2115 BAE
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i YA AR

PUAERMRE— N N AT 2 52 EIig2 2/ =FF ICMP tJ. Echo Request H]
KK echo reply, IXAMERAETZRHIK ping HARMHL T, LU ARLEHL 12
o R BATIX 4R, AR A GBI ping A E A 125 A H
VERL, AN T B, RO B TR Internet B2 WX
ANRUNLK 2 A AEAT K H Internet [/ XA K1) ping HSICR KR B K $%
XA 58 A R o

RVFERT (Time Exceeded, Ul 77L equals O during transit f&%unia)E
AEI R4 O F0 TTL equals O during reassembly {EET a4 28 1 6] A= A7 [R] 24
0 fFEHEN, TATH A LUBEE AR & EHLR AR, BE AR TTL 5 0
I, FATEAFBIRINAS S B, 7EIRATBERRIE & EHLERARIS, <UL TTL=
1IETFEG . SeERE A, TTL N 0, A IS5 AN ik
[T IR R e ARG TTL =2 1A, FAT Tt 3058 A% b 2% 3R [m] il {5
B it ERGREAT H B EHURPE R X, FATHT LU B
BB VAR AR, AT BT LG 2IE8 42 ERAE—6 0L, ot el BLAn
AR WHAERE LT T .

SEHEN) LOUPIRIIRAE M S LOUPTE 2R o SR T ICMPIR AL I BE 225 L 55
PR WARE R P

e Ralph Waldenff] 7he Internet Control Message Protocol.

e J. PostelJRFC 792 — Internet Control Message Protocol.

TERL, BPHZE TP WAL A2 100 A0, SRR 25K 15
RESAT R, (HAERXHE, — V) TAEIER .
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7.2.7. INPUT%4%

G INPUT R 533 A8 H AR BEOR 58 XA XRAE I AR 1R o IXFEA, B
IR M iptables BEHORKZ MM CREEE: IXZ B3 INPUT 41
WL, DX JARREN E2eke @ity 17) , m HeEs@ bl Bt nl BLCAR
FHRGLF, B3I, RPN AR R NS R EFRE A (FEE: Bl
18, HUEAT) o ZPTUAREMENZ — £, BV T REAF M, FATEL R
AT E AT KA e e AT, IR0 AR BRI A € RER AL B, X
P BATAT A FORIERAL 2 A S AR AR, AR e B (B st 2> 1
My, AERLIERI, B KRt 2 T

HG, BATER AN tepBE RIS A FEIERMAEER., X
A TAERIXFETERT, BAVETA P teptiXt B bad tep packetssE, ML
MgtAITR A, BARIRSBAE /N bad _tep packets#HER. .

SRJG, FATT T Ui A PR A5 AT 110 9 4 PR Bt A i o X EIHE TR 1“4 N I
IR i, Bk AFKRAE loopback W& (BEEE, M loopback X}
N[ TP kb B dE 1 A oo By kB ik, L rp A F5i%E 4 Internet (Kb
B o FATTHEALEE ZAN 3 5 R RE I TSR By K 5 ) 3, DAL A AT TRy ey da o 7 A
LI 2 T Internet 4. IXFE, MU HEEE, By KRR LU
(RIFFES VL HC A, M W9 2% BH 28 1R T Re e titos s 1, 1 HARAE TR S B &l
77 K st () B0, AT A 2R A

NI LU S AL FE SR [ Tnternet (15 R, EBEALIXESARN 2 /i, 47—
ANFHICIRIN, BArT AT kg b — e TP o X — MR ERRA IR, e AR
FTE RE TR ESTABLISHED 8% RELATED H.RAY. Internet #% HALHEN . 7F
allowed HE A — N SULRUMHIN (FEHE: SSAEREZR, FUKFE
WD o MR b, 8RS INPUTSE BRI e b AL T o SR, 7F allowed HEHLOR
Pi-—state ESTABLISHED, RELATED R Wit & A7 —LEJ5i (R, Eetur, J7 (3L A A0
BIYIETIRE, R R HAb T .
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A5 INPUTHE R, FoA 1454 S INET_TFACE #EA I BT AT TCP 1 4T tep_packets
B, B, 8 DPWRAE udp packetsBE, & ICUPELRAY iemp packets .
— ok, B KESER MR 2 MR TP, HRGE UDPAS, R TOPAD.
HEEE R, KU —MIE DL, SRTTBEAIEH . —FEMBUN B Y IF AR, B
PO, SRS H IR 25 iR SHFALE, B HE 100 4800,
i HLAT 100mbit (MR, SEEIE Pentium I11 LTSN FrLMREC
BRI — 8 B X .

AT S EER A TR, 7 AEIRAT I B K A S AT LEMicrosof t
2%, FATATLUR FER MR H S 2 itk . Microsof tif2e ) LA AN R ST 15,
HUE LR 224. 0. 0. 0/8 AR KRN ZHRA o DL BATTEAT X 4R P ZE TR L8
B, B BATH HS A 13 1035 ? udp_packet st BALA P ZIRAN
Mo 5 TG, B L LEUDPRY I o

FEFAR I EOAYE INPUT BERI RIS AL B2 BT, FATSAEEATId R PR, DME AL
FIRE ) AU bug: & AT BERUE BATA RS VFEHEARIIF AL, B al fe e x Bl
WA ARSI, AT REFRE B KA IR 1), AT ZE T NAZAIBAT A
BATEE THRPTAT IO DL, IXFE )8 RERS AR D AN Bl 230 ¢ 3 M,
DA BATAIANAR AL H & BACERIAGE R W T T S e A R, BT e xd e
A HILRE T TS

PITAT VAP T PR A U A 4L 1) 0 2 2 SREM DROP it o SRS (1) 10 B AEAS T (1) /N7
B FMEHT B, BRI AR T

7.2.8. FORWARD%%

TEARBIH,  FORWARD BEAL 5 AR D . 5, BATSHITA A & E
bad tcp packets #E. WHEFRATRTIEERE 2R, Erl DA 2 4B, sy
W& S IXAN H s v 1

IREUE £ 15 BiE W MK B R http://www.zzbaike.com



http://www.frozentux.net/iptables-tutorial/cn/iptables-tutorial-cn-1.1.19.html#UDPPACKETSCHAIN#UDPPACKETSCHAIN
http://www.frozentux.net/iptables-tutorial/cn/iptables-tutorial-cn-1.1.19.html#DEFAULTPOLICIES#DEFAULTPOLICIES

O A BT B K E BHwww.zzbaike.com) #E 4 HIE

Z a2 FORWARD B /) L BN T o 55— SuVF T A K B $LAN_IFACE )%
i, VAT, Wt v, AW LAVAT B B Y5 ] Internet. 3
A fu1F ESTABLISHED F1 RELATED R 25 (1) 6 A8 1ok B k4 o $ A5 UE, il i )
FRATTIT A 00 25 1y 3 1 [ I8 vy DR [ sl o Sy 7 A AT 11 P 1 e 5 1)
Internet, XUEHNPZ AN, BN IATLERT I O 29T FORWARD % ) AN BN
DROP [ o IXAFCE RN E IR 1), oA e AR ORUE RS v LA 1) Internet
(1A I BELLE T Internet X JRydak M4 A1 i) .

A BB AT — AR B H SRR, SR A SR A T ATArT A U D T 9
AR AR AT BERTE A IE T s 2 oAb, tlnml fe e I 2l XA
WLy INPUT BT BRI, FOERTZEAN], X HLHI & : “IPT FORWARD packet
died: ”o WU EEHR B HERIF, AT HA A HAL MR AU K —
(EsE

7.2.9. OUTPUT#%

T H LT3 ARG K8 A AR A, AR B ke, AL
- B Ak 5% () TP (435 LOCALHOST_IP, $LAN_IP ER$STATIC_IP ) HiKH)
Hedls, M BHZEILARIE Do B R FABAT A 15 LA AT BEARE N LA 7 Ik o )i )
I A2 FH R SRS 6 B4 S s DROP B[l f o IR, TRATERAT LA TR BT, 4k
I AT R AR el CRT e HAT B P R, B0 2 TR A T J 0 1) ) SR
EREZIR

7.2.10. PREROUTING#%

i S S, PREROUTINGEE (natZ (1)) J& 15 1% HH 2 B8 w) 28 i il 4 46 T AR
RIT, DL, BP0 ter K ) INPUTS FORWARDE o FATTHEIX it
WA IME— SRS, FRATHEAFA DAL R HARA N AR B BE TP ST A
I PREROUTINGEE K 23 LRI o — AN, o2 it 3X AU i) B HAth £ 48
SRR A . SR, AEIRXANEAT, FRATTARASSAT H 2 PREROUTING i »
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U RARRER,— LeAL L ONATERAE 9100, AR3E web serverfSHE T JRM A, X HLEL
SEARIBCE RIS o 9 PREROUT INGEE I VEANS FLAE 5517 A6

TR, PREROUTING % R GEMM 28 b4, ANBE#: FH KA
SR IRV 7K S M T R S R N A S U [

7.2.11. POSTROUTING#%

FRATT I I AT 55 I 12% A2 AL 3 Y 28 ML B 4, I 2 4 /DS BOR B2 (¥ . 3T
5 nat W) POSTROUTING . IMN T —4 3N, B2 A A Internet 42 H G
FoKAL, X eth0) KT VATHRNE . FEFTAH OB T IIA B, #iq7 L
A, EATTERA DLEGINC S o JET0-t 858 EAEAAN R A AR, X HJE nat
Fo A YHRATEIENAINE] POSTROUTING 55 A JE . —o $INET_IFACE &
€ ZEUCHC T M 1 INET_IFACE tH 218, XILBAMEMIE echo. ), &
I target W& &y SNAT. 3XHE, A7 LR AN R 25 th SVAT target AL3E,
ZJas Ak Internet B2 O HAE T o ANELE T SNAT nl2— @ EA
IP Hihik¥), F—to-source Ki% &ML,

LEXAN A, Fefi13E $SNAT T A HIMASQUERADE /& 15 Ji IR 1) o 32 2 1) J5 IR S
WA KA A TP b, ] SMATS BB IR A 2. 1B — AN AR FRA 124
XA R e AR DA B R o A SRR B A R TPk, ZEAH ST
SNAT, i& /2 A% FIMASQUERADE 4y if-, IR 4y e fij . 53 5 11y HL'& W LA H 33K 43 IPHbL: o
MR, HHALE RS 2 — A B R ARAE H DHCP, XFREHURARMEAF . AR AR
KT fEMASQUERADE targetffIREL, Ni%&EHMA re. DHCP. firewall. txt.

Chapter 8. #lFfaj/

ASTE (K] H A2 X 15 R 52 B 10 REA BACHR 25 LU S 1 I3, LR A
RTIXLEAIIHESE, R TIPS . XL AA AT S DL AR RE T 11,
EATATREIFAST G URIN T B o B2 b, 0 T REW ARG 2, o ER TR
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A FERX50, NI A A A RER SRR B 25— /N4 T IR
(MIE5H, IR A ILBA AR IX LS RIS B P fr Ab BE7 SC0E 2 BB 2 11

8.1. rc.firewall. txt AR &M

ASFETE A IR A AR A — R E SRR S 1 o B R, Wi IXFE R Lo
EEAB AL, AT FRATE AN R 2 Ak o AT L0 XA G AR 1 3¢
WY, T LI 2 fif St B iR SX S A O AT A s $ B IR 1R, LSRN AT
ATEFE EAE XRS5 o

T, RMERERE TR Ei R, IR E IR, XHRK
B, ERREIEAE R BOEFFE IR e 5T, i FLAER S
HAF 5 I IE

8.1.1. HIAZM

RO AR M PITAT AR K A S5 o I RAT AR IRy, wl et
Pt 1, BRARBRAF UL N AT A B TREX R 254

e NI E I, HL AR AR A s

o JUPAETIIA (shell-script) e Al S FC B IEIX .

A% Internet HERLHINCE . W RILATBEA EAT

Internet ¥E#%, X—#Bsrmtnl LABkd 250 VER, AILERATIZ RN, 1X—#o)

RSB EE LN, BARBATXERAT T TILA, (HAL N AT AT 1% Ff
1%

1. Configuration

1. Internet

aJ
Internet T .

1. DHCP —— i R MA ] 2] 1 DHCP,  FRA T3k B4 b 73 I A
PN E .

2. PPPoE U R ABSE A F T PPPoE 4%, b ZAE A
GEINAIDIRE

2. LAN —— TR K8 JE A R, A X R T K

LT AR FHEIX L, B RN LT B AR
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3. oMz —— JHHEZEHEX (DMZ zone) HIMLE . KESMEIAALH 2
XABEE, A IR S IARER R (1 32 B — ST I SR M 4, BRI 2
At (local-host) MK E . HARFEAEA]
HRAAREPIER, H— RS, WA A4 B SR e,

K iptables MR E . KO T, XHEHE
BH—MEE, JRIEN iptables F/F M4 &

WRIEH AR, NI T TRAEA N (/N
B, SEFRRAT AR NS, BaX ) L.

4. Localhost

5. iptables

6. Other

2. Module loading —— JIANAZYES— MY . E AWy, 5
P A5 ity AT, RN 28 0 B AN s B M A1

R, R RE s et SO0ERE . 2
AL S5, A LE B AR A5 (1, (HEATTR] et
AT I A, ARG, ROLER T IXA G,
X HLBG T L E AR, AT el
PO B B BRI g

2. Non—required modules

1. Required modules

XA AL E R, Pl e
MIAGE R T AR 2 e Ase i shae, sl LUS e,

X LIRS K proc RENIEE . WHR—
SERE IO 2, FATEE e, WERANE, St e R . KE04 I proc
PR EHHIEIXIL T, HImim A e i o

1. Required proc configuration

3. proc configuration

(6 T OB RE I 5 TR
FPATASTRI proc BT, " LA BhEL A SRt S A E sk P B . 20 I
2 5

2. Non—-required proc configuration

X HL BB R AN 2
i), BARENTRERA . B, AT ENATER S 7. %, XEIFRAE
FEPTAT IZFE IR LI

4. rules set up

WAE, NAZASIELIN T o FRHE A 1 K0 DU 28 B A b Sy
FeR 7 53R FEARMN /AN B B H o LA S AR R S N 2 EE 2 R (B
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BVE: MREEALERW 7, POy EmERA e o 54, Bodiga e
iptables —L % th (KING 3 A 22 IIAS HUR S BE (N VBB 1) (B IXAE,
T RATEEH

1. Filter table

e filter 38, I HIRATTSE 2L 00 E g .
N T ZR G0 N 0 1 SR . TR

SXWCE DROP, X T SLVFALE H ) Ik 45 BRI 23 75 i 1 WA b 25 LA ACCEPT . 3X A,
FRA T3 w] LA 7 5 1t A A7 FRATTAN AR A I8 FH ) o 11

2. Create user specified chains

1. Set policies

FEIX AN PrAT LU
S EIR AE . WERWAH S, TS ARERE T eI, BT AFRAT T2
SR ST X LA

AL H
S8 SCHE BT AT AL o FESe iR the m] AR J i (1 58 35 5 X S8 L, 2 pr LS 4
X)L, e A S R IO A i s B A 2, T RAT A .

3. Create content In user specified chains

4. INPUT chain —— @it INPUT BE RN .
M IR, Pt L1875 iptables —L 1% H A% =k Al
FRIRDUIFR), TXAEAR P M — LR A 2 A T8 T sk, JBE e VRV
5. FORWARD chain —— >} FORWARD #4561 ZEH0 0] .
6. OUTPUT chain —— >k OUTPUT BEGNZERIN . Hsz, frixH
B RLAR D
2. nat table EAFTE filter RZ 5, ZWE nat £ 71 . kAl

RO R . oG, FATARURE T TR AU (PR TR
filter RUEMELIENLH], TIAZEAD FNAT Thfg, KOG EATH e E
PR AERR N B) (U RZFERIN 2 BATIFTIT T NAT, (HIEEMNIEBATi2
170 B Ko AT, JAL nat REAFLHSE filter KN—A)Z. WL,
filter FiEMLy, nat LRZEIMNBIK—AJZ, mangle LRH 2. MALEU AT
K, XATREA mAX, HEIAEL T,

5 filter —FF, FAIEMKBLE FM

— MR, BRI, B ACCEPT, MUARLS. IXASFAN IZHLH RAUT ATt v,
FREUE 25 BiE T R ERL: http://www.zzbaike.com
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1 HBATEANAZAEIL LB SRR, DU BATME B 1 P8 5 DK B, W R
R SEHELUNAT 30 o FRATSRIK R ACCEPT, PR BEA A T IRANIZFEARL o
FERX LBV nat 4
MR B E . — BN, AN EAEX ) L ar, (HIRIERRE T
AT, BT — 287 o R, AESCRG N ERBE I 20— E A N B

2. Create user specified chains

E S A

3. Create content in user specified chains [EiayA=!
JE SCHET AR o

4, PREROUTING chain OO LA DNAT $RAE LG, 2

BBLHET o RHEB A A B 4008, s 2 40 BRI R T, oA 3R
MIARLEAS T e (5 B R e B K BT — AN K7, X 20 BATTH R
R . 28R, AT LEABR AT TIXACHE, RIS A 1 H IR st £
PEXHE R 55 o

5. POSTROUTING chain WAL ] SNAT #:4F,  mhSEAE gt
SEREI o AR AT BT — AN B AN R T BT KBS DR 1 B 2 A X (1 1
USRS BLIA Y, By UZAS A8 AT 1K) POSTROUTING /2 HH 2452 HI ). K
IEIT, BRATSAEH SNAT target, {HELEHEML, 41 PPPoE, FRATAEAMEH
MASQUERADE target.

ANEA 2 AR LT A2 2
AN 1k, FIERAETE A B S, QERIRE A BE T, BRI
PRIEAHD R R 25—y, S TEEINBIASGF LAY
B Jr B kR AL BE mangle £ T, T, K
ASMENE, B —RIGH T, EASPATANZZR], BRAMBATA 2557k
MR, Eetnoh TR — a2 6Ly, FATEG ¥ E TTL 5 TO0S 4%,
TEXA AR, fR 22 A o (AR m ik &2 H AN F 3] T mangle
KA

1. Set policies BUE NG . XA EM nat RJLT-58
Ao IXHEANZAMLIE, WANAZ T FAET A AR A A A 2
mangle () SEME BN ARG, BASBINIRIZXFEARL

IREUE £ 15 BiE W MK B R http://www.zzbaike.com
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3. mangle table
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2.
FASHIBIXAHE,
3.
5 SCRERR RN
4.
5.
6.
U

LIS
8.

AR

AT B E . L
P LI S AT . GR B e Ny, R e a .
AL H

Create user specified chains

Create content in user specified chains

PREROUTING —— ARG 1) Fr A7 BAIASFR AR AL e e e 7 FH )
ASHE R 1) T A AR AE I ST R
AN R IR DA BIAS R AAE I 2 7 R

INPUT chain

FORWARD chain

OUTPUT chain ATFE T 1) BT A RIS #0S AAE I B 7 37

POSTROUTING chain TG T BT A BEIAS # AR A I B 7t

SN 12 R ABE VR 20 LR 3 A K G4 2 BRIV AR EAT R A A A A

G T

VERE, LT R L S AR W R, MR AR
B, B E R T A A A B XA A R . T
JIERD BT BAT UL X G5 M1 SRl 1
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8.2. rc.firewall. txt

Trusted
Internal
Network
IP: 192.168.0.024

IFACE: ethi
IP: 192.168.0.2

Firewall

IFACE: ethD
IP: 194.236.50.155

A e, firewall. txt @ik, H-UH G AKEH E LY re. Fireval T C
ZML T ARTVEAN BOMARE, JLAB PR IAUAS R DLE A A B Y o SXANIIAS T2 22 B0
HATA I K BE M ZTT BT (0, AR, — AN Interneti# k. &
MBS DURARE — AN TP, ANTFEEDHCP, PPP,  SLIPSILAbAT A WY
NARENAS T BCIP . AR AREE RG4S A HT X Le B S AL AS, f 51
re. DHCP, firewall. txt&EE

JHIA re. firewall. txt e RIEMEH, KU T EA N HITEE, K
A PAAE e 1 gm et A%, W nT DAGm e A . G SRRSO T EIAS, B I N AR R
F B REAR B Bl S AT g 3 N A%

CONFIG_NETFILTER

CONFIG_IP_NF_CONNTRACK

CONFIG_IP NF_ IPTABLES

CONFIG_IP_NF_MATCH_LIMIT

e CONFIG IP NF MATCH STATE
FREUE 25 BiE T R ERL: http://www.zzbaike.com
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« CONFIG IP NF FILTER
« CONFIG IP NF NAT
« CONFIG TP NF TARGET LOG

8.3. rc.DMZ. firewall. txt

DMZ

HTTP
IP: 192.168.1.2

Trusted
Intemal
Metwork
IP: 192.160.0.0/24

DNE

IP: 192.168.1.3
IFACE: eth1 IFACE: ath2
IP: 192.168.0.1 IP: 192.168.1.1
Firewall
IFACE: ethO
IP: 194.236.50.152, 194.236.50.153,
194.236.50.154,
194.236.50.155

A e DMZ. firewall. txtTEEXf TG OLERXMER): A —DAEAERI NI,
—ADMZ, & —AInterneti®EHi . IX B FDMZIE Il S BB — X —HINAT $RAE1S 2
(¥, EHREIPHG GROEE PN F LREZAIPHEE W3R A 1ia1 HAh
(7572 R S DMZ: an SRR — A B, AR 10, ARG HEREAS 71 4y
Z5DMZ, FFR 7 KA C EARD () A I 5 Ah 0 TPHbdIE (R S — b7 k2 et
HEANMBEOL, IR —ANRBL, DMZ—ANEL, 8 ROE R AN R B
RI7F LA T, AR S — RGO —FE 1) o R, ERMITESZ RN
1P, — AR L, —ASE Fhbl gy BARGNE LR 7 MR
RIAHDAE B, XAMRRIEAE S IRE R o BLEPR I VERB— M2k A &
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RIE T o AIER L URSEILT KA HNAT T Beal AR, B BRI 2241,
B e, RO O AR SCHIVE R T .

RAAATELLU M, MBI Cedn ¥t T

o CONFIG NETFILTER

o CONFIG IP NF CONNTRACK

o CONFIG IP NF IPTABLES

o CONFIG IP NF MATCH LIMIT
o CONFIG IP NF MATCH STATE
o CONFIG IP NF FILTER

o CONFIG IP NF NAT

o CONFIG IP NF TARGET LOG

MBI UG Y BCAER BRI AR, — AN S5 ARI A Y, Al
fik 192.168. 0. 0/24, J3—AN2& DMZ (FRATTIE X R XF— ) NAT) , i F ik
192. 168. 1. 0/24. WA AM Internet [WFATMK DNS_IP Kk —AME, Ffl1aiss
SPEATH ONAT, 2 )G, S B bk gh4s 1) DMZ B DNS k4548 7, et
A LLEIIABLIE ) DNS 4548 #5000, DNS s #s AN B BIXAMEL, i AT 4
ZULT o TFIESEBL LR DVAT Die i) 4

$TPTABLES —t nat —A PREROUTING -p TCP —i $INET_IFACE —d

$DNS_TIP \

——dport 53 —j DNAT ——to-destination $DMZ DNS IP

AT LA H, XA A nat 210 PREROUTING 557, AL 1L 1K) 4
PERE: A 7ePEMX B 53 5 0, MBEIISINET TFACE #EA, i HE L
$DNS_IP S H[#. BEVCHCIALIEAT 4 DVAT target SKALEE, &304 B bl
MUk H——to-destination $5:& (b AE$DMZ_DNS_IP. IXik/& DVAT () TAFGAE.
VR IR B 25 0 Rk BB KB INT, 2 F BB un-DNAT.

REVE 245 BBV Mui K AR http://www.zzbaike.com
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U, R84 ] LSO AN A T o AT T A URANI] (0 2R PE AR A
(KA A BT 2, AT RERLE TR EE IR T, S UrHmk.

8.4. rc.DHCP. firewall. txt

Trusted
Internal
MNetwork
IP: 192.168.0.0/24

IFACE: eth1
IP: 192.168.0.2

Firawall

IFACE: ethD
IP: unknown

A e, DHCP. firewall. txtid Hl T ARLefii F DHCP. PPPESLIPE# Internet
(5o, MR IAS re. firewall. txt) L F—HE, B HHETIX A
AR HESTATIC_IP. AR T, s e ARSI IP— A M. A
FHRT T SR AR A 1) 252 AR D 1) AHE AT 28 N RAR T 3 T A A s . &0
REMFER:, XA ZZ MR IRRTT R T .

i E AT T RERLER.

e CONFIG_NETFILTER
e CONFIG_IP_NF_CONNTRACK

e CONFIG IP NF IPTABLES
FREUE 25 BiE T R ERL: http://www.zzbaike.com
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o CONFIG IP NF MATCH LIMIT

o CONFIG IP NF MATCH STATE

o CONFIG IP NF FILTER

o CONFIG IP NF NAT

o CONFIG IP NF TARGET MASQUERADE
o CONFIG IP NF TARGET LOG

TR 02 2 TR MR T A B STATIC TP LA RIE A 6 (T 4375 . LA,
FE L Y8 TR IL TR STATIC_IP (1), BLfESE INET_IFACE T . thahiti,
XA A, FATAE-d $STATIC_IP 1 it e &k, e —i
$INET_IFACE. X JL-T-&ME—fchde, 2o i,

AR 2L n) S T8 o IUAE, FRATANRERFAE INPUT HEAR IR L 56T, B
Ul-—in-interface $LAN IFACE ——dst $INET IP >RKi@FATiddE (FE&id: KX
I C IR E i INET_IP) o IXsmia A BERE T Internet $2 O HAT A AILLIE,
FEXFIELLT, A W 2005 ) ISR A8 Internet [ IP. dxX 2y HHI—2% ] i,
AT AT ABEE — i, S BAFER KB EI2AT HITP JIRS5 . QniakA v il
XM (Hrp, ETRE T AR HTTP RS 23 0 F SR, X T RE A
AT DNS R TTZE) , R B EE T o o0k NATEAE WML 23 1) DNS k) HTTP
MR 4525100 1P, ARG TR Ui XA 1P J7—BADRIE TR 1P Mk g, 1X
EHLTEABEVT R 2] HTTP T, Rl INPUTH%4> DROP XM (FFE:
K4 Internet #1[) IP AR ) o fERMEN T, REWSKAELERAFS IP
(RI, (RZEARAPIGBL T, FRAT AT DA I — 40000, DR & ZANVE: A 2 1 2
KA INET IP ¥, #5772, WJ ACCEPT.

U R AR L DART 1 N 2 45 2 B A T DRI AR TP A W] fig 2 2 i
P B b, AT LS — DA, BB Interne tERLIN R M
BT, 1 HE REM A% ifeonfight 4t - TP, FHEX TP A2 . 42
U A IR A ] — 25 R e F HOBAIAS, T pppd s I BIIAS ip-up. i Ag — 2L R,
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Unlinuxguruz. org, et TARZATHMIIA, VKn] LAER Sk A AL ZIERIGELAR E
IR

XABIALE re. firewall. txt W& PEEzE— . UHHHLHE
WK TR YA, DDA AT (TR T, BRSNS [

PR T

AT —FPTE R BRAT TP, B AL A BN _E SR 4

INET IP="ifconfig $INET IFACE | grep inet | cut -d : —f 2 |

cut -d’ ’ -f 1

TR AR BAE T A i feonf i g L HEH% FT$INET_IFACERIIP, It
Z5$INET_IP. SEUFMIIMZIEE A retreiveip. txt. (HEVERE, XANFEA]
RES TR —LEANIE R SO0, HEan By KRR A I 2 8] AT A 1k o T Tt
YOI — T B WL i) L

L R A AR S AE o — MR IS AT I, TR AR 32 1 PPP
daemonf3 FI, LA INEW not SYN rules (EAKAE QAH L & & SINFINEWHS
D W A T RS BT DA WS S R4 o an SRR I S RO, v e s AT =
HIE AR o

2. WL SRARANRR S CAT R, 1 SCELR s B R, AN AT
B, IXEBEA T . bedn, AR SCRRRE S A R R LR U7 [ By ok, A
e REF IR K85 L1 PPP daemon,  WTFANIH R ARAN H R BHLZE FRRIN], 764
eS8 UX AR 2

3 FIE T RE A LIX AT, BB LI B, XS — e A . Hn
PR A BEORIFR] 5, ARSI P 5 A I ) RS 2 AR 5 5 1)
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8.5. rc.UTIN. firewall. txt

UnTrusted
Internal
Network

IP: 192.168.0.0/24

IFACE: ethi

IP: 192.168.0.2
Firewall
L IFACE: sthD
Y IP: 194.236.50.155
Iinternet

WA e, UTIN. firewall. txtid T X FEMITE I : BATAMEATATAR 5 B K B
P W2, REN . FRATT R SRVF R WS POP3. HTTP FIFTP. 4T MInternet
S HERE, AUPRAHAD A —FE .

EBHIAS 5 22 AR D Re e

o CONFIG NETFILTER

o CONFIG IP NF CONNTRACK

o CONFIG IP NF IPTABLES

o CONFIG IP NF MATCH LIMIT
o CONFIG IP NF MATCH STATE
o CONFIG IP NF FILTER

o CONFIG IP NF NAT

o CONFIG IP NF TARGET LOG
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XA PIASTREAE 1 S5 ARG AE T, BRRATE SR T X2 A
AR BLSE, KB R R B i S e ok B AT A B K o XA BRA U AE i B
KEETFI 4 T AR o EA re. firewall. txt JFEA KL AR, HEDb
T LE SR VREAT AR .

8.6. rc.test—iptables. txt

XA A RMIR iptables HLFTA MEE. 4R, X EOARHE /R 11 T B 7 D
Lok Ak, WN4THF ip_forwarding st W 'H masquerading, %55, HEARIV) %%
THARM iptables, HUAILMEME. HSXA AN T L0G, PUMEREIC R
JRATIV ping iR 5% . X R, FoAr It ol LL T il Lb el o7 8 T LUK
BB . AW, SEIEATIXANMEA, FRAT A ping @14, W:

ping —c 1 host. on. the. internet

RIG 4 tail —n 0 —f /var/log/messages it nJ & 2 H T WFLe4E L A 2
AT, B IR 55 DR 2 Jt DR gl 3 4 T

S BRI A AN R AR T 5 0 o gl D, AN FH AU R
B, BRI — R T AR, X SR ik R H &K
1M1 H &2 1k — 201 DoS B o Bk nl g 3 BRI 1) DoS 2

HiZ Ja, RIS IELIE MBS B

8.7. rc.flush—-iptables. txt

rc. flush-iptables. txt ANAZBAAEIIA, EIUEEEINGZ A KR,
W, E A AT I terd& M INPUT. OUTPUTRY FORWARDSE (1) 20 5 g B4 Y ACCEPT,
SR G & natF R PREROUTING  POSTROUTINGI OUTPUTH: « FRAT X FEMAS % hy 1
R A A R AT T8 I (R T o o AN DA T A2 hy 977 K 8 4 R B FH 11
SEFRAT T HORLAT I T A B AR VE IR S EAN T B AT T
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ZJa, BANER Filter LEPTAMIGE, BRI VTR X, iAs
AT AANAZAAE N T o XAEEE IR AZIMIER 171 ter FER NAT B B &
SAET o X, AR TAEMNAZSER T o AR, WMRARHIRN T mangle 3%, W]
PAFEIXAN AR LA AR S (R S R0 o (B LSRR XA 1)

G U —F, AN S E IR A A8 S
rc. firewall JIA M, 1 HJ2H Red Hat Linux A KB, X
2 re. firewall g, XA ATLUEZ), HIRASIXFEA
(¥, DA —ANERE, 2RSS iptables IAEH 501,
ANAZH I Z 1) shell AKEA B IO shell BIAREA 5
VAo [ TR (R S KR, X Iz 2 T BRIV . X AR R R
WD IR IER S 11, DAJS R gk SRR

8.8. Limit—match. txt

XA ASE F R 1imit match (), W4 E/RB A limit match A& Qi T
TERY . BENXAAA,  H TSR RI [8] [] b A% ping 260, AT LUE oA~
A DU, Xt SO DT Al K. ARB% AT BUR H, 7E limit () burst
HFFRBIEZ AT, FTAI echo replies #i4xiPHJE .

8.9. Pid-owner. txt

EANEIAS LB T Wi {F ) PID owner match. ‘& dLszita#8%cAi, (HART] LA
Z24T—F, % iptables —L -v i & Ui I E A SZULEC T 28R VY,

8.10. Sid-owner. txt

YW SID owner match AR {E I — Mo [AIAE, Bt A A#EA, H
RArBLIsAT—F, fin4 iptables —L —v B < Ui B &l S UL IC T 2820,
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8.11. Ttl-inc. txt

AN BER T ] BB AT ) 7 K it g P A R R
FPE AR, AR LU ] B B H BAR 215 B

8.12. Iptables—save ruleset

XA T, ST A7 P R A R U B
iptables—savefy 2 & WA 1. FrlL, E®AELMAL, HE—NSFme.

fx A W WL R
AL BB LN &4

B AT IEAA T U AR — A0 H 34T, fi ] iptables A fir
IRACHFND Y AT AT AL Y2 21 17 2K T LA A W], AR B I A5 i
BT . MR, S TEALNR:

iptables -L

XA A4 AT R DA S S i TS X R S i e A AR . P, e
S S0 ete/services BN 44 7R 5, FIAHRIK DNS 15k #&oR 1P
Motk o AR5 PTRESS PR LL ), B, e AR ) LAN (1 IP Mkl (o
192. 168. 1. 1) fil# b AN N K144 o {H 192. 168. 0. 0/16 XA BAEFAR (1), ok
JEUE, RS IR SR L, TTANBEZE Internet HUE T, BT LIS AL Internet
0% DNS 25 ST . BRI, UAENTIXANHIHEIT, Ay R AL T . AT
WX GBI AR, BT A T

iptables -L —n

URARAEE BB A SR A L REACBEN ] PR e T, nT DAAE i (1Y)

WA G IN—A verbose ¥5ri&, WIF:
FREUE 25 BiE T R ERL: http://www.zzbaike.com
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iptables -L —n -v

ANELLT, iptables -L a2 m A& FE nat K HF mangle 1IN M (FH
AERT, BOARRE filter) , HFFEAH -t B0, LLan3A1HAEE nat RIH
RO, mH N Ay A

iptables -L -t nat

f£/proc B, FIREEAT —SESCAHRS BOGHR. P, URAT DAFEERR R A 1D 5K
REE PR REIER  XARAUT T AT AT, )] UERE T %
IR MERRAE T ARG BER, AR AREMEN, BT L, AN
ErE. W DU R R @ B X AR

cat /proc/net/ip conntrack | less

a2 BoR Y HT T A R BRI IE R, (H SR ARl ] A e R R
A.2. BIEME=X iptablesHn4

HIMEARIE iptables FRI— SR, FATEATARH AR A RALE, AN
W HFT R B S BARBIAR 2 K FIRXAN R O 1R], P DASRAR S 413K LI
B o WUERRBE AN RUNAT ), SRR e, B A KA SO -D |
"o JXFE, iptables b FREDBASH R AN, (HQURAER RN 5
AU LA RIREROREN, e L REMH B Sk B2 — 45 o WARARANEUZHE I i A 2
A P 5ok MM B s ARAEUINBSR: INPUT SE(05 10 200, w] LM H]
iptables —-D INPUT 10.

WA — PP OL, BUREE S REAEE, X IE-F, ton, BATENE A
A INPUT 88, A 0#r 22 iptables —F INPUT. {HJE2¥NF R, EI-F Jf
AN BE RS TG . PR, W R A AT 1 S B I 4% INPUT B 50 2 DROP,
EIE R SPHEFTA . B AA REE B IR ? B 1043 50 DROP A& Wi 1 &
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I, a2 AN TR, bedn, FRATTHE INPUT 51 S ms 5 ACCEPT, it H
iptables —-P INPUT ACCEPT.

®O&sS T MIkEEHEEiptablesfIHIA, W ilre, Flush-
iptables. txt (MisBAEHRI) , EHRE B ORI KEBAR, RaThesH
o AR Emang] e BELIAEL ST S B0 BURE, XA A AT .
KIATEI Are. firewall. txt B, F&A HPmangledk, FrLATE
rc. flush-iptables. txt H AR LBEAT S AR R (1) 1 52 Dy BE o

ff% B. &I 5 #E
B. 1. B )l

BRI, , IR RESE R ME, e, AR RN U A IR TR E 4
TR

insmod: iptable filter: no module by

that name found

AR TR B EN, BN AR LERERARAT vl fiE 24 A Hh i 2R 2E A
T o ARERIXAME RN, XRRNIZE SRR BT AR NPT,
S B SR (IR 5 A2 R T RIS AR T BE 1) iy 261k X5 RIS 0L, W]
AEE filter REATRAN, MIMUHBAHNIILIRE, HRARM filter £7T .
AN TR filter RN, LU Ny K

iptables -t filter -L

XA filter RELPTARIEE, B0E BT RIML 4TIRIERE
Bo WER—PIEHR, Sl a5 RREUNmMfE oL, S, XE RS DA
filter REIMA TR GEHE: AR H, REZHD .
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Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

UERARAA S RAT R Cilter K, RRINHLE L MEE

iptables

v1.2.5: can’t initialize iptables table filter : Table \

does not exist (do you need to insmod?)

Perhaps iptables or your kernel needs to be upgraded.

XA ) U AT L8 T, MR R BRATREA B AME R BB, FRATT S
BATEAHDN D BESm PR AL B s 28—, FERCER— RN AE 1) H s h 3 k81X A
B IR EIRAT e, AREi#E s T AR B, 837 Hldepmod —a
i A ST R B R, B AT U N R D RS PEE N (AR RS IRIE 2 1E
MR o HIRIE R HE L HAR R BN, (HIX BRI FE), AEERE, R R 2
IRBE DRI o Beam, 55— n) AT DA ] 5 i o 9 AZ A H s BLiz fTmake
modules_install 2 KAFH, IX YR EA BIHEM, B2 PEnY 44015 (compile)
M HASR A (build) o 28 AN @R AR A AR R 5, s AT— R
depmod -afir %, ZJGMEF R IER TAERITT . 55 =Nl @G sl AT
il 7, i HaXAS ) e % s/ b 2s ik AR IR B A . 582 1S B AT LATE L2 nux JE7ET
P
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{EIZAT iptables I, RG] RELS B S 4h— MR TE B -
iptables: No chain/target/match by that name

IXUCIIIREH (BEEK targets BX match NEAE, JRINGEIRZ, (Hip
FEVRBHS T 47 SRR AN AT Y BRI tho e AR ROR R i o B P
DIANRT I, Rl RESE RO PR AT RO E A IR, B ARZ ANV B IR, B
#Jt iptables HENBEHEMERIN R T o JBH, TRAIENIZHE E LS a
Ik, B SN target MIPFSATR, BE HLABR RN .

B.2. RiEESINKINEWRESE

iptables HAY “Bi " BA PRI LG LIUEH, FILMRZ A CY4R, i
RO AT Eo XA R gt WKL ARES NEW, 84 R E SYN
(LA Sl By kBl e Z B DU IXANRE AL BRSSO N , FoA AR AR
MR EAERA CEEI2 AN 5 — NPy KA < 8) C AL T~ ESTABLISHED IR (1% %
(R —3B 53 o IXAMRF RV I AN 2 (7 KBS P ) CAE R AT Re, 1 H T4
P e R 55 28 1) TG 5 R K A%, Gl B BJ7 it vl RS2 1 99 (99 917 K Bt (R4 o RE

FEOLFERFNG : RAS NEW 2 RV U 1 TCP RN, AVE =5
A3 ET. N TAFA RS, AT ZEAE DT K% INPUT %, OUTPUT BEA1
FORWARD #EIIAGR MR Gy sMMVEE PR “NEW not SYN rules” ,
TR SRED

$IPTABLES -A
INPUT —p tcp ! ——syn —m state ——state NEW —j LOG \
—log—prefix “New not syn:”

$IPTABLES —-A INPUT -p tcp ! ——syn -m state ——state NEW —j DROP
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%5, {E Netfilter/iptables JUH 1, XMk il 14T 4
BRSO B, SERIR U, EURIBE KRS L, B MR A
IH]ES

VR, XU T microsoft ) TCP/IP (R SZBLK) TCP/ TP w2 AT,
Z D IAEAT ) 77 A (R I 2 A 4 ) J o 40 SR 2 i microsof't FRI7= AR R,
FLAE bR RS NEW, A0 2 52 bR E SRR 5 2 57« 8 S R T A AR 1E 5 R,
SN o AE ) S AR L T, PO IE T T T o 3X A il 8 HH A DG P R B2 T
FEf MBI FIN/ACK A% HiJm, Netfilter RPIRZSHLHImE 255 4% . IR
IR R BN 0% . (HALEIXIS, Microsoft ABANE 36 IRR T4 K 1% b) A
M, IEAMEL R AR BB SYN FLBEACA 2 NEWARZS M4, ke st ol b
TRV . S Aih Ul 2 XA AN TT B 700, AMRIRE R e,
FULERU LI A 3ET—1og—headers M. IXFE, FRaATLAEA LG FR, MM
A DLEE L b T A AT RV

SHFIXANE, BAT L SR ) b, FEANERE (HLlnE A LAN R H
(KD CaEIy kB, i HANMHAEELE R 3) PPP INNEGE . 240R 53)) PPP 4%
I, WA S BIRIEAN IE R e T (be killed) o R, XHSTERE
M5O R A B &, BUEURIE conntrack Al nat VE N BEHUZAT, I HAFKIZITIR
AN BHUAS BN P AN ASTERCHS 24 B NN U RARTE )T K BE 2 A bl RigdT
telnet, 1 HEILIXA telnet EHISAT A re. firewall. txt, T L
R . R T R R IE XA |, ARSEHES — telnet 3ERE, BRIARMY
LR, PHGATIEF IR R, SR e N LT RN, B2 )5, i H telnet client
Y, daemon KA —4EHd . WORMNAZHOR T, ERIRERIS S A XA 2
I, BUATEILZ AT, S A G BUEAT T AR, SO IR b
AT ARBE SIN 94, KEARIA H telnet client B daemon & Hiff40 5 & A2
AW B, B mRINEEIER T, M, XAl
TR, ARG MR, TR 2 i
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B. 3. NEWIRZABISYN/ACKH,

Heut, TCP g Buiks fir HI BRI AU 515 0l (Sequence Number
Prediction) o FERXFRIGhy, Bl BHHM S — G P IP Vi B xf & (%
R XU AT A SR T, Bek R R AR E S BB G AE
BLT LS B Gm Bt S0 H 1D AR5 B OB 0 A8 AT 27 515

BATIRAE B WAL A 7 510 5 BB AR (P 3R B e W] ST, S 53 Yok
#[A] (attacker) X% — G HL T [0] (other host) a2 EH [V] (victim)
RIEH I .

1. [ATEATOT A TP Sy ifiiishit ) [V] A SYN.

2. [VI1n) [O] R SYN/ACK.

3. IR, A7 [0JLA RST [MINIXAN AR AN SYN/ACK, Hrehmh R T, (H4n 2 [0]
CARAXAGE TIE? e O s BGt (i SYN flood) Bk, Ei
W H, BE B RST AR KRS A4

4. R[0T BREMINIX & BE, 1 HLIAVRSR 78S, e st fig bl (0] ) &

TrAVIZIR T

HELPA T8 e AR 58 =28 LA RST [BINIBAN A AR SYN/ACK £, [Vt o Bt
i HRABESPOE R GFETE: PO EAIAS WAL T, Wi HaE vy s b I
R EE R R, Mg, 448D o BTLL, Al W, BRATROZ LLER 1 )y
2IA) [VI A& —A RST Ao dn RIRATAE IR “NEW not SYN rules”  (PEFif:
FE /N RN, SYN/ACK fughal LA B35 T . ik, Al
bad tcp packets BT W H RN

iptables —A
bad_tcp packets —p tcp —tcp—flags SYN, ACK SYN, ACK \
-m state ——state NEW —j REJECT —reject-with tcp-reset
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ZRE, ARARCh BN [0) AL AR D> T G VR S BRI, J
TR A BEN NFI X5 5 i X A AR L AR 17 D0 T it 22 42,
AL ABIWE, B2 A Kha B A LA DCEERR S ARG LT, BTk
LAl WA BB, A TN, AR Re g, M
PRI o XS AFAEIE A2 T J35h— 1L, w24 LA portscan (i
Hdas) & BIRAMBT K, Hr ke

B.4. {#FFAH IPHuHEfKIISP

) — L S R R e R e AR T, WA, B —An k-
T o RN PR P48 2 ISP 4Ky, (HIELE R AR ISP ZEARAN W 2% FLAE
PR ik, AR TANA B 1) o3 g Ja s A I RS . Swedish Internet
Service Provider FHLIEZEW L Telia fiie XA, HI4n7E DNS k45 2e |,
AbATIAE FH (¥ TP HhEBE s 10. x. x. xo FRATTIR A 20 38 3 1) ol U2, #EIX AN IHIAR L,
AT B, A AVEA 10 x. x. x R ISRV R BATT. NSRS, 6T
G, ST DNS BEIE R HUBE U 0], FAT TG AR 1 A — .
UL, FRATTEE LERI A H 216 B 45 By 130 g PR )L T B 4 R (AR
B A AR A U R

/usr/local/sbin/iptables -t nat —I PREROUTING -i
ethl —-s \
10.0.0.1/32 —j ACCEPT

RIS ERXLE ISP 152 TR 48R0 . 1X4Y TP HihEAVEN T iR R IXHE AR
M BELR IR, D BAFTE A IR X T A KSR B o i i 2 3]
H IS BE R, XA R ARG E 1, ABARANEE S A ARATT A 28 i DR At 5t
HEAHEA AR TR T
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B. 5. JATDHCPH(#E

— ELAR T fi# DHCP J& anfa] TAE (R, 3o Ak IS — MR E R TS5, (1
PRAZVN AR BN . ANTEEREN . 1558, FRATTZEW] () DHCP & TAEYE
UDP #pif(z L, FTEA, UDP BhSU@& 3 R I 38 — N4 fhe LR, FRATTR S
A2 WIS L BSCR A5 K 1K o 4, an RFRATT ¥ & T DHCP i % 1 ethO,
R ELRSE ethl Lff) DHCP #53K. A T iU PR4nLs, AT FHHTIF (allow)
DHCP 52 b5 FHI ff) UDP 3 11, —FR#0 S 67 A1 68, XM L1 fednvE e X, Fdi]
S EA RICHCE ARV . BIAE, RN A% X ANRE T

$IPTABLES -I INPUT —i $LAN IFACE -p udp ——dport 67:68 ——sport \

67:68 —j ACCEPT

TR DRI REWS 4532 Fr A7 K B RUAAE UDP i 1 67 68 [&dE, B BAN
Kz s, HIZIFAIEZ KMITRE, O3 4 H R e VF AN 67 B 68 i 4% (1) &
PBLARED I 8%, SERRIUGA v] LS ™14 — 44, {H -t Wi L 954% 52 B3 /) DHCP
TERONTRE B, M0 AN 22 /g BEAERIT K BT AN KR I RRARAE BRI U2
AR GERL, AR AT LU — ARG A B 5K

B.6. =FmIRC DCCHJ ) B

mIRC ff FH —MRF BRI e, & mT LAE mIRC M4 2 ik By ki, i m LA DCC
HERREAE DT KA TS MRS UL B IES TAE. W 3Ubik Al iptables 4
ip_conntrack irc B ip nat irc &M, M mIRC ARE LAET .
5] BE T mIRC 2% H B0 A 3EAT NAT #8405, IXFE SRR KBS 5, B Kasate
RAFNTE LS AT 2T, WARTEZE M. WA K AAL B, B
T A G IP 1) IRC JIRg5d%, AR HIASHihik &% DCC 15K e mIRC ANAy
SR 7 i BRI W LI Rh 7 A B ok A XA

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

FTHF “1 am behind a firewall” (FRAERGKESF) XN E LI H AL
ip _conntrack irc fll ip nat irc #iER, &S F Netfilter W5 “Forged

DCC send packet” [Jic>.

o ] B A R I AN EE R mIRC IR ETNM AL iptables SRAMEIX LT

o S LA M5 UF mIRC, ©ASREAER] KM IS THI I o

M C. ICMPHY

IX 2 — AN LK) TOMP R (R 51 3%

4

Table C-1. ICMP &%

TYPE CODE Description Query Error

0 0 Echo Reply——[FliZ.pV4%% (Ping X
W2

3 0 Network Unreachable WX 2% X
ANHJik

3 1 Host Unreachable FHAT] X
ik

3 2 Protocol Unreachable i X
ANufik

3 3 Port Unreachable i AN [] X
ik

3 4 Fragmentation needed but no X

frag. bit set BT AE %

BRI HA
3 5 Source routing failed——JuG X
B R
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TYPE CODE
3 6
3 7

3 8
3 9
3 10
3 11
3 12
3 13
3 14
3 15

Description

Destination network

SNBSSl

unknown

Destination host unknown

ERREIE N

Source host isolated

WENRE (Fk

(obsolete)
AHD

Destination network

administratively prohibited
H PR 99 2840 i il 27 1

Destination host

administratively prohibited
H K = L om i 4%

Network unreachable for
TOS——1 T M55 282 TOS, 45 AR]
ik

Host unreachable for TOS——
H T Mg AL 108, EHIAAE

Communication

administratively prohibited by
T8 , 1015t 5 ol

filtering

2k

Host precedence violation
FALBAL
Precedence cutoff in

oA

effect

IREUE £ 15 BiE W MK B R http://www.zzbaike.com
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TYPE

4

10

11

11

12

CODE

0

Description

I SNET

Source quench

(CREAR D

I

Redirect for network

2% SE [f]

Redirect for host F EHLEE
5E 7]
Redirect for TOS and

X Hik 55 S BTN 9 2% 5

network

il

Redirect for TOS and host
Kof Ak 45 S TN ML 5 )
] {21 >Rk

Echo request

(Ping i3Kk)

Router advertisement

Al

i

Route solicitation 2
ik
TTL equals 0 during

ARk 3 1] A= A7 N 18] 2y O

transit

TTL equals 0 during
reassembly——7EH IR 4 B ][] 7
AEIN TR A 0

IP header bad (catchall
SRR TP B CRLAR & 22

error)

=P

IREUE £ 15 BiE W MK B R http://www.zzbaike.com

Query

Error



O AT d K A B www.zzbaike.com) #FE 4 HIE

TYPE CODE Description Query Error
12 1 Required options missing X
2D Db 5 1) 1 T3
13 0 Timestamp request X
(obsolete) NIRRT K (PERAN
AD
14 Timestamp reply X
(obsolete) I TR 2 (PEEEAS
AD
15 0 Information request X

(obsolete) — 15 Bk (FERAHD

16 0 Information reply X
(obsolete) 5 BN (ERA D

17 0 Address mask request Hiuil: X
NN

18 0 Address mask reply——HbhlF4 X
i 25

fff% D, HoAh BRI

XA SRR R, BONIX LT IR TAVDE R, ARE R AR
A

o ip-sysctl. txt —REW 2. 4. 14, —F5 TIPS HI S 56 /)
W% CE.

e The Internet Control Message Protocol —— kR IFHITELN /44 1CMP
PRI SCE, 7 ERalph Walden,
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http://www.ee.siue.edu/%7Erwalden/networking/icmp.htm
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e RFC 792 - Internet Control Message Protocol ——ICMPHIA )& AL,
WERARAR ST TOMPER LTI s IR SRR 1 SE R B 7 o /35 : J. Postel.
TCPHIAL BT, M 1981
IS, ERSCA TCPIIIE 1o HERARAE SJTCP, Bt S G HARPEAR
SRIGSCEE . YE#: J. Postel

e ip dynaddr. txt —KHW# 2. 4. 14, Tl sysctl flproc &40
WHEip dynaddr &% (&,

o iptables.8 iptables 1.2.4 (#5E), XEHMLIRAK . fE/REEE
iptablesHU N, Xt —MREFHIZH, IRMAZIEE WL S L.

HiStuart Clarky (¥ —A~/NNRPDESCAF,
U AR KEERCE RS HERE, WRBE B SR KR A 5 ) .
Netfilterfliptableslf & /7 Mk, &
N HEAElinux Bl B iptables ! Netfilterft) N b F| 2 4k,

e http://www. netfilter. org/documentation/index. html#FAQ ——& J5

e RFC 793 — Transmission Control Protocol

e Firewall rules table

e http://www.netfilter. org/

HINetfilter Frequently Asked Questions, J=JVU5 T fitiptablesflINetfilter
[ AL .

e http://www. netfilter. org/unreliable—guides/packet—filtering—HOW
R U (A E SRR R, A T W iptables# AT
k. fE& iptables FiNetfilter%OJFK#H Z—Rusty Russell.

e http://www.netfilter. org/unreliable-guides/NAT-HOWTO/index. html
—— P LA R AR GF (4R o A+ 72 iptablesMINetfilter %O TIT K
# 2 —Rusty Russell.

TO/index. html

e http://www.netfilter. org/unreliable—guides/netfilter—hacking-HO
WT0/index. html —— AR RISCF AT {ENetfilter fliptables /)™
A, WA R g AT, XEH P . 1k ZRusty Russell,

AR R B R 9 0L, FLA
T Internet K7k TiptablesEs:, JUHEERHWE TIRZ W AR
AT S i iptables A 4%z .

e http://www. linuxguruz. org/iptables/
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http://ipsysctl-tutorial.frozentux.net/other/rfc792.txt
http://www.frozentux.net/iptables-tutorial/cn/other/rfc793.txt
http://www.frozentux.net/iptables-tutorial/cn/other/ip_dynaddr.txt
http://www.frozentux.net/iptables-tutorial/cn/other/iptables.html
http://www.frozentux.net/iptables-tutorial/cn/other/firewall_rules_table_final.pdf
http://www.netfilter.org/
http://www.netfilter.org/documentation/index.html#FAQ
http://www.netfilter.org/unreliable-guides/packet-filtering-HOWTO/index.html
http://www.netfilter.org/unreliable-guides/packet-filtering-HOWTO/index.html
http://www.netfilter.org/unreliable-guides/NAT-HOWTO/index.html
http://www.netfilter.org/unreliable-guides/netfilter-hacking-HOWTO/index.html
http://www.netfilter.org/unreliable-guides/netfilter-hacking-HOWTO/index.html
http://www.linuxguruz.org/iptables/
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R CEN® T
iptables [ 2l 5 W [l M (1 T B, DA W] i i AR D 1R e sh A AR I v - S L B 1 3
HOAEEOR G AU N iptables ) —AMRRERIY “ZE1EFIR” .

IS A S Tackware S AT R HHHE ) o AR AT LA
WSO R B PRSI R M, AnIP, TCMPERTCPR Y. ) 5 At .

P SCAR 2 S ackware AT R HEL T B AR w1
P18, ARATLORECT A4 B sl A4 1

TETF 7 il 7& A 4E 7 TR R B oA 1)
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Appendix G. History

Version 1.1.19 (21 May 2003)

By: Oskar Andreasson
Contributors: Peter van Kampen, Xavier Bartol, Jon Anderson, Thorste
n Bremer

and Spanish Translation Team.
Version 1.1.18 (24 Apr 2003)

By: Oskar Andreasson
Contributors: Stuart Clark, Robert P. J. Day, Mark Orenstein and Ed

mond Shwayri.
Version 1.1.17 (6 Apr 2003)

By: Oskar Andreasson

Contributors: Geraldo Amaral Filho, Ondrej Suchy, Dino Conti, Rober
t P. J. Day,

Velev Dimo, Spencer Rouser, Daveonos, Amanda Hickman, Olle Jonsson a
nd

Bengt Aspvall.
Version 1.1.16 (16 Dec 2002)

By: Oskar Andreasson

Contributors: Clemens Schwaighower, Uwe Dippel and Dave Wreski.
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Version 1.1.15 (13 Nov 2002)

By: Oskar Andreasson
Contributors: Mark Sonarte, A. Lester Buck, Robert P. J. Day, Togan
Muftuoglu,

Antony Stone, Matthew F. Barnes and Otto Matejka.

Version 1.1.14 (14 Oct 2002)

By: Oskar Andreasson
Contributors: Carol Anne, Manuel Minzoni, Yves Soun, Miernik, Uwe D
ippel,

Dave Klipec and Eddy L O Jansson.

Version 1.1.13 (22 Aug 2002)
http://iptables— tutorial. haringstad. com
By: Oskar Andreasson

Contributors: Tons of people reporting bad HTML version.

Version 1.1.12 (19 Aug 2002)

http://www. netfilter. org/tutorial/

By: Oskar Andreasson

Contributors: Peter Schubnell, Stephen J. Lawrence, Uwe Dippel, Brad
ley

Dilger, Vegard Engen, Clifford Kite, Alessandro Oliveira, Tony Earns
haw,

Harald Welte, Nick Andrew and Stepan Kasal.

Version 1.1.11 (27 May 2002)
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http://www. netfilter. org/tutorial/

By: Oskar Andreasson

Contributors: Steve Hnizdur, Lonni Friedman, Jelle Kalf, Harald Wel
te,

Valentina Barrios and Tony Earnshaw.

Version 1.1.10 (12 April 2002)
http://www. boingworld. com/workshops/linux/iptables—tutorial/
By: Oskar Andreasson

Contributors: Jelle Kalf, Theodore Alexandrov, Paul Corbett, Rodrigo

Rubira Branco, Alistair Tonner, Matthew G. Marsh, Uwe Dippel, Evan

Nemerson and Marcel J.E. Mol.

Version 1.1.9 (21 March 2002)

http://www. boingworld. com/workshops/linux/iptables—tutorial/

By: Oskar Andreasson

Contributors: Vince Herried, Togan Muftuoglu, Galen Johnson, Kelly A
she, Janne

Johansson, Thomas Smets, Peter Horst, Mitch Landers, Neil Jolly, Jel
le Kalf,

Jason Lam and Evan Nemerson.

Version 1.1.8 (5 March 2002)
http://www. boingworld. com/workshops/linux/iptables—tutorial/

By: Oskar Andreasson

Version 1.1.7 (4 February 2002)

http://www. boingworld. com/workshops/linux/iptables—tutorial/
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By: Oskar Andreasson

Contributors: Parimi Ravi, Phil Schultz, Steven McClintoc, Bill Doss
ett,

Dave Wreski, Erik Sj fift

und, Adam Mansbridge, Vasoo Veerapen, Aladdin and

Rusty Russell.

Version 1.1.6 (7 December 2001)
http://people. unix—fu. org/andreasson/

By: Oskar Andreasson

Contributors: Jim Ramsey, Phil Schultz, Gf# an B 5%

e, Doug Monroe, Jasper

Aikema, Kurt Lieber, Chris Tallon, Chris Martin, Jonas Pasche, Jan

Labanowski, Rodrigo R. Branco, Jacco van Koll and Dave Wreski.

Version 1.1.5 (14 November 2001)
http://people. unix—fu. org/andreasson/
By: Oskar Andreasson

Contributors: Fabrice Marie, Merijn Schering and Kurt Lieber.

Version 1.1.4 (6 November 2001)

http://people. unix—fu. org/andreasson

By: Oskar Andreasson

Contributors: Stig W. Jensen, Steve Hnizdur, Chris Pluta and Kurt Li

eber.

Version 1.1.3 (9 October 2001)
http://people. unix—fu. org/andreasson

By: Oskar Andreasson
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Contributors: Joni Chu, N.Emile Akabi- Davis and Jelle Kalf.

Version 1.1.2 (29 September 2001)
http://people. unix—fu. org/andreasson

By: Oskar Andreasson

Version 1.1.1 (26 September 2001)
http://people. unix—fu. org/andreasson
By: Oskar Andreasson

Contributors: Dave Richardson.

Version 1.1.0 (15 September 2001)
http://people. unix—fu. org/andreasson

By: Oskar Andreasson

Version 1.0.9 (9 September 2001)
http://people. unix—fu. org/andreasson

By: Oskar Andreasson

Version 1.0.8 (7 September 2001)
http://people. unix—fu. org/andreasson

By: Oskar Andreasson

Version 1.0.7 (23 August 2001)
http://people. unix—fu. org/andreasson
By: Oskar Andreasson

Contributors: Fabrice Marie.

Version 1.0.6
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http://people. unix—fu. org/andreasson

By: Oskar Andreasson

Version 1.0.5
http://people. unix—fu. org/andreasson
By: Oskar Andreasson

Contributors: Fabrice Marie.

Appendix H. GNU Free Documentation
License

Version 1.1, March 2000

Copyright (C) 2000 Free Software Foundation, Inc. 59 Temple Place,
Suite 330, Boston, MA 02111-1307 USA Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is

not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
written document “free” in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying
it, either commercially or noncommercially. Secondarily, this License
preserves for the author and publisher a way to get credit for their work,

while not being considered responsible for modifications made by others.

This License is a kind of “copyleft”, which means that derivative

works of the document must themselves be free in the same sense. It
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complements the GNU General Public License, which is a copyleft license

designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free program
should come with manuals providing the same freedoms that the software
does. But this License is not limited to software manuals; it can be used
for any textual work, regardless of subject matter or whether it is
published as a printed book. We recommend this License principally for

works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work that contains a notice
placed by the copyright holder saying it can be distributed under the terms
of this License. The “Document”, below, refers to any such manual or work.

Any member of the public is a licensee, and is addressed as “you”.

A "Modified Version” of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with modifications

and/or translated into another language.

A “Secondary Section” is a named appendix or a front-matter section
of the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document’ s overall subject
(or to related matters) and contains nothing that could fall directly
within that overall subject. (For example, if the Document is in part a
textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection
with the subject or with related matters, or of legal, commercial,

philosophical, ethical or political position regarding them.
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The “Invariant Sections” are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice that

says that the Document is released under this License.

The “Cover Texts” are certain short passages of text that are listed,
as Front—Cover Texts or Back—-Cover Texts, in the notice that says that

the Document is released under this License.

A “Transparent” copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general
public, whose contents can be viewed and edited directly and
straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or for
automatic translation to a variety of formats suitable for input to text
formatters. A copy made in an otherwise Transparent file format whose
markup has been designed to thwart or discourage subsequent modification
by readers is not Transparent. A copy that is not “Transparent” is called

”Opaque”.

Examples of suitable formats for Transparent copies include plain
ASCIT without markup, Texinfo input format, LaTeX input format, SGML or
XML using a publicly available DTD, and standard—-conforming simple HTML
designed for human modification. Opaque formats include PostScript, PDF,
proprietary formats that can be read and edited only by proprietary word
processors, SGML or XML for which the DTD and/or processing tools are not
generally available, and the machine—generated HTML produced by some word

processors for output purposes only.

The “Title Page” means, for a printed book, the title page itself,

plus such following pages as are needed to hold, legibly, the material
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this License requires to appear in the title page. For works in formats
which do not have any title page as such, “Title Page” means the text near
the most prominent appearance of the work’ s title, preceding the beginning

of the body of the text.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies to
the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in
exchange for copies. If you distribute a large enough number of copies

you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and

you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies of the Document numbering more than 100,
and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts:
Front—Cover Texts on the front cover, and Back—Cover Texts on the back
cover. Both covers must also clearly and legibly identify you as the
publisher of these copies. The front cover must present the full title
with all words of the title equally prominent and visible. You may add

other material on the covers in addition. Copying with changes limited
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to the covers, as long as they preserve the title of the Document and
satisfy these conditions, can be treated as verbatim copying in other

respects.

If the required texts for either cover are too voluminous to fit
legibly, you should put the first ones listed (as many as fit reasonably)

on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, youmust either include a machine-readable Transparent copy
along with each Opaque copy, or state in or with each Opaque copy a
publicly—accessible computer—network location containing a complete
Transparent copy of the Document, free of added material, which the
general network-using public has access to download anonymously at no
charge using public—standard network protocols. If you use the latter
option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent
copy will remain thus accessible at the stated location until at least
one year after the last time you distribute an Opaque copy (directly or

through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of
the Document well before redistributing any large number of copies, to

give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under
the conditions of sections 2 and 3 above, provided that you release the
Modified Version under precisely this License, with the Modified Version

filling the role of the Document, thus licensing distribution and
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modification of the Modified Version to whoever possesses a copy of it.

In addition, you must do these things in the Modified Version:

A.Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions (which
should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original
publisher of that version gives permission.

B.List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has less than five).

C.State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent
to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice
giving the public permission to use the Modified Version under the terms
of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Document’ s license notice.

H. Include an unaltered copy of this License.

. Preserve the section entitled “History”, and its title, and add to
it an item stating at least the title, year, new authors, and publisher
of the Modified Version as given on the Title Page. If there is no section
entitled "History” in the Document, create one stating the title, year,

authors, and publisher of the Document as given on its Title Page, then
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add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was based
on. These may be placed in the “History” section. You may omit a network
location for a work that was published at least four years before the
Document itself, or if the original publisher of the version it refers
to gives permission.

K. In any section entitled “Acknowledgements” or “Dedications”,
preserve the section’s title, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/or
dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not
considered part of the section titles.

M. Delete any section entitled “Endorsements”. Such a section may not
be included in the Modified Version.

N.Do not retitle any existing section as “Endorsements” or to conflict

in title with any Invariant Section.

If the Modified Version includes new front—matter sections or
appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designhate some or all
of these sections as invariant. To do this, add their titles to the list
of Invariant Sections in the Modified Version’ s license notice. These

titles must be distinct from any other section titles.

You may add a section entitled “Endorsements”, provided it contains

nothing but endorsements of your Modified Version by various parties—for
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example, statements of peer review or that the text has been approved by

an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front—-Cover Text, and
a passage of up to 25 words as a Back—Cover Text, to the end of the list
of Cover Texts in the Modified Version. Only one passage of Front—Cover
Text and one of Back—Cover Text may be added by (or through arrangements
made by) any one entity. If the Document already includes a cover text
for the same cover, previously added by you or by arrangement made by the
same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous

publisher that added the old one.

The author (s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or imply

endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections
of all of the original documents, unmodified, and list them all as

Invariant Sections of your combined work in its license notice.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single copy.
If there are multiple Invariant Sections with the same name but different
contents, make the title of each such section unique by adding at the end
of it, in parentheses, the name of the original author or publisher of

that section if known, or else a unique number. Make the same adjustment
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to the section titles in the list of Invariant Sections in the license

notice of the combined work.

In the combination, you must combine any sections entitled “History”
in the various original documents, forming one section entitled “History”;
likewise combine any sections entitled “Acknowledgements”, and any
sections entitled “Dedications”. You must delete all sections entitled

"Endorsements. ”

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other
documents released under this License, and replace the individual copies
of this License in the various documents with a single copy that is
included in the collection, provided that you follow the rules of this
License for verbatim copying of each of the documents in all other

respects.

You may extract a single document from such a collection, and
distribute it individually under this License, provided you insert a copy
of this License into the extracted document, and follow this License in

all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
distribution medium, does not as a whole count as a Modified Version of
the Document, provided no compilation copyright is claimed for the
compilation. Such a compilation is called an “aggregate”, and this License

does not apply to the other self-contained works thus compiled with the
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Document, on account of their being thus compiled, if they are not

themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one quarter of
the entire aggregate, the Document’ s Cover Texts may be placed on covers
that surround only the Document within the aggregate. Otherwise they must

appear on covers around the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions
of these Invariant Sections. You may include a translation of this License
provided that you also include the original English version of this
License. In case of a disagreement between the translation and the
original English version of this License, the original English version

will prevail.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document
except as expressly provided for under this License. Any other attempt
to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties

who have received copies, or rights, from you under this License will not
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have their licenses terminated so long as such parties remain in full

compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the
GNU Free Documentation License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to

address new problems or concerns. See http://www. gnu. org/copyleft/.

Each version of the License is given a distinguishing version number.
If the Document specifies that a particular numbered version of this
License “or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or
of any later version that has been published (not as a draft) by the Free
Software Foundation. If the Document does not specify a version number
of this License, you may choose any version ever published (not as a draft)

by the Free Software Foundation.

How to use this License for your documents

To use this License in a document you have written, include a copy
of the License in the document and put the following copyright and license

notices just after the title page:

Copyright (c) YEAR YOUR NAME. Permission is granted to copy,
distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.1 or any later version published by the
Free Software Foundation; with the Invariant Sections being LIST THEIR

TITLES, with the Front—Cover Texts being LIST, and with the Back—Cover
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Texts being LIST. A copy of the license is included in the section entitled

"GNU Free Documentation License”.

If you have no Invariant Sections, write “with no Invariant Sections”
instead of saying which ones are invariant. If you have no Front—Cover
Texts, write “no Front—Cover Texts” instead of “Front—Cover Texts being

LIST”: likewise for Back—Cover Texts.

If your document contains nontrivial examples of program code, we
recommend releasing these examples in parallel under your choice of free
software license, such as the GNU General Public License, to permit their

use in free software.

Appendix I. GNU General Public License
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple
Place, Suite 330, Boston, MA 02111-1307 USA Everyone is permitted to copy
and distribute verbatim copies of this license document, but changing it

is not allowed.

0. Preamble

The licenses for most software are designed to take away your freedom
to share and change it. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change free software—to
make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation’ s software and

to any other program whose authors commit to using it. (Some other Free
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Software Foundation software is covered by the GNU Library General Public

License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have the
freedom to distribute copies of free software (and charge for this service
if you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free programs;

and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you

distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that you
have. You must make sure that they, too, receive or can get the source

code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to copy,

distribute and/or modify the software.

Also, for each author’ s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free software.
If the software is modified by someone else and passed on, we want its
recipients to know that what they have is not the original, so that any
problems introduced by others will not reflect on the original authors’

reputations.
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Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free program
will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must

be licensed for everyone’ s free use or not licensed at all.

The precise terms and conditions for copying, distribution and

modification follow.

1. TERMS AND CONDITIONS FOR COPYING,
DISTRIBUTION AND MODIFICATION

1. This License applies to any program or other work which contains
anotice placed by the copyright holder saying it may be distributed under
the terms of this General Public License. The “Program”, below, refers
to any such program or work, and a “work based on the Program” means either
the Program or any derivative work under copyright law: that is to say,
a work containing the Program or a portion of it, either verbatim or with
modifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term “modification”.)

Fach licensee is addressed as “you”.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of running
the Program is not restricted, and the output from the Program is covered
only if its contents constitute a work based on the Program (independent
of having been made by running the Program). Whether that is true depends

on what the Program does.
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2. You may copy and distribute verbatim copies of the Program’ s source
code as you receive it, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this
License and to the absence of any warranty; and give any other recipients

of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and

you may at your option offer warranty protection in exchange for a fee.

3. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and distribute
such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

1. You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

2. You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or any part
thereof, to be licensed as a whole at no charge to all third parties under
the terms of this License.

3. If the modified program normally reads commands
interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that
there is no warranty (or else, saying that you provide a warranty) and
that users may redistribute the program under these conditions, and
telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an

announcement. )
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These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program, and
can be reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to

each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or collective

works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of a
storage or distribution medium does not bring the other work under the

scope of this License.

4. You may copy and distribute the Program (or a work based on it, under
Section 2) in object code or executable form under the terms of Sections
1 and 2 above provided that you also do one of the following:

A. Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections 1 and
2 above on a medium customarily used for software interchange; or,

B. Accompany it with a written offer, valid for at least three years,
to give any third party, for a charge no more than your cost of physically

performing source distribution, a complete machine-readable copy of the
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corresponding source code, to be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,
C. Accompany it with the information you received as to the offer to
distribute corresponding source code. (This alternative is allowed only
for noncommercial distribution and only if you received the program in
object code or executable form with such an offer, in accord with

Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source code
means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the executable. However, as a special exception, the
source code distributed need not include anything that is normally
distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the

executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent access
to copy the source code from the same place counts as distribution of the
source code, even though third parties are not compelled to copy the source

along with the object code.

5. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt otherwise
to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties

who have received copies, or rights, from you under this License will not
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have their licenses terminated so long as such parties remain in full
compliance.

6. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program),
you indicate your acceptance of this License to do so, and all its terms
and conditions for copying, distributing or modifying the Program or works
based on it.

7.Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further restrictions
on the recipients’ exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

8. 1f, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute
so as to satisfy simultaneously your obligations under this License and
any other pertinent obligations, then as a consequence you may not
distribute the Program at all. For example, if a patent license would not
permit royalty—free redistribution of the Program by all those who receive
copies directly or indirectly through you, then the only way you could
satisfy both it and this License would be to refrain entirely from

distribution of the Program.
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If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other

circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any such
claims; this section has the sole purpose of protecting the integrity of
the free software distribution system, which is implemented by public
license practices. Many people have made generous contributions to the
wide range of software distributed through that system in reliance on
consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other

system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed

to be a consequence of the rest of this License.

If the distribution and/or use of the Program is restricted in certain
countries either by patents or by copyrighted interfaces, the original
copyright holder who places the Program under this License may add an
explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if

written in the body of this License.

9. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such new versions
will be similar in spirit to the present version, but may differ in detail

to address new problems or concerns.
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Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and “any
later version”, you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free

Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

11. NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
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INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARTSING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

2. How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these

terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively convey
the exclusion of warranty; and each file should have at least the

“copyright” line and a pointer to where the full notice is found.

<one line to give the program’s name and a bri e
f idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by the
Free Software Foundation; either version 2 of the License, or (at your

option) any later version.
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This program is distributed in the hope that it will be useful, but
WITHOUT ANY WARRANTY:; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General

Public License for more details.

You should have received a copy of the GNU General Public License along
with this program; if not, write to the Free Software Foundation, Inc.,

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper

mail.

If the program is interactive, make it output a short notice like this

when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author Gnomovision
comes with ABSOLUTELY NO WARRANTY; for details type showw . This is free
software, and you are welcome to redistribute it under certain conditions;

type show ¢’ for details.

The hypothetical commands show w and show ¢’ should show the
appropriate parts of the General Public License. Of course, the commands
you use may be called something other than show w and show ¢’ ; they

could even be mouse—-clicks or menu items——whatever suits your program.

You should also get your employer (if you work as a programmer) or
your school, if any, to sign a “copyright disclaimer” for the program,

if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the p
rogra m

“Gnomovision’ (which makes passes at compilers) written by James Hac
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ker.
{signature of Ty Coon»>, 1 April 1989
Ty Coon, President of Vice
This General Public License does not permit incorporating your program
into proprietary programs. If your program is a subroutine library, you
may consider it more useful to permit linking proprietary applications
with the library. If this is what you want to do, use the GNU Library

General Public License instead of this License.

iz J. ~BIEA B4R
J. 1. rc.firewal 1jiAH5

#!/bin/sh

# rc. firewall — Initial SIMPLE IP Firewall script for Linux 2. 4. x and

iptables

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>

# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published

by

# the Free Software Foundation; version 2 of the License.

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
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# GNU General Public License for more details.

# You should have received a copy of the GNU General Public License

# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.

# 1.1 Internet Configuration.

INET_IP="194. 236. 50. 155"

INET_TFACE="eth0”

INET_BROADCAST="194. 236. 50. 255"

# 1.1.1 DHCP

# 1.1.2 PPPoE

# 1.2 Local Area Network configuration.

# your LAN’ s IP range and localhost IP. /24 means to only use the first
24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0

LAN_TP="192. 168. 0. 2"

LAN_TP_RANGE="192. 168.0.0/16”

LAN IFACE="ethl”
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# 1.3 DMZ Configuration.

# 1.4 Localhost Configuration.

L0 TFACE="10"

LO_TP="127.0.0.1"

# 1.5 IPTables Configuration.

IPTABLES="/usr/sbin/iptables”

# 1.6 Other Configuration.

# 2. Module loading.

# Needed to initially load modules

/sbin/depmod —a

# 2.1 Required modules

/sbin/modprobe ip tables

/sbin/modprobe ip conntrack

/sbin/modprobe iptable filter

/sbin/modprobe iptable mangle

/sbin/modprobe iptable nat

/sbin/modprobe ipt LOG

/sbin/modprobe ipt limit
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/sbin/modprobe ipt state

# 2.2 Non—Required modules

#/sbin/modprobe

#/sbin/modprobe

#/sbin/modprobe

#/sbin/modprobe

#/sbin/modprobe

#/sbin/modprobe

#/sbin/modprobe

ipt_owner

ipt_REJECT

ipt MASQUERADE

ip conntrack ftp

ip_conntrack irc

ip nat ftp

ip nat irc

# 3. /proc set up.

# 3.1 Required proc configuration

echo ”1” > /proc/sys/net/ipv4/ip forward

# 3.2 Non—Required proc configuration

ttecho “1” > /proc/sys/net/ipv4/conf/all/rp filter

ttecho “"1” > /proc/sys/net/ipv4/conf/all/proxy arp

#techo “1”7 > /proc/sys/net/ipv4/ip dynaddr

# 4. rules set up.

# 4.1 Filter table
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# 4.1.1 Set policies

$TPTABLES —P INPUT DROP

$TPTABLES —-P OUTPUT DROP

$IPTABLES —P FORWARD DROP

# 4.1.2 Create userspecified chains

# Create chain for bad tcp packets

$IPTABLES -N bad tcp packets

# Create separate chains for ICMP, TCP and UDP to traverse

$TPTABLES -N allowed

$IPTABLES -N tcp packets

$IPTABLES -N udp packets

$TPTABLES -N icmp packets

# 4.1.3 Create content in userspecified chains

# bad tcp packets chain

$IPTABLES -A bad tcp packets —p tcp ——tcp—flags SYN, ACK SYN, ACK \

-m state —state NEW —j REJECT —reject—with tcp-reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j

LOG \

—log—prefix “New not syn:”
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$IPTABLES —-A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j

DROP

# allowed chain

$TPTABLES -A allowed —p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP —m state ——state ESTABLISHED, RELATED —j
ACCEPT

$TPTABLES -A allowed —p TCP —j DROP

# TCP rules

$IPTABLES -A tcp packets —p TCP -s 0/0 ——dport 21 —j allowed

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 22 —j allowed

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 80 —j allowed

$IPTABLES -A tcp packets -p TCP —s 0/0 ——dport 113 —j allowed

# UDP ports

#$IPTABLES -A udp packets -p UDP -s 0/0 ——destination—port 53 —j
ACCEPT

#$TPTABLES -A udp packets —p UDP —-s 0/0 ——destination—port 123 —j
ACCEPT

$TPTABLES —-A udp packets —p UDP —s 0/0 ——destination—-port 2074 —j
ACCEPT

$IPTABLES -A udp packets —p UDP -s 0/0 ——destination—port 4000 —j

ACCEPT
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# In Microsoft Networks you will be swamped by broadcasts. These lines

# will prevent them from showing up in the logs.

#$IPTABLES —A udp_packets —p UDP —i $INET_IFACE —d $INET_BROADCAST

\

#—destination—port 135:139 —j DROP

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.

#$IPTABLES —-A udp packets —p UDP —i $INET IFACE -d 255. 255. 255. 255
\

#——destination—port 67:68 —j DROP

# ICMP rules

$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 8 —j ACCEPT

$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 11 —j ACCEPT

# 4.1.4 INPUT chain

# Bad TCP packets we don  t want.

$TPTABLES -A INPUT -p tcp —j bad tcp packets

# Rules for special networks not part of the Internet

$TPTABLES —A INPUT -p ALL —-i $LAN_IFACE -s $LAN_TIP_RANGE —j ACCEPT
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$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $LO_IP —j ACCEPT

$TPTABLES —-A INPUT -p ALL —-i $LO_IFACE —s $LAN_IP —j ACCEPT

$TPTABLES —-A INPUT —-p ALL —-i $LO_IFACE —s $INET IP —j ACCEPT

# Special rule for DHCP requests from LAN, which are not caught

properly

# otherwise.

$TPTABLES —A INPUT —p UDP —i $LAN_IFACE ——dport 67 ——sport 68 —j ACCEPT

# Rules for incoming packets from the internet.

$IPTABLES -A INPUT -p ALL —-d $INET IP -m state ——state
ESTABLISHED, RELATED \

—Jj ACCEPT

$IPTABLES —-A INPUT —p TCP —i $INET IFACE —j tcp_packets

$TPTABLES —-A INPUT —p UDP —i $INET_IFACE -j udp_packets

$TPTABLES —-A INPUT -p ICMP —i $INET_IFACE -j icmp_packets

# If you have a Microsoft Network on the outside of your firewall,

you may

# also get flooded by Multicasts. We drop them so we do not get flooded
by

# logs

#$TPTABLES —A INPUT -i $INET_IFACE —-d 224.0.0.0/8 —j DROP
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# Log weird packets that don’ t match the above.

$IPTABLES —A INPUT -m limit —limit 3/minute ——1limit-burst 3 —j LOG

—log-level DEBUG ——log-prefix “IPT INPUT packet died: ”

# 4.1.5 FORWARD chain

# Bad TCP packets we don’ t want

$IPTABLES —A FORWARD —p tcp —j bad tcp packets

# Accept the packets we actually want to forward

$IPTABLES —A FORWARD —i $LAN_IFACE —j ACCEPT

$TPTABLES —A FORWARD —m state ——state ESTABLISHED, RELATED —j ACCEPT

# Log weird packets that don’ t match the above.

$IPTABLES —A FORWARD -m limit —1limit 3/minute ——1limit-burst 3 —j LOG

——log-level DEBUG ——log—prefix “IPT FORWARD packet died: ”

# 4.1.6 OUTPUT chain

# Bad TCP packets we don’ t want.

$IPTABLES —A OUTPUT -p tcp —j bad tcp packets

# Special OUTPUT rules to decide which IP’s to allow.

$TPTABLES —-A OUTPUT -p ALL -s $LO_IP —j ACCEPT
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$TPTABLES -A OUTPUT —p ALL —-s $LAN_IP —j ACCEPT

$TPTABLES —-A OUTPUT —p ALL —s $INET_IP —j ACCEPT

# Log weird packets that don’ t match the above.

$TPTABLES —A OUTPUT —m limit ——1limit 3/minute ——1limit-burst 3 —j LOG

\

—log-level DEBUG —log—prefix “IPT OUTPUT packet died: ”

# 4.2 nat table

# 4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains

# 4.2.4 PREROUTING chain

# 4.2.5 POSTROUTING chain

# Enable simple IP Forwarding and Network Address Translation

$TPTABLES —t nat —A POSTROUTING —o $INET IFACE —j SNAT ——to—source
$INET _IP

# 4.2.6 OUTPUT chain

# 4.3 mangle table

# 4.3.1 Set policies

# 4.3.2 Create user specified chains
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# 4.3.3 Create content in user specified chains
# 4.3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4. 3.6 FORWARD chain

# 4.3.7 OUTPUT chain

# 4. 3.8 POSTROUTING chain

J.2. rc.DMZ. firewal l JHIAAfCHY

#!/bin/sh

# rc.DMZ. firewall — DMZ IP Firewall script for Linux 2.4.x and

iptables
# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published

by
# the Free Software Foundation; version 2 of the License.
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

# You should have received a copy of the GNU General Public License

# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.

# 1.1 Internet Configuration.

INET_TP="194. 236. 50. 152"

HTTP_IP="194. 236. 50. 153"

DNS_1P="194. 236. 50. 154"

INET_IFACE="eth0”

# 1.1.1 DHCP

# 1.1.2 PPPoE

# 1.2 Local Area Network configuration.

# your LAN’ s IP range and localhost IP. /24 means to only use the first
24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0

LAN_TP="192.168.0. 1"

LAN TFACE="ethl”

# 1.3 DMZ Configuration.
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DMZ_HTTP_IP="192. 168. 1. 2"

DMZ_DNS_TP="192. 168. 1. 3"

DMZ_1P="192.168.1.1”

DMZ_TFACE="eth2”

# 1.4 Localhost Configuration.

LO_TFACE="10"

LO_TP="127.0. 0.

# 1.5 [PTables

1//

Configuration.

IPTABLES="/usr/sbin/iptables”

# 1.6 Other Configuration.

# 2. Module loading.

# Needed to initially load modules

/sbin/depmod -a

# 2.1 Required

/sbin/modprobe

/sbin/modprobe

/sbin/modprobe

/sbin/modprobe

modules

ip tables

ip conntrack

iptable filter

iptable mangle
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/sbin/modprobe iptable nat

/sbin/modprobe ipt LOG

/sbin/modprobe ipt limit

/sbin/modprobe ipt state

# 2.2 Non—Required modules

#/sbin/modprobe ipt owner

#/sbin/modprobe ipt REJECT

#/sbin/modprobe ipt MASQUERADE

#/sbin/modprobe ip conntrack ftp

#/sbin/modprobe ip conntrack irc

#/sbin/modprobe ip nat ftp

#/sbin/modprobe ip nat irc

# 3. /proc set up.

# 3.1 Required proc configuration

echo “1” > /proc/sys/net/ipv4/ip forward

# 3.2 Non—Required proc configuration

#techo ”1” > /proc/sys/net/ipv4/conf/all/rp filter

ttecho “1” > /proc/sys/net/ipv4/conf/all/proxy arp
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#techo “1” > /proc/sys/net/ipv4/ip_dynaddr

# 4. rules set up.

# 4.1 Filter table

# 4.1.1 Set policies

$TPTABLES —-P INPUT DROP

$TPTABLES —-P OUTPUT DROP

$TPTABLES —-P FORWARD DROP

# 4.1.2 Create userspecified chains

# Create chain for bad tcp packets

$IPTABLES -N bad tcp packets

# Create separate chains for ICMP, TCP and UDP to traverse

$TPTABLES -N allowed

$IPTABLES -N icmp packets

# 4.1.3 Create content in userspecified chains

# bad tcp packets chain

$IPTABLES —-A bad tcp packets —p tep ——tcp—flags SYN, ACK SYN, ACK \

-m state ——state NEW —j REJECT ——reject-with tcp-reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
LOG \
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—log—prefix “New not syn:”

$IPTABLES —-A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
DROP

# allowed chain

$TPTABLES -A allowed —p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP —m state ——state ESTABLISHED, RELATED —j
ACCEPT

$TPTABLES -A allowed —p TCP —j DROP

# ICMP rules

# Changed rules totally

$IPTABLES -A icmp packets -p ICMP -s 0/0 —icmp—type 8 —j ACCEPT

$TPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 11 —j ACCEPT

# 4.1.4 INPUT chain

# Bad TCP packets we don’ t want

$IPTABLES —-A INPUT -p tcp —j bad_tcp packets

# Packets from the Internet to this box

$TPTABLES —-A INPUT —p ICMP —i $INET IFACE —j icmp_packets

# Packets from LAN, DMZ or LOCALHOST

# From DMZ Interface to DMZ firewall IP
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$TPTABLES —-A INPUT -p ALL -i $DMZ_IFACE -d $DMZ_IP -j ACCEPT

# From LAN Interface to LAN firewall IP

$TPTABLES —-A INPUT —-p ALL —-i $LAN_IFACE -d $LAN_IP —-j ACCEPT

# From Localhost interface to Localhost IP’ s

$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $LO_IP —j ACCEPT

$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $LAN_IP —j ACCEPT

$TPTABLES -A INPUT -p ALL -i $LO_IFACE —s $INET IP -j ACCEPT

# Special rule for DHCP requests from LAN, which are not caught

properly

# otherwise.

$TPTABLES —A INPUT —p UDP —i $LAN IFACE —dport 67 —sport 68 —j ACCEPT

# All established and related packets incoming from the internet to

the

# firewall

$TPTABLES —-A INPUT —p ALL —d $INET_IP —m state ——state
ESTABLISHED, RELATED \

—Jj ACCEPT

# In Microsoft Networks you will be swamped by broadcasts. These lines

# will prevent them from showing up in the logs.
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will

you

by

#$TPTABLES —A INPUT -p UDP —i $INET IFACE —d $INET BROADCAST \

#——destination—port 135:139 —j DROP

# If we get DHCP requests from the Outside of our network, our logs

# be swamped as well. This rule will block them from getting logged.

#$IPTABLES —A INPUT —p UDP —i $INET IFACE —d 255.255.255.255 \

#——destination—port 67:68 —j DROP

# If you have a Microsoft Network on the outside of your firewall,

may

# also get flooded by Multicasts. We drop them so we do not get flooded

# logs

#$TPTABLES —A INPUT -i $INET IFACE -d 224.0.0.0/8 —j DROP

# Log weird packets that don’ t match the above.

$IPTABLES —A INPUT -m limit —limit 3/minute ——1limit-burst 3 —j LOG

—log—level DEBUG —log—prefix “IPT INPUT packet died: ”

# 4.1.5 FORWARD chain

# Bad TCP packets we don’ t want

$IPTABLES —A FORWARD -p tcp —j bad tcp packets
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# DMZ section

# General rules

$TPTABLES —A FORWARD —i $DMZ_IFACE —o $INET_IFACE —j ACCEPT

$IPTABLES —A FORWARD —i $INET IFACE -o $DMZ_IFACE —m state \

—state ESTABLISHED, RELATED —j ACCEPT

$TPTABLES —-A FORWARD -i $LAN_TIFACE —o $DMZ_TFACE -j ACCEPT

$TPTABLES —-A FORWARD —i $DMZ_IFACE —o $LAN_IFACE -m state \

—state ESTABLISHED, RELATED —j ACCEPT

# HTTP server

$TPTABLES —A FORWARD —p TCP —i $INET IFACE —o $DMZ IFACE —d
$DMZ_HTTP TP \

——dport 80 —j allowed

$IPTABLES —A FORWARD —p ICMP —i $INET IFACE -o $DMZ_IFACE —d
$DMZ_HTTP_IP \

—j icmp_packets

# DNS server

$IPTABLES —A FORWARD —p TCP —i $INET IFACE —o $DMZ_IFACE —d
$DMZ_DNS_TP \

——dport 53 —j allowed
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$TPTABLES —A FORWARD -p UDP —i $INET IFACE -o $DMZ_IFACE —d
$DMZ_DNS_1IP \

—dport 53 —j ACCEPT

$TPTABLES -A FORWARD —p ICMP —i $INET TFACE —o $DMZ TFACE -d
$DMZ DNS TP \

—j icmp packets

# LAN section

$IPTABLES —A FORWARD —i $LAN_IFACE —j ACCEPT

$TPTABLES —A FORWARD —m state ——state ESTABLISHED, RELATED —j ACCEPT

# Log weird packets that don’ t match the above.

$IPTABLES —A FORWARD -m limit —1limit 3/minute ——limit-burst 3 —j LOG

—log—level DEBUG —log—prefix “IPT FORWARD packet died: ”

# 4.1.6 OUTPUT chain

# Bad TCP packets we don’ t want.

$IPTABLES —A OUTPUT -p tcp —j bad tcp packets

# Special OUTPUT rules to decide which IP’s to allow.

$TPTABLES —-A OUTPUT -p ALL -s $LO_IP —j ACCEPT

$TPTABLES —-A OUTPUT —p ALL —-s $LAN_IP —j ACCEPT
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$TPTABLES —-A OUTPUT -p ALL —s $INET_IP -j ACCEPT

# Log weird packets that don’ t match the above.

$IPTABLES —A OUTPUT —m limit —1limit 3/minute ——limit-burst 3 —j LOG

—log—level DEBUG —log—prefix “IPT OUTPUT packet died: ”

# 4.2 nat table

# 4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains

# 4.2.4 PREROUTING chain

$IPTABLES -t nat —A PREROUTING -p TCP —i $INET IFACE —-d $HTTP IP
—dport 80 \

—~j DNAT ——to—destination $DMZ HTTP IP

$IPTABLES -t nat —A PREROUTING -p TCP —i $INET IFACE —d $DNS IP
—dport 53 \

—j DNAT —to-destination $DMZ DNS IP

$IPTABLES -t nat —A PREROUTING -p UDP —i $INET IFACE —d $DNS IP
—dport 53 \

—j DNAT ——to—destination $DMZ DNS IP

# 4.2.5 POSTROUTING chain
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# Enable simple IP Forwarding and Network Address Translation

$TPTABLES —t nat —A POSTROUTING —o $INET IFACE —j SNAT ——to-source
$INET IP

# 4.2.6 OUTPUT chain

# 4.3 mangle table

# 4.3.1 Set policies

# 4.3.2 Create user specified chains

# 4.3.3 Create content in user specified chains
# 4. 3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4.3.6 FORWARD chain

# 4.3.7 OUTPUT chain

# 4. 3.8 POSTROUTING chain

J.3. rc.UTIN. firewal 1 HIAACHE
#!/bin/sh
# rc.firewall — UTIN Firewall script for Linux 2.4.x and iptables
# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>

# This program is free software; you can redistribute it and/or modify
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# it under the terms of the GNU General Public License as published

# the Free Software Foundation; version 2 of the License.

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY:; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

# You should have received a copy of the GNU General Public License

# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.

# 1.1 Internet Configuration.

INET_TP="194. 236. 50. 155"

INET_TFACE="eth0”

INET_BROADCAST="194. 236. 50. 255"

# 1.1.1 DHCP

# 1.1.2 PPPoE

# 1.2 Local Area Network configuration.
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# your LAN’ s IP range and localhost IP. /24 means to only use the first

24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0

LAN_TP="192. 168. 0. 2"

LAN_TP_RANGE="192. 168.0.0/16”

LAN TFACE="ethl”

# 1.3 DMZ Configuration.

# 1.4 Localhost Configuration.

LO_TFACE="10"

LO_TP="127.0.0. 1"

# 1.5 IPTables Configuration.

IPTABLES="/usr/sbin/iptables”

# 1.6 Other Configuration.

# 2. Module loading.

# Needed to initially load modules

/sbin/depmod —a

# 2.1 Required modules

/sbin/modprobe ip tables

/sbin/modprobe ip conntrack

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

/sbin/modprobe

/sbin/modprobe

/sbin/modprobe

/sbin/modprobe

/sbin/modprobe

/sbin/modprobe

iptable filter

iptable mangle

iptable nat

ipt_LOG

ipt limit

ipt state

# 2.2 Non—Required modules
#/sbin/modprobe ipt owner
#/sbin/modprobe ipt REJECT
#/sbin/modprobe ipt MASQUERADE
#/sbin/modprobe ip conntrack ftp
#/sbin/modprobe ip conntrack irc
#/sbin/modprobe ip nat ftp
#/sbin/modprobe ip nat irc

# 3. /proc set up.

# 3.1 Required proc configuration

echo ”1” > /proc/sys/net/ipv4/ip forward

# 3.2 Non—Required proc configuration
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ttecho “1” > /proc/sys/net/ipv4/conf/all/rp filter

ttecho 1”7 > /proc/sys/net/ipv4/conf/all/proxy arp

ttecho 1”7 > /proc/sys/net/ipv4/ip dynaddr

# 4. rules set up.

# 4.1 Filter table

# 4.1.1 Set policies

$TPTABLES —P INPUT DROP

$TPTABLES —-P OUTPUT DROP

$TPTABLES —P FORWARD DROP

# 4.1.2 Create userspecified chains

# Create chain for bad tcp packets

$TPTABLES -N bad tcp packets

# Create separate chains for ICMP, TCP and UDP to traverse

$TPTABLES -N allowed

$IPTABLES -N tcp packets

$IPTABLES -N udp packets

$TPTABLES -N icmp packets

# 4.1.3 Create content in userspecified chains
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# bad tcp packets chain

$IPTABLES -A bad tcp packets —p tcp ——tcp—flags SYN, ACK SYN, ACK \

-m state ——state NEW —j REJECT ——reject-with tcp-reset

$TPTABLES —A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
LOG \

—log—prefix “New not syn:”

$IPTABLES —-A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
DROP

# allowed chain

$IPTABLES -A allowed —p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP —m state ——state ESTABLISHED, RELATED —j
ACCEPT

$IPTABLES -A allowed —p TCP —j DROP

# TCP rules

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 21 —j allowed

$TPTABLES -A tcp packets -p TCP —s 0/0 ——dport 22 —j allowed

$TPTABLES -A tcp packets -p TCP —s 0/0 ——dport 80 —j allowed

$TPTABLES -A tcp packets -p TCP —s 0/0 ——dport 113 —j allowed

# UDP ports
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#$IPTABLES —A udp packets —p UDP —s 0/0 ——source—port 53 —j ACCEPT

#$IPTABLES —A udp packets —p UDP -s 0/0 —source—port 123 —j ACCEPT

$IPTABLES -A udp packets —p UDP -s 0/0 ——source—port 2074 —j ACCEPT

$TPTABLES —A udp packets —p UDP —s 0/0 ——source—port 4000 —j ACCEPT

# In Microsoft Networks you will be swamped by broadcasts. These lines

# will prevent them from showing up in the logs.

#$IPTABLES —A udp_packets —p UDP —i $INET_IFACE —d $INET_BROADCAST

\

#——destination—port 135:139 —j DROP

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.

#$TPTABLES -A udp packets —p UDP —i $INET IFACE —d 255. 255. 255. 255
\

#——destination—port 67:68 —j DROP

# ICMP rules

$TPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 8 —j ACCEPT

$TPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 11 —j ACCEPT

# 4.1.4 INPUT chain
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# Bad TCP packets we don’ t want.

$IPTABLES -A INPUT -p tcp —j bad tcp packets

# Rules for special networks not part of the Internet

$TIPTABLES —-A INPUT —p ALL —-i $LO_IFACE -s $LO_IP —j ACCEPT

$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $LAN_IP —j ACCEPT

$TPTABLES —-A INPUT —p ALL -i $LO_IFACE -s $INET TP —j ACCEPT

# Rules for incoming packets from anywhere.

$IPTABLES —-A INPUT —p ALL —d $INET_IP —m state ——state

ESTABLISHED, RELATED \

—Jj ACCEPT

$IPTABLES —-A INPUT -p TCP -j tcp_packets

$TPTABLES —-A INPUT —-p UDP —j udp_packets

$TPTABLES —-A INPUT —p ICMP —j icmp_packets

# If you have a Microsoft Network on the outside of your firewall,

you may

by

# also get flooded by Multicasts. We drop them so we do not get flooded

# logs

#$TPTABLES —A INPUT -i $INET IFACE -d 224.0.0.0/8 —j DROP
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# Log weird packets that don’ t match the above.

$IPTABLES —A INPUT -m limit —limit 3/minute ——1limit-burst 3 —j LOG

\
—log-level DEBUG ——log-prefix “IPT INPUT packet died: ”
# 4.1.5 FORWARD chain
# Bad TCP packets we don’ t want
$IPTABLES —A FORWARD —p tcp —j bad tcp packets
# Accept the packets we actually want to forward
$TPTABLES —A FORWARD -p tcp ——dport 21 —i $LAN_IFACE —j ACCEPT
$TPTABLES —-A FORWARD -p tcp ——dport 80 —i $LAN_IFACE —j ACCEPT
$TPTABLES —A FORWARD —p tcp —dport 110 —i $LAN TFACE —j ACCEPT
$IPTABLES —A FORWARD —m state ——state ESTABLISHED, RELATED —j ACCEPT
# Log weird packets that don’ t match the above.
$TPTABLES —A FORWARD —m limit —1imit 3/minute ——limit-burst 3 —j LOG
\

—log-level DEBUG —log—prefix ”“IPT FORWARD packet died: ”

# 4.1.6 OUTPUT chain

# Bad TCP packets we don  t want.

$TPTABLES —-A OUTPUT —p tcp —j bad tcp packets
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# Special OUTPUT rules to decide which IP’s to allow.

$TPTABLES —-A OUTPUT —p ALL —-s $LO_IP —j ACCEPT

$TPTABLES —-A OUTPUT —p ALL —s $LAN_IP —j ACCEPT

$IPTABLES —-A OUTPUT —p ALL —s $INET IP —j ACCEPT

# Log weird packets that don’ t match the above.

$TPTABLES —A OUTPUT —m limit ——limit 3/minute ——limit-burst 3 —j LOG

\

—log-level DEBUG ——log—prefix ”“IPT OUTPUT packet died: ”

# 4.2 nat table

# 4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains

# 4.2.4 PREROUTING chain

# 4. 2.5 POSTROUTING chain

# Enable simple IP Forwarding and Network Address Translation

$IPTABLES —t nat —A POSTROUTING —o $INET IFACE —j SNAT ——to—source
$INET_IP

# 4.2.6 OUTPUT chain

# 4.3 mangle table

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

# 4.3.1 Set policies

# 4.3.2 Create user specified chains

# 4.3.3 Create content in user specified chains
# 4. 3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4. 3.6 FORWARD chain

# 4.3.7 OUTPUT chain

# 4. 3.8 POSTROUTING chain

J. 4. rc.DHCP. firewall HIACHE
#!/bin/sh
# rc. firewall — DHCP IP Firewall script for Linux 2. 4. x and iptables
# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published

# the Free Software Foundation; version 2 of the License.
# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of
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# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

# You should have received a copy of the GNU General Public License

# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.

# 1.1 Internet Configuration.

INET_TFACE="eth0”

# 1.1.1 DHCP

# Information pertaining to DHCP over the Internet, if needed.

# Set DHCP variable to no if you don’ t get IP from DHCP. If you get

DHCP

# over the Internet set this variable to yes, and set up the proper

1P

# address for the DHCP server in the DHCP SERVER variable.

DHCP="no"

DHCP_SERVER="195. 22. 90. 65”

# 1.1.2 PPPoE
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# Configuration options pertaining to PPPoE.

# If you have problem with your PPPoE connection, such as large mails

not

# getting through while small mail get through properly etc, you may

set

# this option to “yes” which may fix the problem. This option will

set a

# rule in the PREROUTING chain of the mangle table which will clamp

# (resize) all routed packets to PMTU (Path Maximum Transmit Unit).

# Note that it is better to set this up in the PPPoE package itself,

since

# the PPPoE configuration option will give less overhead.

PPPOE_PMTU="no”

# 1.2 Local Area Network configuration.

# your LAN’ s IP range and localhost IP. /24 means to only use the first

24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0

LAN_TP="192. 168. 0. 2"

LAN_TP_RANGE="192. 168.0.0/16”
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LAN TFACE="ethl”

# 1.3 DMZ Configuration.

# 1.4 Localhost Configuration.

LO_TFACE="10"

LO_TP="127.0.0. 1"

# 1.5 IPTables Configuration.

IPTABLES="/usr/sbin/iptables”

# 1.6 Other Configuration.

# 2. Module loading.

# Needed to initially load modules

/sbin/depmod —a

# 2.1 Required modules

/sbin/modprobe ip conntrack

/sbin/modprobe ip tables

/sbin/modprobe iptable filter

/sbin/modprobe iptable mangle

/sbin/modprobe iptable nat

/sbin/modprobe ipt LOG
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/sbin/modprobe ipt limit

/sbin/modprobe ipt MASQUERADE

# 2.2 Non—Required modules

#/sbin/modprobe ipt owner

#/sbin/modprobe ipt REJECT

#/sbin/modprobe ip conntrack ftp

#/sbin/modprobe ip conntrack irc

#/sbin/modprobe ip nat ftp

#/sbin/modprobe ip nat irc

# 3. /proc set up.

# 3.1 Required proc configuration

echo ”1” > /proc/sys/net/ipv4/ip forward

# 3.2 Non—Required proc configuration

ttecho “1” > /proc/sys/net/ipv4/conf/all/rp filter

ttecho “"1” > /proc/sys/net/ipv4/conf/all/proxy arp

#techo “1”7 > /proc/sys/net/ipv4/ip dynaddr

# 4. rules set up.

# 4.1 Filter table
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# 4.1.1 Set policies

$TPTABLES —P INPUT DROP

$TPTABLES —-P OUTPUT DROP

$IPTABLES —P FORWARD DROP

# 4.1.2 Create userspecified chains

# Create chain for bad tcp packets

$IPTABLES -N bad tcp packets

# Create separate chains for ICMP, TCP and UDP to traverse

$TPTABLES -N allowed

$IPTABLES -N tcp packets

$IPTABLES -N udp packets

$TPTABLES -N icmp packets

# 4.1.3 Create content in userspecified chains

# bad tcp packets chain

$IPTABLES -A bad tcp packets —p tcp ——tcp—flags SYN, ACK SYN, ACK \

-m state —state NEW —j REJECT —reject—with tcp-reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j

LOG \

—log—prefix “New not syn:”
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$IPTABLES —-A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
DROP

# allowed chain

$TPTABLES -A allowed —p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP —m state ——state ESTABLISHED, RELATED —j
ACCEPT

$TPTABLES -A allowed —p TCP —j DROP

# TCP rules

$IPTABLES -A tcp packets —p TCP -s 0/0 ——dport 21 —j allowed

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 22 —j allowed

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 80 —j allowed

$IPTABLES -A tcp packets -p TCP —s 0/0 ——dport 113 —j allowed

# UDP ports

$TPTABLES -A udp packets -p UDP —s 0/0 ——source—port 53 —j ACCEPT

if [ $DHCP == "yes” ] ; then

$TPTABLES -A udp_packets —p UDP —s $DHCP_SERVER ——sport 67 \

——dport 68 —j ACCEPT

fi

#$TPTABLES —A udp packets —p UDP —s 0/0 ——source—port 53 —j ACCEPT
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#$TIPTABLES -A udp packets —p UDP —s 0/0 ——source—port 123 —j ACCEPT

$IPTABLES -A udp packets —p UDP -s 0/0 ——source—port 2074 —j ACCEPT

$IPTABLES -A udp packets —p UDP -s 0/0 ——source—port 4000 —j ACCEPT

# In Microsoft Networks you will be swamped by broadcasts. These lines

# will prevent them from showing up in the logs.

#$TPTABLES —-A udp_packets —p UDP —i $INET IFACE \

#—destination—port 135:139 —j DROP

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.

#$IPTABLES -A udp_packets —p UDP —i $INET_IFACE —d 255. 255. 255. 255

#——destination—port 67:68 —j DROP

# ICMP rules

$IPTABLES -A icmp packets -p ICMP -s 0/0 ——icmp—type 8 —j ACCEPT

$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 11 —j ACCEPT

# 4.1.4 INPUT chain

# Bad TCP packets we don  t want.

$TPTABLES —A INPUT -p tcp —j bad tcp packets

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

# Rules for special networks not part of the Internet

$TPTABLES —A INPUT —p ALL —i $LAN_IFACE -s $LAN_IP_RANGE —j ACCEPT

$TPTABLES —-A INPUT —p ALL —-i $LO_IFACE -j ACCEPT

# Special rule for DHCP requests from LAN, which are not caught

properly

# otherwise.

$TPTABLES —A INPUT —p UDP —i $LAN_IFACE ——dport 67 ——sport 68 —j ACCEPT

# Rules for incoming packets from the internet.

$TPTABLES —A INPUT -p ALL —i $INET IFACE -m state ——state
ESTABLISHED, RELATED \

—-Jj ACCEPT

$IPTABLES —-A INPUT —p TCP —i $INET IFACE —j tcp_packets

$TPTABLES —-A INPUT —p UDP —i $INET_IFACE -j udp_packets

$TPTABLES —-A INPUT -p ICMP —i $INET_IFACE -j icmp_packets

# If you have a Microsoft Network on the outside of your firewall,

you may

# also get flooded by Multicasts. We drop them so we do not get flooded
by

# logs

#$TPTABLES —A INPUT -i $INET_IFACE —-d 224.0.0.0/8 —j DROP
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# Log weird packets that don’ t match the above.

$IPTABLES —A INPUT -m limit —limit 3/minute ——1limit-burst 3 —j LOG

—log-level DEBUG ——log-prefix “IPT INPUT packet died: ”

# 4.1.5 FORWARD chain

# Bad TCP packets we don’ t want

$IPTABLES —A FORWARD —p tcp —j bad tcp packets

# Accept the packets we actually want to forward

$IPTABLES —A FORWARD —i $LAN_IFACE —j ACCEPT

$TPTABLES —A FORWARD —m state ——state ESTABLISHED, RELATED —j ACCEPT

# Log weird packets that don’ t match the above.

$IPTABLES —A FORWARD -m limit —1limit 3/minute ——1limit-burst 3 —j LOG

——log-level DEBUG ——log—prefix “IPT FORWARD packet died: ”

# 4.1.6 OUTPUT chain

# Bad TCP packets we don’ t want.

$IPTABLES —A OUTPUT -p tcp —j bad tcp packets

# Special OUTPUT rules to decide which IP’s to allow.

$TPTABLES —-A OUTPUT -p ALL -s $LO_IP —j ACCEPT
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$TPTABLES -A OUTPUT —p ALL —-s $LAN_IP —j ACCEPT

$TPTABLES —-A OUTPUT —p ALL —o $INET_IFACE —j ACCEPT

# Log weird packets that don’ t match the above.

$IPTABLES —A OUTPUT -m limit ——1limit 3/minute ——limit-burst 3 —j LOG

—log—level DEBUG ——log—prefix “IPT OUTPUT packet died: ”

# 4.2 nat table

# 4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains

# 4. 2.4 PREROUTING chain

# 4.2.5 POSTROUTING chain

if [ $PPPOE PMTU == "yes” ] ; then

$IPTABLES —t nat —A POSTROUTING —p tcp ——tcp—flags SYN, RST SYN \

—j TCPMSS —-clamp—mss—to—pmtu

fi

$TPTABLES -t nat —A POSTROUTING —o $INET TFACE —j MASQUERADE

# 4.2.6 OUTPUT chain

# 4.3 mangle table
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# 4.3.1 Set policies

# 4.3.2 Create user specified chains

# 4.3.3 Create content in user specified chains
# 4. 3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4. 3.6 FORWARD chain

# 4.3.7 OUTPUT chain

# 4. 3.8 POSTROUTING chain

J.5. rc.flush—-iptablesfHIA{CHY
#!/bin/sh
# rc. flush-iptables — Resets iptables to default values.
# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published

# the Free Software Foundation; version 2 of the License.
# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of
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# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

# You should have received a copy of the GNU General Public License

# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# Configurations

IPTABLES="/usr/sbin/iptables”

# reset the default policies in the filter table.

$IPTABLES —P INPUT ACCEPT

$TPTABLES —-P FORWARD ACCEPT

$TPTABLES —-P OUTPUT ACCEPT

# reset the default policies in the nat table.

$TPTABLES -t nat —P PREROUTING ACCEPT

$TPTABLES -t nat —P POSTROUTING ACCEPT

$IPTABLES —t nat —P OUTPUT ACCEPT

# reset the default policies in the mangle table.

$TPTABLES -t mangle —P PREROUTING ACCEPT
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$TPTABLES -t mangle —P OUTPUT ACCEPT

# flush all the rules in the filter and nat tables.

$TPTABLES -F

$IPTABLES -t nat -F

$TPTABLES -t mangle —-F

# erase all chains that’s not default in filter and nat table.

$TPTABLES -X

$TIPTABLES -t nat —X

$IPTABLES -t mangle —-X

J.6. rc.test—iptablesIAfCiE

#!/bin/bash

# rc.test—iptables — test script for iptables chains and tables.

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>

# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published

# the Free Software Foundation; version 2 of the License.

IREUE £ 15 BiE W MK B R http://www.zzbaike.com




O AT d K A B www.zzbaike.com) #FE 4 HIE

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

# You should have received a copy of the GNU General Public License

# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# Filter table, all chains

iptables -t filter —A INPUT -p icmp ——icmp—type echo-request \

—-j LOG —log-prefix="filter INPUT:”

iptables -t filter —A INPUT -p icmp ——icmp—type echo-reply \

—-j LOG —log—prefix="filter INPUT:”

iptables -t filter —A OUTPUT -p icmp ——icmp—type echo-request \

-j LOG —log—prefix="filter OUTPUT:”

iptables -t filter —A OUTPUT -p icmp ——icmp-type echo-reply \

—-j LOG —log—prefix="filter OUTPUT:”

iptables -t filter —A FORWARD -p icmp ——icmp—type echo-request \
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—-j LOG —log—prefix="filter FORWARD:”

iptables -t filter —A FORWARD -p icmp —icmp-type echo-reply \

-j LOG —log—prefix="filter FORWARD:”

# NAT table, all chains except OUTPUT which don’ t work.

iptables -t nat —A PREROUTING -p icmp ——icmp—type echo-request \

—-j LOG ——log-prefix="nat PREROUTING:”

iptables -t nat —A PREROUTING -p icmp ——icmp—type echo—reply \

-j LOG —log—prefix="nat PREROUTING:”

iptables -t nat —A POSTROUTING —p icmp ——icmp—type echo—request \

-j LOG —log—prefix="nat POSTROUTING:”

iptables -t nat —A POSTROUTING —p icmp ——icmp—type echo—reply \

—-j LOG ——log—prefix="nat POSTROUTING:”

iptables -t nat —A OUTPUT -p icmp ——icmp—type echo-request \

-j LOG —log—prefix="nat OUTPUT:”

iptables -t nat —A OUTPUT -p icmp ——icmp—type echo-reply \

-j LOG —log—prefix="nat OUTPUT:”

# Mangle table, all chains

iptables —t mangle —A PREROUTING —p icmp ——icmp—type echo-request \
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—-j LOG —log—prefix="mangle PREROUTING:”

iptables -t mangle —A PREROUTING -p icmp ——icmp—type echo—reply \

-j LOG —log—prefix="mangle PREROUTING:”

iptables —t mangle —I FORWARD 1 —p icmp ——icmp—type echo-request \

—-j LOG ——log-prefix="mangle FORWARD:”

iptables -t mangle —I FORWARD 1 —p icmp ——icmp—type echo—reply \

—-j LOG —log—prefix="mangle FORWARD:”

iptables -t mangle -1 INPUT 1 —p icmp ——icmp—type echo-request \

-j LOG —log—prefix="mangle INPUT:”

iptables -t mangle -1 INPUT 1 -p icmp ——icmp—type echo-reply \

—-j LOG —log—prefix="mangle INPUT:”

iptables -t mangle —A OUTPUT -p icmp ——icmp—type echo-request \

—-j LOG —log—prefix="mangle OUTPUT:”

iptables -t mangle —A OUTPUT -p icmp ——icmp—type echo-reply \

-j LOG —log—prefix="mangle OUTPUT:”

iptables —t mangle —I POSTROUTING 1 —p icmp ——icmp—type echo—request

-j LOG —log—prefix="mangle POSTROUTING:”
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iptables —t mangle —I POSTROUTING 1 —p icmp ——icmp—type echo-reply

—-j LOG —log—prefix="mangle POSTROUTING:”
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